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Abstract

We address the problem of learning discrete hidden Markov
models from very long sequences of observations. Incremen-
tal versions of the Baum-Welch algorithm that approximate
the g-values used in the backward procedure are commonly
used for this problem, since their memory complexity is in-
dependent of the sequence length. We introduce an improved
incremental Baum-Welch algorithm with a new backward
procedure that approximates thevalues based on a one-step
lookahead in the training sequence. We justify the new ap-
proach analytically, and report empirical results that show it
converges faster than previous incremental algorithms.

Introduction

Hidden Markov models (HMMs) have been successfully ap-
plied to modeling tasks in speech recognition, patterngeco
nition, biological sequence analysis, and other real-gvorl
applications. Although many variations of HMMs have
been proposed, including coupled Markov models, factorial
HMMs, input-output HMMs, and Markov weighted trans-
ducers, theoretical and empirical results have showntéat t
ditional HMMs are capable of representing complex prob-
ability distributions given enough hidden states and suffi-
ciently rich observations (Bengio 1999).

The algorithms described in this paper estimate discrete-
valued stationary signals where the output of the source is
categorical. Research on discrete observations is immorta
because “...when the observations are categorical ineatur
and the observations are quantitative but fairly smallsit i

necessary to use models which respect the discrete nature

of the data” (MacDonald & Zucchini 1997, p.3). Exam-
ples of categorical variables include operating system-com
mands typed by a user on a console, computer security au-
dit events, network requests, online transactions, and DNA
bases, among many others.

In many domains, the traditional Baum-Welch learn-
ing algorithm is difficult to apply because the lendth
of the training sequences is very large (or possibly infi-
nite), and the number of stat@s in the model is relatively
small (Warrender, Forrest, & Pearlmutter 1999; Lane 2000;
Qiao et al. 2002; Florezet al. 2005a). Because the time
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and space complexity of Baum-Welch @ N2T), learn-

ing in such domains is difficult because of the large val-
ues ofT". For example, to train HMMs for intrusion detec-
tion, Lane (2000, p.57) used sequences of commands gen-
erated by UNIX users, where the sequence length varied
from “just over 15,000 tokens to well over 100,000". Flo-
rez et al. (2005a) collected library function calls from-sci
entific parallel programs for similar training of HMMs, and
the average number of calls for an implementation of the
LU-Factorization method was more than 20,000, and for a
benchmarking application was more than 800,000.

In addition, these models and learning algorithms are
generally embedded in complex applications (such as in-
trusion and fault detection), where impact on the perfor-
mance of a production system due to training the model
needs to be kept as small as possible (Flateal. 2005b;
Warrender, Forrest, & Pearlmutter 1999). This motivates re
search on new learning algorithms that can handle lengthy
discrete data streams, but have reduced memory require-
ments compared to the traditional Baum-Welch algorithm.

Incremental learning algorithms can be used to solve such
problems, since they can speed the convergence of the learn-
ing process as well as reduce its memory requirements (Go-
toh & Silverman 1996; Neal & Hinton 1999). Incremen-
tal Baum-Welch algorithms use tli@erward-backwardpro-
cedure to re-estimate the parameters of the model as soon
as new data examples are available. Althoughathalues
can be computed normally before the end of a training se-
guence, thed-values cannot. A simple but elegant solution
to the incremental learning problem is proposed by Stenger
etal. (2001), in which all thg-values are assumed to be 1.0.

In this paper, we demonstrate that the convergence behav-
ior of incremental Baum-Welch algorithms can be improved
when theg-values are instead approximated by a function
that looks ahead one observation in the sequence. Additiona
improvements are also described.

HMMs are a special case of Bayesian networks, which
uselocal structureto reduce the facta 2 in the complexity
of parameter estimation and probabilistic inference ¢Frie
man & Goldszmidt 1999). Although we do not consider fac-
tored models in this paper, our work can be viewed as com-
plementary since it reduces the space and time complexity
of the traditional Baum-Welch algorithm when the sequence
lengthT is large.
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Background

We begin with a brief review of stationary discrete first or-

der hidden Markov models, the Baum-Welch algorithm, and
incremental versions of the Baum-Welch algorithm. For a
more complete description of HMMs, refer to the work of

Rabiner (1989) and MacDonald and Zucchini (1997).

Discrete Hidden Markov Models (HMMs)
Consider a system withV states, indexed, 7, k, ..., where

~:(4), can be computed based on (1):

N . .
. . (1) B (i)
Ye\t) = &,j)==——-—=
" ; ) B
The traditional Baum-Welch algorithm then update8
andr as functions o€, (i, j) and~;(i). A detailed analysis
of BW indicates that its space complexity@dg N (N + M +
TN)) and its time complexity i© (N (1+T (M + N)). But
since in most practical applicatiofis>> M, it is widely ac-

)

each state represents an observable event. Let the state agepted that the space and time complexity for the traditiona

time ¢t be ¢;. Employing a notation similar to Rabiner’s,
a hidden Markov modehl can be described as a doubly
stochastic process with the following elements:

e N, the number of states amd, the number of distinct ob-
servation symbols per state (the alphabet size).

e A, the state transition probability distribution with ele-
mentsa;;, for1 <4,j < V.

e B, the observation symbol probability distribution with el-
ements;(k), forl < j < N andl < k < M.

e 7, the initial state distribution with elements, for 1 <
i < N.

We assume that no previous knowledge of the topology of
the model or the meaning of the hidden states is given, and
therefore, the task of the learning algorithm is to estinttate
parameters of random, ergodic (fully-connected) models.

Offline Estimation of HMMs: The Baum-Welch
Algorithm (BW)

The Baum-Welch algorithm (known henceforth as BW)
learns the transition and symbol probabilities of an HMM by
maximizing Q(\, \') = >, P(O,Q[N)log [P(O,QIN)],
where X is the current set of parameters of the mod¢l,

is the set of reestimated parametef,is the set of all
possible state sequences afds the sequence of obser-
vations to be learned (Rabiner 1989). Iterative maximiza-
tion of this function has been proved to lead to an increase
in likelihood, i.e., P(O|X) > P(O|\) (Rabiner 1989;
MacDonald & Zucchini 1997).

The reestimation formulas for BW can be obtained an-
alytically by maximizing Q(A, \’) via Lagrange multipli-
ers, assuming the stochastic constraints of the HMM pa-
rameters. A key result from the maximization is the esti-
mation of the probability of being in stateat timet and
statej at timet + 1, given the model and the sequence
of observations¢.(i,j) = P(g: = 4,141 = JjlO, ).
Definingat(z‘) = P(O102...Ot,qt = 7,|/\), andﬁt+1(i) =
P(04410¢42...07|q: = i, M), &(1, ) can be written as:

¢ (2)aij0;(Or41) Be41(5)
Yl i an()aishi (Ore1) Br (5)
The well knownforward and backwardprocedures find
exact values fory, (i) and; (i) in O(N2T') time. Note that

another widely used estimator, the probability of being in
statei at timet given the model and observation sequence,

&(i,j) = )

batch learning of an HMM i) (N2T)).

Many variations of the Baum-Welch algorithm have been
introduced. Of particular interest is the work of Binder
et al. (1997), motivated by the problem aionitoring
long sequence of observations, in which the space com-
plexity of BW is reduced t@(N?2logT), at the expense of
O(N*TlogT) time complexity.

Incremental Estimation of HMMs

Incremental learning algorithms for HMMs are an active
field of research in the signal processing and control system
communities. Such algorithms generally show faster con-
vergence than the standard batch training algorithm (Gotoh
& Silverman 1996). Note that theoretical justification for
incremental versions of the EM algorithm are given by Neal
and Hinton (1999).

An approach to incremental learning adopted by many
researchers is to estimate the HMM parameters as soon as
new data examples are available using the Baum-Welch al-
gorithm, with the constraints that thevalues can be com-
puted normally, but thes-values cannot because they are
associated with the probability of the partial observation
from the current event to the end (Stiller & Radons 1999;
Stengeret al. 2001; Koenig & Simmons 1996). Following
this idea, Stiller and Radons (1999) present an incremental
estimation algorithm in which the HMM's transition proba-
bilities are not computed directly, but instead, auxiliaayi-
ables containing “lifted” parameters are computed, assum-
ing inhomogeneous Markov chains.

A simpler scheme was proposed by Koening and Sim-
mons (1996) for learning of models for robot navigation.
They approximate the-values and’-values using a “slid-
ing window” of training data, reducing the memory require-
ments of the Baum-Welch algorithm.

Note that Elliot et al. have shown that the backward pass
through the data can be eliminated, at the expense of increas
ing the space and time complexity of the learning algorithm
to O(NT) (Elliot, Aggoun, & Moore 1995).

Other approaches analyze the underlying Markov chain of
the HMM and approximate the state transition probability
and the output probability making use of frequency coun-
ters. This can also be seen as an incremental adaptation
of the segmentat-means algorithm (Moore & Ford 1998;
Digalakis 1999). Finally, the Kullback-Leibler informa-
tion measure can also be maximized incrementally to obtain
HMMs with improved convergence and reduced memory re-
gquirements, compared to models estimated using offline EM
algorithms (Krishnamurthy & Moore 1993).
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The Incremental Baum-Welch Algorithm
(IBW)

We first present the reestimation formulas used in our incre-
mental Baum-Welch algorithm. These formulas are similar
to those proposed by Stenger et al. (2001) for continuous
models. Since our work focuses on discrete hidden Markov
models, we present the reestimation formulas for each of
the elements of th®& matrix. A formulation suitable for
incremental learning updates the valuegigfandb; (k) in

the current time step given the values of those estimators in

the previous time step. The initial probability distritmrir

does not need to be reformulated for each time step, since it

corresponds to the expected frequency of being in state
the specific time¢ = 1.
The estimatof;; at the current time step is given by:

65 7T ! (Zt e )) +&r-1(4,4) @)
> i)
and the output probabilitﬁ- (k), is given by:
+ (T, j,
Ty - ) (SIS HG)) + 0T k) "
Zt:l%(J)
wherey (T, j, k) is an auxiliary function defined as:

. 0 if Or # vy,

W(T,5,k) = { v (5) otheTrwislék ©)

These equations estimate the model parameters for each

new observation in a stream. However thealues (and
therefore¢, (4, j)) cannot be computed incrementally be-

cause no observations after the current time are available.

The incremental learning problem can be solved by approx-
imating the probability of the partial observation fram- 1

to the end, given the statat timet and the model, defined
asf:(i) = P(O¢4+10¢42..07|q = i, A). As suggested by
Stenger et al. (2001), a simple approximation is given by
Bo(i) = Bria (i) = Breali) = ..0r(i) = 1for1 < i < N,

The probabilitiesy, (i) and gT 1(4,j) also need to be re-
computed at each time step, using (6) and (7).

oo ar@fr@) _ ar(i 6
TS 08 Y ) O
1) = et D0atiOr) )

Zz 12] 1ar-1(2)aijb; (Or)

An iterative algorithm that make use of these formulas
will be known henceforth as the incremental Baum-Welch
algorithm, or IBW. This algorithm does not look ahead, nor

does it require knowledge about the length of the sequence.

A New Backward Procedure for the
Incremental Baum-Welch Algorithm (IBW+)

We now present the principal contribution of this paper,
which is an improved method of approximating thealues

in the backward procedure of the incremental Baum-Welch
algorithm.

As mentioned before, the incremental learning problem
can be solved by approximating th®values t01.0, in-
stead of estimating exact values for them. Therefore, a
natural improvement for IBW consists of selecting a set of
(B-values that provide a better approximation to the prob-
ability of the partial observation from time 4+ 1 to the
end given the current stateat time ¢t and the model\,
B¢(i) = P(O¢410¢42...07|q: = i, A) without requiring the
entire sequence df observations to be stored in memory.

Note that3,(i) increases exponentially toward0 as
t increases. The backward procedure for a statem-
putes thes-values in the following order: At time O com-
pute 5r(i), at time 1 computedr_1(i); ...; at timeT —

1 compute;(1); and at timeT compute3y(i). Since

Bi(i) = ZN aijb;(Or41)Be+1(7) and eachu;;, b;(Or11)
andS;41(J ) term is less than.0 (often significantly less),
the sequencgr(i),0r-1(7),...50(7) tends exponentially to
zero. Sincedr (i) = 1.0 (by definition of the backward pro-
cedure) 5, (4) increases exponentially towatd).

Therefore, it is reasonable to assume that the backward
procedure can be approximated by a decay function
Specifically, assuming that;1(j) = w(T — ¢, j), where
T is the total Iength of the sequence arid the current time
step,;(¢) is given by:

(i) 351 aijbi(Os1)w(T — t, )
Yoy (i) S0 aijbi(Org)w (T — 1, )

Although many decay functions could be proposed
to approximate thes-values (including those that look
ahead several observations in the sequence), the series
Br(i),87-1(i),....430(i) tends exponentially to zero for any
state, and therefore for sufficiently large sequences any de
cay function that approximates tievalues should also sat-
isfy w(T — t,j) — w(T — j, k) = 0for j # k. In other
words,w(T — t,j) ~ w(T — t, k). Should this be the case,
the following equality holds

a(i)300 1 aijbi(Opr1)
S (D)0 aijhi(Ors)

This simple assumption helps us to solve the incremental
learning problem. Equations (2) and (8) represent the same
probability, and therefore, it is clear that:

Z a;;b;

Since the real3; (i) is based on a exponential decay func-
tion computed via the backward procedure, for lafgthis
approximation seems to be appropriate. In any case, it pro-
vides a better approximation thatt Vi (3;(i) = 1.0. Note

that a backward procedure that recursively uses (9) regjuire
a one-step look ahead in the sequence of observations and
can be seen as an example dfixed-lag smoothinglgo-

rithm (Moore 1973).

V(i) =

V(i) = 8)

i(Op41) )
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Figure 1. Change over time in estimates of a parameter of
the model from sourc&(2,2) when IBW+ uses smoothing
factors oft = 0 andt = 10.

The estimation ofr_1 (4, j) is also improved using (10).
ar-1(i)ai;b; (Or)Br(4)

N N . . (10)

Zizlzjzlanl(Z)aijbj(OT)ﬁT(J)

An incremental algorithm wherg, (i) is approximated
using (9) and (10) will be known as the improved incremen-
tal Baum-Welch algorithm or IBW+. Note that a scaling

Er—1(i,7) =

An examination of the experimental results revealed that
during the probability estimations &f, B andr, the learn-
ing algorithms tend to forget the contributions of previous
estimators at the beginning of each iteration. The drastic
changes in the parameters of the HMM were found to be re-
lated to the initial values of the sufficient statistics désed
by 727 (i), S (i) and >, (i). Such statistics
can be seen as weights for the estimation in the previous time
step forA andB. If those weights are very close to zero, the
contribution of the previous estimators is minimal.

A simple solution for smoothing the learning of the model
over time consists of postponing the update of the parame-
ters until some timeé > 0. After ¢, enough statistics should
have been collected to support the reestimatioA,d8 and
7. Empirical evidence suggests that even small values for
can smooth the learning process because its main purpose is
to avoid zero (or close) to zero statistics independent@f th
quality of the estimation.

Figure 1 shows how estimates of a single HMM param-
eter change over time when IBW+ uses smoothing fac-
torst = 0 and¢ = 10. The sequence of observations
was generated by a traditional Monte-Carlo simulation from
the following 2-state and 2-symbols HMM, denotg(R,2)

w:(é>A:<o.3 0'7>B:(0'99 0.01)

procedure is required for large sequences because the COM+_earning from Multiple Observation Streams

putation of the HMM'’s parameters will exceed the precision
range of traditional machines (Rabiner 1989).

Complexity Analysis

Since the estimators at tinié are computed with those at
timeT —1, itis not necessary to store estimators foffatib-
servations. Assuming that for most of the practical applica
tionsT > M, the largest structure needed in the algorithm
stores the values @f-_1 (i, 7), requiringO(NN?) space. The
time complexity of IBW+isO(N2T'), which is equivalent to
the time complexity of BW. Nevertheless, experimental re-
sults described in the following sections suggest that IBW+
can converge faster than BW (as other incremental algo-
rithms do), and also converges faster than IBW. However,
there is no theoretical guarantee tl{D|\') > P(O|\).

This algorithm requires one-step look ahead in the se-
guence of observations. In practice, an improved model is
estimated with an insignificant effect on the space and time
complexity of the algorithm.

Additional Improvements

We introduce some additional modifications of the incre-
mental Baum-Welch algorithm that can further improve its
convergence behavior.

Smoothing the Parameter Estimates

Preliminary experiments with IBW+ demonstrated that the
likelihood of the model can sometimes decrease over time

0.1 09 02 0.8
To this point, the problem of learning incrementally from a
single discrete data-stream has been considered. However,
in many real-world applications, multiple sequences from a
single source can be observed. Assuming fhatdividual
observations are independent, the computation of the param
eters of the HMM is modified as follows:

g ()
*Z’hr (4)
Rr:l

T, =
R T—2
St (So00) + 6
a’il;_ _ r=1 tle_1
33 w7
r=1t=1
R . T-1 . '
Db (k)| o G) | w4 k)
7T r=1 t=1
b (k) =

R T
S 6)

r=1t=1

The estimators above can be applied for both the IBW and
IBW+ algorithms, and are similar to the estimators proposed
for offline Baum-Welch learning by Li et al. (2000), among

because the BW convergence assumptions do not hold. Thisothers. Note that the space complexity of the learning algo-

decrease is typically small, but in some cases, the likeliho
was found to decrease dramatically.

rithms increases tO(IN? R), just as the space complexity of
a multiple observation learning BW increase$XaV>TR).

AAAI-05/ 761



P(O|X)

g

Log Likelihood
lo

-400

-600 -
-800 -
-1000 A
-1200 ~
-1400 -
-1600 4
-1800 4
-2000 -

-2200

e v T v —v—r—

IBW

LT SR}

17224567 8 91011121214151617181920

Iterations

Figure 2: Comparison of the average convergence rates o
BW, IBW, and IBW+, in learning an 8-state HMM from
50,000 observations of the sour8€8,0.3)

Empirical Results

This section compares the convergence behavior of BW,
IBW, and IBW+ on real and synthetic training data. In all of
the experiments, IBW use@-values of1.0, as proposed by
Stenger et al. (2001), and IBW+ approximated fhealues
using (9) and smoothed the estimators using a smoothing
factor off = 10. Experiments were performed on a Sun-
Blade-100 with 2 gigabytes of RAM running Solaris 5.8.
Figure 2 shows likelihood values averaged over 10 ex-
ecutions of the learning algorithms, trained on sequences
of 50,000 observations generated by a Markov chain with
8 states and a conditional relative entropy (CREY 0.3.
We denote this source b$(8,0.3) Results are presented
in a standard log-likelihood graph where thaxisdisplays
the number of iterations (visits to the data stre@jrand the
y-axisshowslog P(O|\), where\ is the model being es-
timated with the learning algorithm. One iteration of BW
consists of reading the entire sequence of observatiofis, se
ting thea-values and3-values to zero and updating the pa-
rameters of the model via the Baum-Welch algoritbnte
One iteration of IBW/IBW+ consists of setting the initial

statistics to zero and updating the parameters of the model

via the incremental estimators feachobservation. Note
that IBW+ converges faster than both BW and IBW. How-
ever, as discussed before, the likelihood for the increaient
algorithms can decrease over time.

Figure 3 shows the difference between the log like-
lihoods of the training sequencelog(P(O|Agw)) —
log(P(O|Arpw+)), when BW and IBW+ are used to esti-
mate sequences of increasing length from the soB8(2e2)
Negative values indicate a higher log likelihood for IBW+.

—_
o o
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-20 | |
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logP(O|Apw) — logP(O|Arpw+)
&
o

Difference In Log Likelihood

00 05 1.0 20 40 8.0 16.0 320
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fFigure 3: Difference in the log likelihood of models esti-
mated with BW and IBW+ fron(2,2)after 10 iterations.
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Figure 4: Comparison of the average convergence rates of
BW, IBW, and IBW+, in learning an 8-state HMM from five
text sequences fromt.atheism

Newsgroupslataset were divided into five sequences, each
of length 2,000. Note that both incremental learning algo-
rithms converge faster than BW, and the fastest convergence
rate is achieved with IBW+.

Different stopping criteria are used by the IBW/IBW+ and
BW algorithms. The reestimation formulas for the incre-
mental learning algorithms are executed until a drop in the
likelihood is detected. Since the likelihood never decesas
for BW, the estimators in a traditional implementation af th
Baum-Welch algorithm are executed up to a maximum num-
ber of iterations or to a point where the change in the likeli-
hood is insignificant.

Table 1 compares training times and resulting model qual-
ity when the appropriate stopping criteria were used foheac

The results show that as the length of the sequence of obser-algorithm. IBW+ was executed until a drop in the likelihood

vations increases, IBW+ generates better models than BW.
Figure 4 compares the convergence rates of BW, IBW
and IBW+ when trained on five independent observation se-
guencesR = 5). To create the independent sequences, the
first ten thousand words from the claak.atheismof the

A CRE of 0 indicates a deterministic source. In contrast, a
value of 1 indicates a completely random source.

was detected, and BW was executed for 20 iterations or until
log P(O|Acurrent) —10g P(O|Aprevious) < 1071, Experi-
ments were performed using two different data sets. The first
is a synthetic data set of 100,000 observations generated by
a Markov chain with 2 states and 2 symbols. The second
is a sequence of library system calls generated by the Fast

2http://kdd.ics.uci.edu/databases/20newsgroups/20newsgroups.html
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Source | Algorithm  logP(O|\) Training Time
S(2,2) BW -60,932.7 4.5 mins.
IBW+ -60,884.2 0.87 mins.

FFT BW -60,932.7 49.7 mins.
IBW+ -89,141.4 8.9 mins.

Table 1: Computer resources and model quality

Fourier Transform (FFT) executing in a Linux cluster (taken
from (Florezet al. 2005b)). The alphabet for the second task
contains 15 symbols and the model contains 32 states. The
results show that IBW+ consistently executes in a fraction
of the time required for BW, and in some cases can produce
models of superior quality.

Conclusion

We have introduced an incremental version of the Baum-
Welch algorithm that approximates thevalues used in the
backward step based on a one-step look-ahead buffer. Ex-
perimental results demonstrate that it converges faster th
traditional Baum-Welch and outperforms previous incre-
mental approaches. Moreover, an analysis of the IBW+ rees-
timation formulas indicates that the longer the sequence of
observations, the better the approximation of fhealues.
Experimental results confirm that the advantage of the new
backward procedure improves with longer sequences. Al-
though we presented this algorithm as an approach to in-
cremental learning of HMMSs with discrete observations, the
same approach could also be applied to incremental learning
of HMMs with continuous observations.
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