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Abstract

In this paper we evaluate an instance-based spam filter
based on the SVM nearest neighbor (SVM-NN) classi-
fier, which combines the ideas of SVM and k-nearest
neighbor. To label a message the classifier first finds
k nearest labeled messages, and then an SVM model
is trained on these k samples and used to label the un-
known sample. Here we present preliminary results of
the comparison of SVM-NN with SVM and k-NN.

Introduction
Unsolicited bulk email, also called spam, is a serious prob-
lem of today’s Internet, ant one of the popular ways of
anti-spam protection is filtering. The Support Vector Ma-
chine (SVM) classifier was proposed for spam filtering by
Drucker, Wu, & Vapnik (1999), and proved to show good
results. A filter based on the k-nearest neighbor (k-NN) al-
gorithm was introduced by Androutsopoulos et al. (2000b)
and is shown to have relatively low accuracy (Zhang, Zhu,
& Yao 2004). For a more detailed overview of spam filtering
approaches see the survey by Blanzieri and Bryl (2006).

In this paper we evaluate the performance of the SVM
nearest neighbor classifier (SVM-NN) (Blanzieri & Mel-
gani 2006) on spam filtering. SVM-NN is an instance-based
learning technique that combines the k-NN approach with
an SVM-based decision rule. The combination of SVM and
k-NN achieves a smaller generalization error bound pro-
duced by the combination of a bigger margin and a smaller
ball containing the points. The motivation for applying this
method to spam filtering is the following. Spam is known to
be not uniform, but rather to consist of messages that vary
seriously, in particular in topic (Hulten et al. 2004). The
same can be said of legitimate mail as well. This suggests
that a classifier which works on the local level can be mean-
ingful here. As a quality baseline we used the SVM clasifier,
reproducing the experiment of Zhang, Zhu, & Yao (2004).
Also the k-NN classifier was involved in the comparison.

SVM Nearest Neighbor Spam Filter
The SVM nearest neighbor classifier (Blanzieri & Melgani
2006) combines the ideas of the SVM (Cortes & Vapnik
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1995) and the k-NN classifiers. It works in the following
way: given a sample to classify, the filter determines k
nearest samples in the training data, and an SVM classifier
is trained on this samples. Then, the trained SVM classifier
is used to classify the unknown sample. More formally, the
algorithm can be defined as follows:

Algorithm: SVM Nearest Neighbor
Inputs: sample x to classify; training set T = {(x1, y1), (x2, y2), ...(xn, yn)};

number of nearest neighbors k; threshold t.

Output: decision y ∈ {−1, 1}
Find k samples (xi, yi) with minimal values of K(xi, xi) − 2 ∗ K(xi, x)

Train SVM model on the k selected samples.

Classify x using SVM, get the result in the form of a real number.

Make the decision using the threshold t.

In our experiments we use the Euclidean metric for de-
termining nearest neighbors and the linear kernel for SVM.
Feature selection is performed as in the work of Zhang, Zhu,
& Yao (2004). Each message is considered as an unordered
set of strings (tokens) separated by spaces. Presence of a
certain token in a certain part of a message, namely in the
body or in a field of the header, is considered a binary fea-
ture of this message. Then, the d most frequent features in
the training data are selected and used. Thus, each message
is represented by a vector of d binary features.

In order to evaluate the performance of SVM-NN fil-
ter we run an experimental comparison. To have a veri-
fiable baseline we decided to reproduce one of the exper-
iments with the SVM classifier by Zhang et al. (Zhang,
Zhu, & Yao 2004), namely ten-fold cross-validation on the
SpamAssassin corpus1. The corpus contains 4150 legiti-
mate and 1897 spam messages. The performance measure
used for parameter optimization is Total Cost Ratio (TCR)
(Androutsopoulos et al. 2000a). It is defined as follows:
TCR = nS/(λ · nL→S + nS→L), where nS is the total
number of spam messages, nL→S is the number of legiti-
mate messages classified as spam, nS→L is the number of
spam messages classified as legitimate, and λ is the relative
cost of misclassification of a legitimate message and mis-
classification of a spam message. As Zhang et al., we set λ
equal to 9. The same random splittings of the data were used
in all runs. Two variants of SVM-NN were involved in the

1Available at: http://spamassassin.apache.org/publiccorpus/
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Figure 1: FN is false negative rate, FP is false positive rate, d is the number of features. SVM is an SVM classifier; the
threshold was taken equal to 0.48 as proposed by Zhang et al. SVM-NN (Partial Scale) and SVM-NN (Full Scale) are SVM-
NN classifiers. The optimal values of k and t are estimated using the training data. For SVM-NN (Partial Scale) the search for
optimal k is performed only among the values up to about 25% of the whole data. K-NN is a k-NN classifier with a decision
rule based on voting; the optimal k and the optimal relative cost of the votes from different classes were estimated using the
training data. In all cases the optimal parameters were estimated separately for each of the ten folders of cross-validation.

comparison: SVM-NN (Partial Scale) and SVM-NN (Full
Scale), the first of the two searching for the optimal value
of k only among comparatively low values and therefore is
faster but less accurate. We used a software realization of
SVM, called SVMlight2 (Joachims 1999), that provides not
binary, but real number output, giving the possibility to ap-
ply different thresholds to the result.

On Figure 1 the performance of the methods in terms of
error rates is presented. We can see that with low values of d
(number of features) SVM-NN is able to outperform SVM.
In particular, when d = 500, false negative rate for SVM-
NN (Full Scale) is significantly lower, and false positive rate
is insignificantly lower then for SVM (significance was de-
termined by t-test with α = 0.05). With the higher values
of d the advantage of SVM-NN is smaller, but it persists:
according to the results of t-test, when d = 4000 SVM-NN
(Full Scale) is significantly better on false negatives, though
insignificantly worse on false positives.

Conclusion
In this paper we evaluated a learning-based spam filter based
on the SVM nearest neighbor classifier and compared it with
the SVM classifier and the k-NN classifier. Concerning the
performance of the considered method the preliminary eval-
uation gives promising results. The SVM-NN classifier is
shown able to outperform SVM significantly on the small
dimensions of the feature space. On the higher dimensions
the advantage is less clear; a possible reason for this is higher
sensitivity to irrelevant features in comparison to SVM. The
disadvantages of the method are comparatively low speed
and high resource usage, especially with large values of k.

2Available at: http://svmlight.joachims.org/
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