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Abstract More important, it has greatly expanded our surveillance
The NASD RegulatiorAdvanced Detection System (ADS) coverage to new areas of the market and to many new types
monitors trades and quotations in the Nasdaq stock market  of hehavior of regulatory concern.
to identify patterns and practices of behavior of potential ADS relies on a rule pattern matcher and a time-

regulatory interest. ADS has been in operational use at

NASD Regulation since summer 1997 by several groups of sequence pattern matcher. Two- and three-dimensional

analysts, processing approximately 2 million transactions visualizations allow analysts to see the market context of

per day, generating over 7000 breaks. More important, it ~ Préaks and temporal relationships of events in large
has greatly expanded surveillance coverage to new areas of amounts of data. Data mining tools permit discovery of
the market and to many new types of behavior of regulatory ~ new patterns of potential regulatory interest.

concern. ADS combines detection and discovery ADS’ development is continuing, to remain current with
components in a single system which supports multiple  changes in market behavior, to increase its effectiveness, to
regulatory domains and which share the same market data. add additional features, to incorporate additional market
ADS makes use of a variety of Al techniques, including  gata to cover additional types of potential violations and to

visualization, patte_rp_ recognition, and data_ mining, in keep up with improvements in market structure.
support of the activities of regulatory analysis, alert and

pattern detection, and knowledge discovery. L
Task Description
Introduction Nasdaq is a screen-based dealer market consisting of
competing market makers who risk their own capital to
provide liquidity. A market maker provides quotations
for issues in which he makes a market. gAotation
consists of both g@rice and asize (number of shares) at

The National Association of Securities Dealers, Inc.
(NASD®) has been regulating the securities industry since
its founding in 1939. Regulation of securities markets and
firms is undertaken by its NASD Regulation, Inc. | St - .
subsidiary. Our mission of investor protection includes Which he is willing to buy or sell, respectively, a particular
monitoring trading and quotation activities on the Nasdaq S€curity, oissue The price at which he is willing to buy is
Stock Market, the Over the Counter (OTC) Market, and the Known as &id and at which he is willing to sell as ask
Third Market, to identify and correct any potential violative ©F offer. The highest bid and lowest ask at a particular

activities by over 5500 member firms. Central to this job is imeé is known as theinside quote Quotations are
the Advanced Detection System, or ADS. available to other market makers, to other brokers, and to

We have been using ADS since the summer of 1997 to investors through the distributed computing system that
provide analysts in the Market Regulation Department with forms the heart of the Nasdaq Stock Market. Trades are
significant leads to potential patterns or practices of €xecuted between market makers (acting as principals for
regulatory concern, direaks. ADS generates these breaks thelr own account or as agents for cu;tomers) and dealers
by integrating and then reviewing all quotation and trade (&cting as agents for customers) using one of several
records, almost 2 million on a typical day, for patterns automated systems. All trades are repor.ted,_shortly after
which indicate the occurrence of targeted scenarios. they occur, to a common system, resulting in the well-

Since beginning production operations, the system has Known stock ticker. _
detected over 7000 breaks, of which more than 10% have Nasdaq currently has more than 6000 issues on the
merited follow-up actions of various types, a threefold Nasdaq National Market and the Small Cap Markgt. There
increase in effectiveness compared to previous techniques.2'® an average of about 10 market makers per issue. A
typical day consists of over 900,00 quote updates, 400,000
inside quote updates, and 800,000 trades on both tiers of
*The authors of this paper are employees of the National the Nasdaq Stock Market and on the OTC Market.
Association of Securities Dealers (NASD) Regulation, Inc. Individual trades or quotes, can often be justified before
or its contractors. The views expressed herein are those ofdisciplinary committees. Broad patterns and practices,
the authors and do not represent an official policy however, cannot. A key goal of ADS is to detect patterns
statement of NASD Regulation, Inc. and practices of violative activity. Another goal of ADS




was to raise the level of surveillance fro
issue-based to firm-based patterns
practices.

Our data problem is in part statistica
Statistical techniques are effective at . —

identifying outliers. However, outliers ofte (Oracle/Sequent)
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market conditions. Even after a potental @~ =00 Beo-—-—-—-—-———-———— E\?;;'i‘f;':‘”sg
concern is identified, an analyst needs *~ &A;f;é':iirs]g Breaks (dediion rees,
. : . iati )
review large amounts of market information t syetem . o stering)
determine if there is a potential explanation fc{  administration Metadata Patterns
the apparent violation. Prior to ADS, analys 7y Discovery System Server
reviewed this information in tabular formats v
from which it was difficult to discern User Interface (Java/Sun) External
relationShi s We needed the ri ht miX ( Review Breaks, Query Data, Prototype Patterns Visualization
.. pS. e . g . . Market Timeline Interactive Tree Finder Tools
statistics, data classification, data visualizatio Share Flow Sequence Developer
and pattern recognition on a huge database S RS ETEiRS Break Browser
Summary Graphs Pattern Display/Editor

activity structured in time sequence.
ADS currently covers three areas, or Figure 1 -- ADS Architecture
domains, of potential violations, each with its ) _ ) L i
own user team having a distinct set of business procedures,Other s_ghemes m_volvmg unfair - coordination or anti-
and needing unique data, knowledge, and tools to perform competitive PehaV'Or- _ Some  examples fpr_ which the
their function. However, because of the large overlap system provides surveillance: ~ After receiving a large

between necessary and available data and tools, a singIéZUStomer order to purchase a particular security, a market

system was customized to meet the needs of each teamnaker buys the stock from a second market maker, then

This approach is allowing us to cost-effectively extend resells it to the customer at a higher price; the customer

ADS to additional domains as requirements demand and could have purchased the stock from the second market
resources permit maker at the lower price. A market maker stops receiving

orders after he narrows his quotes in a security; the orders
Late Trade Reporting. In order to provide accurate return when he returns his quotes to a more typical level.
information to the marketplace, trades must be reported
within 90 seconds of execution. However, for various
reasons, sometimes trades are not reported within this
window. The Market Regulation Department is responsible

for surveillance of all late reported trades to determine the '“ hin the insid h | : fth
reason and determine whether or not to initiate regulatory WIthin the inside quote. The regulatory enforcement of the

action. Examples which could initiate regulatory action are: BE rule is greatly complicated by market conditions such
A trader delays reporting a large customer trade so the as relative volatility and liquidity, the size and type of

customer doesn't see that there was another trade at a bettdf@nsaction, available communications, accessibility to the
price at the same time. A market maker has a much higherPrimary markets, and quotation sources which may grant

incidence than his peer firms of reporting trades late. exceptions to the rule.

Market Regulation Clients

Best Execution. The Best Execution (BE) rule states that
the price received by an investor should be as favorable as
possible under prevailing market conditions. Such a
favorable price is usually achieved when executing a trade

Market Integrity. The integrity of the N_asdaq StO(_:I_< Application Description
Market depends upon free and open price competition
between market makers. Some market makers may be
dissuaded from competitive pricing by others through a . )
variety of methods of harassment. These methods haveflmm'onal modules of ADS are:
been used to "enforce" improper pricing conventions which ADS D_ata Warehouse
can result in unfair profits to the market makers at the °*  Detéction Programs
expense of the customer. Additionally, market makers may * Discovery Programs
coordinate their pricing and trading activity to hide * User Interface
information from other participants and customers, who

have a right to it, as a means of influencing prices. The

Market Regulation Department is responsible for

surveillance of the market with respect to these and any

This section describes ADS: how it works and what it is.
The ADS Architecture is illustrated in figure 1. The key



Data Warehouse conditions. In a single pass, multiple tables may be scanned
for several patterns concurrently. The sequence pattern
language uses a syntax and precedence similar to the C
programming language.

d There are three types of inputs to the sequence matcher:
target configurations, patterns, and callback functions. A

target configuration details the database columns to be

attributes and indices that are calculated for use by other Processed, 3'0”9_ W'th_ any row-ordering conditions.
components of ADS, as well as summary and profile Patterns are specified either from the metadata tables or a

information about issues and firms. Metadata tables hold Xt file. Callk_Jack functions are_C++ functions compl_led
set-up and execution control parameters for the break N0 @ dynamically loadable object. They may be time

detection and discovery jobs, the rule and sequence filters or actions. A time filter is a way of coordinating the

patterns that are matched by the detection jobs, the results2rdering of rows from heterogeneous tables. Output of the

of the break detection and discovery jobs (breaks and sequence matcher is determined by the action functions that

rules), and data necessary for various user interface are called. The break generation action function populates
components the metadata tables with breaks. The break generation

Data load and preparation programs update the datac@llback inserts a new row into a table for every match
warehouse daily. They combine information from the found. Each matching state has some number of rows that

source tables and calculate additional attributes deemed®'® the instantiation of the pattern.

useful for detection and discovery. The data sources for Ryle Matcher The rule matcher fetches trade data and

ADS present a view of the market as a series of produces breaks based on the detection of repeated
transactions with separate trades and price updates.instances of pre-defined behaviors, represented formally as
Matching these transactions to produce a more coherentryles with an antecedent and an optional consequent. Each
market state is a major computational effort, but is essential rule has two measures of strength, called confidence
to provide the derived attributes which capture market (fraction of rows satisfying the antecedent where the

The ADS data warehouse is the heart of the system. It is
currently about 240GB. It consists of two sets of tables,
referred to assource tables andmetadata tables. The
source tables contain market data about trades, quotes, an
insides. These tables consist of attributes from systems
from which ADS receives information as well as additional

context. consequent is also true) and support (fraction of rows in the
entire table that this rule holds on), which are used as
Detection Programs parameters to ensure that breaks which are generated by the

ADS Detection programs consist of two pattern matchers: a fule correspond to significant patterns of activity. An
Rule Matcher and a Time Sequence Matcher, which are run€xample pattern would be one that looked for firms
weekly to generate breaks. Breaks are assigned to analyst§howing a high percentage of trades involving more than

through distinct automated break assignment modules 10000 shares that are designated late. _
which reflect each user team’s work process. The Rule Matcher internally represents each attribute

_ that is mentioned in at least one pattern and uses the
Sequence Matcher The sequence matcher is a program attripute names to build the query that will retrieve the
for finding instances of temporal patterns in databases. It targeted trade data. The patterns are represented as
seeks triggering events that, in turn, seek other events inconjunctions tests on attributes. Trees are created that
either forward or reverse time sequence and order thatcontain the pattern conjunctions and counts corresponding
could indicate deliberate behavior of concern. The i the number of times the conjunction is detected.
algorithm was independently developed at SRA, drawing  Each record retrieved is given an internal representation
upon work in discovery of temporal associations. (See that facilitates tree traversal based on attribute tests passed.
Mannila 1995) If an attribute has a bind test defined for it a new test is
The sequence matcher algorithm works by querying the agded whenever a new value for the attribute is
metadata tables to load a pattern into memory. The encountered in the data. The record representation is given
sequence matcher algorithm is similar to a regular {5 the tree structures and all necessary conjunction counts
expression matcher. It maintains a list of potential match g updated. The output of Rule Matching results in storing

states. At each step, a row is fetched and a new state iSyeaks and break-related data in the database.
started for each pattern. Existing states are advanced if

they match the constraints on the pattern location they are Discovery Programs

currently at. When a state reaches the end of a pattern, it is _ .
ADS includes parallel and scaleable decision tree and

association rule implementations which can be used to
discover new rules reflecting changing behaviors in the
);narketplace.

a match. The sequence matcher may be run in forward or
reverse mode, fetching rows in increasing or decreasing
time order depending on whether the triggering event for
the sequence occurs before or after the other necessar



Association Rules The association rule|”
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algorithm is a procedure for generating rul
from a table. (see Agrawal, et. al. 1993) O

Tools  New Firm  Profiles

implementation of the association rules algorith
is written in C++ and performs direct access
an Oracle8 RDBMS through a database clg
library invoking the Oracle Call Interface (OCI
API. Parallelism is achieved using 4
implementation of the Message Passing Interfg
(MPI). The algorithm uses parallelism in sever.| |
places to divide up tasks. Each process is CH
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Attribute filters are used to reduce the numb
of association rules reported by the algorith
They provide guidelines about how certa
attributes make a rule interesting or n{
interesting. There are four types of attribu] [**
filters that add the capability to include @
exclude attributes, group attributes in rules, A
specify functional dependencies. These filters are
instrumental in reducing the number of
redundant and definitional rules generated.
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Figure 2 — Market Spread Timeline

pattern base must be highly adaptive, allowing additions
refinements, and deletions. The Rule Management module
supports transformations of discovered rules to break
detection patterns, similar to the approach described in
[Fawcett and Provost 1997]. Rule management comprises
three operations: filtering, refinement, and deletion.

During filtering, discovered rules are pruned to a subset

Decision Trees The decision tree algorithm is a data

mining tool designed to find patterns with respect to a
single specified data column called the “dependent
attribute.” (See Quinlan 1993) The input data consists of a

number of “examples” each of which is a vector of hich . ; ted th |
attribute/value pairs. The algorithm outputs a set of rules which are unique _(n_o repeated among themselves), new
(different from existing patterns and rules), have high

that use the independent attributes to predict or characterize : . L
values of the dependent attribute. These rules have aconﬂdence,_and good support in daFa_. FllFer_mg_ compares
conjunction of independent attributes on the left-hand-side the generality of two rules by examining similarity of the

and contain only the dependent attribute on the right-hand- "UIES’ conditions and conclus_ion (MiChE.iISki 1983, Tecupi
side. y P g & Duff 1994). The comparison algorithm uses domain

Rules are extracted from a decision tree by tracing the specific and domain independent heuristics to capture the

path from a leaf up to the root of the tree.  The Olependentmeaning of various rule attributes. The filtering process
attribute value assigned to that node become the right- decreases the number of rules from thousands to hundreds,
hand-side of the rule, and the independent attributes andWhICh are still firm or security specific.

values in the nodes on the path to the root become the During refinement, rules obtained from the filtering
conditions on the left-hand-side of the rule process are refined by generalizing their conditions and

Rules are pruned by dropping conditions from the left- ranking them a_gainst random .d‘?‘ta samples, tp generfa_lize
hand-side and seeing if a better rule is produced. If a rulerules by dropping market participant or security specific

has N conditions in the left-hand-side, then dropping each information, to perform generalization according to the
condition can produce N possible alternative rules.

Each specified refinement heuristics (Dybala at el. 1995), and to
of these rules is evaluated, and if any are better than therank the ob'gained “.Jles by testing them z_igainst various data
original rule, then the best alternative is chosen and the Sets to refine their support and confidence thresholds.
process is repeated. A rule’s quality is determined by

Finally, the best performing rules are selected. Rules
calculated using its normalized estimated net worth. Once which pass the refinement process are unique, general, and
each rule is pruned, duplicates are removed.

different. The result of the refinement process are several
or possibly tens of new rules which are presented to the
Rule Management. A run of decision trees or association analysts for a review, for a final selection for promotion to
rules against a data sample of one firm or one security active break detection patterns.

usually produces several rules; thousands of rules may

result from runs against all securities and firms,

necessitating automated rule management capabilities.

Moreover, to follow dynamic behavior of the market the



User Interface [

The ADS user interface consists of screens for brg
processing and management, tabular displays for view
detailed trade and quotation information associated wit
particular break, two-dimensional graphical displays tk
allow an analyst to easily visualize market activity at t
time of a break, and three-dimensional displays that
useful for viewing large aggregates of information.

The market context around the time of a suspec
violation in a security is determined by three things: f
trades in that security, the bids and asks of the mal:

makers in that security, and the inside bid and ask. ] P o
difference between a bid and an ask price is called the Figure 4 -- Pricig Landscae i

spread. This context is captured visually in the market “|andscapes” have been developed. The Pricing landscape
spread timeline (see Figure 2). A market maker's bid and (see Figure 4) displays a large amount of summary data
ask in an issue are plotted against time in one color and theregarding quotation activity by multiple market makers in
inside bid prices and ask prices in another. Trades aremany issues. It highlights the possible pricing conventions
displayed as dots. Details of trades and quotes are availablgp portions of the market. These may be agreements among
through a drill-down capability. The visual display allows market makers to quote only in specific price intervals. If
analysts to quickly identify important events such as the these agreements are enforced by peer pressure or
inside spread being narrowed, multiple small trades being harassment, they become anti-competitive and are violative
executed against a market maker, or a market maker buyingpractices. A visual examination of this display permits an
up a lot of shares in an issue. analyst to rapidly determine patterns of quotations in an

The share flow display (Figure 3) shows a group of issue and similarities between the quotation behavior of
trades in order by execution time. Each trade is different market makers. Situations where the pricing
represented as an arrow from the buyer to the seller markedconventions hold for all but a few market makers are those
with the number of shares and price. When a group of most likely to result in anti-competitive behavior and
trades is displayed by time, patterns of share flow are warrant the closest review. In addition, new conventions
visible. A firm may collect shares through multiple are more easily visible, since the display may be adjusted
medium-sized buys, and sell them in one large sale. by various thresholds and filters.

Shares may pass through multiple firms before reaching The second display, called a Spread landscape (see

their final destination. These patterns of share flows are figure 5), allows an analyst to view the quotation and

crucial for analyzing potential violations. ~ trading behavior of a set of market makers in a particular
Detecting any potential conventions or regularities in jssue over a specified time period. This display may be

market behavior ~which might indicate improper yiewed as a generalization of the two-dimensional spread
coordination by market participants requires the ability to gisplay described above.

rapidly review large amounts of market data for patterns
and anomalies. To provide this ability, Visible Decisions Hgrdware and System Software Environment.

Inc. Discovery software was selected for three-dimensional ADS svstemn hard " ists of a 12
displays. (See Martin96) Two three-dimensional system hardware currently Consists ot a Lz-processor
o]

EA— Sequent NUMA-Q host computer acting as the

Fie_Clutar production database server. Scaleability and growth were
VVVV TuuU XXXX YYYY 2777 . e . .

112121 N a significant factors in the choice of a server platform. Sun
11:23:56 00378125 SparcStations serve as user workstations running the ADS
11:23:56 ——200@37.75—>! . . .
11239 —200e85—@ client as well as other applications. A second, smaller
L " Wesnis @ Sequent NUMA-Q is used as a development and
11:25:00 < 25@31875— @) knowledge discovery platform, and a variety of file
Hiarie0 85— —e | Servers are installed on Sun SparcStations. The operating
N _ <@ | gystems are var|et|es_ of _Unlx._ Or_acle v.8.0.4_1 is the
11:28:00 < 100@37575— @) RDBMS. The ADS client is written in Java, which has
i e @ proven to be an effective language for both prototyping
112946 and final implementation.
11:30:00 <—25@3787—€@)
11:30:33
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Figure 3 -- Share Flow Display



e scale to handle production volumes of over one
million trades and quotes per day; and, most
important

e provide an integrated structure for ongoing detection
of improper activity combined with analysis to
identify new patterns of potential regulatory interest.

Related Applications

The FINnCEN Al System (FAIS), described in [Senator,
Goldberg et. al. 1995] motivated some of the basic ideas
_ of ADS, although the specific requirements differ. Both
Fire 5 — Spread Landscape are instances. of a type of fraud .detec.tion system called
Break Detection Systems described in [Goldberg and
e . Senator 1997], which also contrasts the two domains along
Uses of Artificial Intelligence Technology several characteristics. ADS advances over FAIS along
ADS integrates data mining (decision trees and associationseveral dimensions, in particular, its much larger data
rules), pattern matching (rules and time sequences) andvolume, its incorporation of automated discovery
visualization techniques in a single large-scale application, techniques for identification of new patterns of potential
as detailed in previous sections. It represents an advanceegulatory interest, its explicit representation of multiple
over previously reported applications because of the large domains and user groups, and its use of a time sequence
scale of the application, the combination of discovery and pattern matcher for detection.
detection components with the ability to discover new rules  [Fawcett and Provost 1997] describe an approach to
and promote them into the detection system, the explicit cellular telephone fraud detection that automatically learns
representation of rules in the database for use in detectionindicators of potential fraud from a large database of
and as a result of discovery, the development of the time transactions. It uses the indicators to create monitors which
sequence pattern matcher, and the direct database accegsofile legitimate and anomalous behavior; and combines
parallel implementations of the detection and discovery the output of the monitors to generate alarms. This system

components. employs more automated learning techniques than ADS
and it focuses on identification of fraudulent transactions,
Commercial Tool Evaluation while ADS looks for multiple types of violations and for

We evaluated off-the-shelf knowledge discovery/data pat_terns and pracf[icefs of these violations in the context of
mining tools during the proof-of-concept phase of ADS an integrated application.

development. We surveyed more than 20 off-the-shelf o

KDD products and conducted a detailed evaluation of two Application Use and Payoff

of them. But none of them appeared to meet our needs for aThe development of ADS has taken the Market Regulation
system that would do the following, so we developed the Department to a new level in monitoring the markets we

components as part of a custom applicdtion are charged to monitor and regulate. For a number of years
e function in NASD's hardware and software the Department has had systems that point to potential
environment instances of regulatory concern on market data. And we

« have an open architecture for integration with other have a history of taking disciplinary or enfo_rcement action
necessary system components, especially the database@n those in which action warranted. But prior to ADS, we
management system and the to-be-developed workflow have not had a system to help us detect potential violative

management components patterns and practices in quotation and trade data. We
» function in a highly dynamic environment depended upon human analysts to recognize patterns and
+ integrate a comprehensive variety of methods practices as a series of activities became known to them.
+  provide intermediate results to all components Now we search proactively through all of our quote and

trade data for those pattern or practices of regulatory
concern. Individual instances of violative activity can be
explained away by a perpetrator, but strong evidence of a
1 SRA has taken the custom application developed for pattern or practice is more difficult for a perpetrator to
NASD and converted it into a generic KDD toolkit that defend.

meets all these requirements and can be applied to other What is the payback? First, we have seen notable
application domains. Details of this product are available success in the area of late trades, the first of the areas of
at www.knowledgediscovery.com on the web. concern targeted by ADS. We have increased the hit ratio




of good breaks, or leads, to overall breaks by a factor of Application Development and Deployment

ot e T ADS project team consisted of siaf fom NASD
y P P Regulation, Inc. (Office of Technology Services and

regulatory concern. It permits all the analysts, those with Market Regulation Department), NASD Production
much experience and skill and those with less experience g\ ioo Department, and SRA International, Inc. At its

and skill, to be effective at a higher level. It enables new peak, the team consisted of approximately 22 people
anglysts to develop a Ie_vel of sophistication much more Tait)le 1 lists key ADS development milestones. '
s i e e Sosos, ADS Began 8. prackofconcetn e ara of e tade
we have been able to establish a new team .to monito; .reportllng. The prOjecF was initiated and gteam assembled
concerns in market integrity. We have been able to point to n Apr]l 1996. Scenarlos. and corrgspondlng pa-tterns were
potential anti-competitive .harassment or collaborative identified and rulg ma_tchlng and d|scc_)very algorllthms were
activity in a way not possil,)Ie previously, This team is now developed, resyltmg Ina dqmonstratlon that th!s approach
i . e : could be effective in improving late trade surveillance and
able to proactlvely surveil _the market instead of rea_ctm_g to a July 1996 project Steering Committee decision to
cu_stomer complamts: Th|_rd, we have _st_a_rFed a pilot in a proceed with a pilot on live data. This pilot was deployed
third area to. monitor f|_rm . respon5|b_|l|t|_es _for best in October 1996. During the summer of 1996, the market
Eﬁfcr:l(?tori]r.l \t/r\wls ?(?:/ri r:;:dt;gié'iag O;arﬂzrr]rlwtsrg]r? dlnptra?:t?fe'sst' integrity area was determined to be of key impprtqnce, and
. R ; " the decision made to expand the Late Trade Pilot into ADS
Fourth, we have the visualization tools that permit the during 1997. The time sequence matcher was developed

lziir;tﬂy?/f/se rz(;veszes :elrrlr??h;?i[ar?lljare l;gogisef;HQUigF(?y tomr'lsesv‘vduring 1997 for the needs of Ml and for some LT scenarios
' y pted g y that could not be adequately represented by rules. ADS

market realities, or changes in activity. Sixth, we monitor went into full production on 31 July 1997.

thi;jufgvgljr%ﬁ?lyén V(\j/:tso n‘?;iiarr?f!losle.re(\q/xﬁe:junqLei);t(S ADS was one of the first prodgction i_mplementations of

algorithms and quick macr;ines to handle a truly large Oracle. 8, unde_rgomg conversion within a month of
amount of data. becortmng opderatlolr:atl.. Et)eca_\tusgtof the ;quezstof Ia;g ttrr?de

reporting and market integrity, it was decided to a e

From June 1997 thugh February1998 ADS has best execution domain and work begin in late 1997 to
ndevelop patterns and scenarios. Continued improvements

in functionality based on feedback from the users and in

meeting NASD Production Services standards for a well
documented and predictable system was a major emphasis

Lo in late 1997 and early 1998. Release 2.0 in spring 1998
systems. Another 80% have been closed, yielding valuableformally recognizes %e distinction between ?he gADS
experience which has been re-applied to the detection

process The apparently high ‘“false alarm’ rate is application anq SRA’S KDD Explorer T_oolkitvx(hich serves
acceptable because breaks can be closed quickly when ng> the underlying dlscqvery and detegtlon engines. -
action is warranted, and because the trade-off cost of The sepqrate domains came on line ?t dlffgrerjt times.
missing a real violatié)n is extremely high, corresponding to Each dc_)mam began as an operational pilot, with live data
a “zero-tolerance” for major violationé Further. the generating expt_erlmental breaks, so the patterns could be
process of investigating a break evenéfalse alar’m is aj[uned approprlately and analyst feedback could be
significant deterrent to violative’behavior and typicz’illy mcorporated into the ' development. .The Late Tra}de
results in market improvements domain analysts havg been evaluating breaks since
A key payback for a surveilla.nce system is the degree of October, 1996, as a pilot project. .The Markgt Integrity
coverage — in terms of the number, type, and detail of tearT\ pegan work in JuIy,_.199_7, with the entire system
’ ' beginning full accountability in Augustl1997. An

Bmount of market data we can review Ou il estmates 2PPICAION of ADS to the enforcement of the Best

of improved surveillance coverage Wi.th ADS compared to Execution rule 'S currently in a pilot stage. The system

manual surveillance is a factor of about 225. We have also generates experlmen-tal breaks for some types of trades.
) The breaks are reviewed by analysts who recommend

0 . ) i
seen . 75% reductions in the . complexity  of SOME £ rther tuning of patterns. The first production application
surveillance protocols (corresponding to 300% productivity of ADS to enforcement of the Best Execution rule is

improvements), as well as significant reductions in . :
S . . expected in early Spring 1998.
potential violations in the areas of both late trade reporting P y Spring
and market integrity, corresponding to an improved market
for all investors.

800 follow-up actions of various types (such as requesting
records from the securities traders involved or referral to
other units of NASD Regulation). This rate, over 10%, is a
factor of three increase over previous break detection
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