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Abstract

Terror cells and military units represent entities in different
networked organizations facing a common goal: the organi-
zational structure has to be chosen such that it allows for flexi-
ble information exchange while simultaneously providing the
necessary secrecy. These kind of organizations have been
studied extensively from a qualitative perspective. However,
guantitative approaches are less frequent, even though they
can provide guidelines for policy makers on future courses of
action in either counter-terrorism and counter-insurgency or
in choosing organizational designs for covert action. A the-
oretical framework on the optimal communication structure
of homogenous covert networks based on cooperative game
theory exists (Lindelauf, Borm, and Hamers 2008a). A test
and extension of this framework incorporating heterogene-
ity of the risk interactions present is presented in (Lindelauf,
Borm, and Hamers 2008b). In that paper interactions were
considered that are heterogeneous with respect to the risk
they present to the organization, but homogeneous with re-
spect to the amount of information exchange they provide. In
this paper the star network structure will be analyzed taking
both information and secrecy heterogeneity into account. We
will derive the optimal distribution of risk and information
exchange over the links of this graph.

I ntroduction

Much has been said in recent years on the organizational
transformation of terrorist organizations such as Al Qaeda.
Forinstance itis known that Al Qaeda shifted from a bureau-
cratic, hierarchical organization into an ideological umbrella
for loosely coupled jihadi networks (Mishal and Rosen-
thal 2005). As another example consider Hezbollah's or-
ganizational structure during the 2006 IDF war in southern
Lebanon. Hezbollah acted as an informal and adaptive dis-
tributed network of small cells and units that were acting
with considerable independence and were capable of rapidly
adapting to local conditions (Cor 2007). They showed the
ability of a non-state actor to use and exploit network centric
warfare concepts. Arquilla and Ronfeldt (Aro 2001) discuss
the importance of the network centric paradigm for reason-
ing about warfare, from a military as well as non-state actor
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perspective. It is recognized that the essential feature dis-
tinguishing such covert organizations from overt ones is the
need to take secrecy into account when conducting opera-
tions (Baker and Faulkner 1993), (Raab and Brinton Mil-
ward 2001). These organizations consisting of loosely cou-
pled networks interact with each other in varying degrees.

In Lindelauf et al. (Lindelauf, Borm, and Hamers 2008a)
a theoretical framework on homogeneous covert networks
is established. Measures of secrecy and information for
graphs are defined and optimal communication structures
using game theoretic bargaining are derived. In another pa-
per this framework is put to the test and extended. In Lin-
delauf et al. (Lindelauf, Borm, and Hamers 2008b) not only
optimal communication structures are investigated but the
influence of varying degrees of risk interactions present to
the organization are analyzed. This resulted in a first ap-
proach to heterogeneity in covert networks. It is assumed
that high risk interactions affect the exposure probability of
individuals in the organization (and hence the secrecy mea-
sure), not the amount of information that potentially could
be exchanged. For instance consider the delivery of bomb
making materials between individuals of the organization.
This interaction presents a higher risk to the organization
than individuals discussing target sites. However, it bears no
influence upon the amount of information exchange inside
the organization: there either is such a risky interaction or
there is not. Therefore the information measure in Lindelauf
et al.(Lindelauf, Borm, and Hamers 2008b) is not adapted.

Next to giving a short survey on the above mentioned the-
oretical frameworks the focus of this paper is on secrecy and
information heterogeneous star networks. This prototype
network can represent an arms smuggling network where
the center of the network for instance corresponds to the
agency distributing arms between its various outposts. The
real world exhibits many (non-covert) networks shaped as
stars. Consider for instance a hub and spoke network of air-
carriers or sensor networks where there is one base station
and several sensors communicating with it. Thus the study
and analysis of such star networks could yield results di-
rectly applicable to real world problems. In addition there
are also covert networks adopting star topologies: an actual
covert network that adopted the star network structure is that



of the Dutch National Clandestine Service’s so-called ‘stay  In Lindelauf et al. (Lindelauf, Borm, and Hamers 2008b)
behnd organization’. This organization consisted of a group the assumption is made that certain interactions present a
of single agents equipped with radio systems connecting to a higher risk to the organization than others. However no dis-
central hub. The single agents where unaware of each othertinction is made on the amount of information exchange in-
and thus the adopted network structure was a perfect star. Interactions provide. For instance, the interaction represent-
this paper we will investigate the optimal distribution of risk  ing the delivery of bomb making materials presents a higher

and information exchange in such a star network. risk to a covert organization than discussing target informa-
tion in codewords. This risk is evaluated by assigning a
Quantitative Frameworks on Covert Networks higher weight to the link representing such an interaction.

It is shown that optimally the pair of individuals in the orga-
It is important for a covert organization to take the network nization to conduct the interaction that presents the highest
structure explicitly into account. In Lindelauf et al. (Lin-  risk to the organization is the pair that is the least connected
delauf, Borm, and Hamers 2008a) several basic scenariosto the remainder of the network. In addition the situation
concerning covert networks are defined and analyzed. Fur- js analyzed where only a single risky interaction is present
thermore, this framework is extended by introducing the fact and the organizational form is either that of a star, path or
that thenatureof interaction influences the exposure proba- ring graph. Given a certain amount of risk the interaction
bility of individuals in the organization. Hence, the secrecy presents either the path or star graph is optimal, where the
measure is adapted and the resulting first approach to het-transition depends on the order of the graph. The higher the
erogeneous covert networks can be found in Lindelauf et al. risk this interaction presents becomes, the higher the transi-
(Lindelauf, Borm, and Hamers 2008b). tion point (in terms of number of individuals in the network)

becomes. Hence, the potential secrecy breach this interac-

To be more specific imagine two agents, one responsible ion presents is dealt with by adopting the path graph struc-
for network secrecy and the other one for information ef- ture and locating the risky interaction at the periphery of the
ficiency, bargaining over the set of all connected networks Organization. Only if the organization becomes very large
of certain order. The information measure corresponding to Will it become more profitable to adopt the star graph struc-
networkg is denoted byl (¢). Similarly, the secrecy mea-  ture.
sure is denoted by(g), and it is defined as thexpected . . ,
fraction of the network that remains unexposed under the _However, the information exchange in the framework of
assumption of a certain exposure probability of individuals Lindelauf etal.(Lindelauf, Borm, and Hamers 2008b) s still
in the network. Explicit values of S(g) and I(g) can be found con3|dered to b.e homogengqus: .ther_e either is such an inter-
in Lindelauf et al. (Lindelauf, Borm, and Hamers 2008a). action or there is not. If a distinction is made in the amount
The tradeoff between secrecy and information is modeled ©f information exchange, i.e., if certain individuals deliver
using cooperative bargaining theory. The optimal network higher amounts of bomb making material than others, we

in the sense of the Nash bargaining solution is the network &Tive at secrecgndinformation-heterogeneous covert net-
that maximizes the product of S(g) and I(g). works, which will be discussed in detail further on in case of

the star network topology.

Assume that individuals in the network are exposed uni-  To recapitulate: the risk an interaction presents is modeled
formly and that the fraction of the network that an individ- by assigning ‘weights’ to the links, representing the risk of
ual exposes is equal to the expected number of neighbors that interaction. This weighting function is defined such that
in the network that will be detected if communication on g higher weight on one link with respect to another is in-
links is detected independently and identically with a certain terpreted in the following way. The interaction between the
probability. In this first scenario Lindelauf et al. (Lindelauf,  pair of individuals with high weight presents a higher risk
Borm, and Hamers 2008a) show that for a low value of this  tg the organization than the interaction between the individ-
link detection probability the complete graph is optimal and yals corresponding to the other link. The secrecy measure
for a high value of this probability the star graph is optimal,  S(q) is adapted accordingly. The exposure probability of in-
indicating that in certain cases the star network topology is dividuals in the network is adjusted to incorporate this het-
an important one. erogeneity of interactions with respect to risk. For it can be

argued that the probability of detection not only depends on

In a second scenario Lindelauf et al. (Lindelauf, Borm, the numbenfindividuals this individual is connected to but
and Hamers 2008a) assume that the probability of exposure glso on the nature of that interaction. Henge, if an individual
of an individual in the network depends on his centrality IS €ngaged ininteractions that present a higher risk to the or-
with regard to the exchanging of information in the network. ganization than another individual his exposure probability
Itis argued that setting this exposure probability equal to the Will be larger.
equilibrium distribution of a random walk on the graph is an
adequate choice. Optimal graphs for larger order are ap- Star Networks
proximated by computer simulation and generally speaking Motivated by the fact that in the baseline scenario as de-
it is shown that cellular structures emerge: each individual scribed in the previous section and analyzed in Lindelauf et
is connected to a limited member of network members. al. (Lindelauf, Borm, and Hamers 2008a) the star network
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is optimal we further analyze the star network topology. We
assime that not only is it possible to have interactions that

interaction can attain. In the context of smuggling this could
be representative of the fact that there is a maximum smug-

are heterogeneous with respect to secrecy but also that theregling capacity. Another functior,: E — [1, ¢,] is defined

are interactions that provide an opportunity in varying the
amount of information exchange. We analyze the optimal
distribution of this risk and information exchange over the
star network topology.

Example: Consider an arms smuggling organization con-
sisting of five regional outposts and a central distributing
agency in the form of a star graph, see figure 1. The cen-
tral distributing agency is denoted by ‘C’ and the outposts
are indexed ‘K’ through ‘O’. If the situation is such that the
exposure probability of each vertex is equal, for instance
if the organization is located deep in a jungle and military
incursions are rare, and secrecy and information are con-
sidered homogeneous Lindelauf et al. (Lindelauf, Borm,
and Hamers 2008a) showed that the star structure is opti-
mal. However, now consider the same organization in a

to represent the amount of information exchange between
the respective vertices, with similar considerationg prin
addition of course;; > cx; with 45, kl € E implies that the
amount of information exchanged between individuals (ter-
ror cells, military units, human traffickers)andj is higher
than the amount of information exchanged between individ-
ualsk and! (similar considerations hold for the risk func-
tion). We denote the graph = (V, E) with risk weight-

ing functiont and information weighting functioa explic-

itly by g(¢, ¢). Note that ‘information exchange’ depends on
the context under consideration. For instance, in the context
of human trafficking an interaction represents humans being
smuggled: i.e., in that context a higher amount of informa-
tion exchange corresponds to more humans being trafficked.

The function representing the risk of an interaction and

transnational setting. Additionally assume that the exchange the function representing the amount of information ex-
of weapons between _the dist_ributing agency ar_1d its outposts change need not be equal in general. An interaction may
may vary. Thus looking at figure 1 (Right) twice as much be risky but not provide any possibility in increasing the

weapons are smuggled on link CM with regard to link CL.
Similarly, three times as much weapons are smuggled on
link CO with respect to link CL, etc. It can be argued that

amount of information to be exchanged. However, there
are types of interactions such that the more information is
exchanged the riskier the interaction becomes. It may be
argued that this is the case for human trafficking. The in-
teraction between entities in the trafficking network consists
of exchanging people. The more people that are exchanged
over a link in the network the ‘better’, preferably yielding

a higher information measure. However, the possibility of
link detection also becomes higher, hence the influence on
secrecy. In this situation it can be argued that ¢, or at
least that there is some positive linear relation between them.

We now define the information measufgy(t, ¢)). Intu-
itively the optimal graph in the sense of heterogeneous in-
formation exchange is the complete graph,,, (¢, ¢) with
maximum weight on all its edges. We defimsistance®n
the edges. The resistance of edgec F is defined to be

Figure 1: Homogeneous star (Left) and heterogeneous starthe reciprocal of the measure for information exchange, i.e.,

(Right).

1

Tij = G Denote a path between verteand; in graphg

by P;;(g). The ‘distance’ between vertéxand; is defined

the risk of shipping weapons between the agency and an out- as the shortesesistance-weighteplath between and;:

posts depends linearly on the amount of goods shipped. In

addition the more material that can be exchanged the better

the performance of the organization from the perspective of
the smugglers. Thus we could say that the numbers corre-
sponding to the links in figure 1 (Right) ‘represent’ the risk
and information exchange in this casus. It is these kind of
considerations that force us to extend the model.

In general, a graph is an ordered paifV, E), whereV/
represents the finite set of vertices and the set of eHgss
subset of the set of all unordered pairs of vertices. An edge
{4, j} connects the verticeisandj and is also denoted by
ij. The order of a graph is the number of verti¢tgs = n
and the size equals its number of edgls = m. We de-
fine a function to represent thiessk an interaction presents
byt: E — [1,dg]. Heredg is the maximum value a risky

47

lij (g(ta C)) = minpij (g(t,c)) Z Tkl
klePij(g(t,c))
The associated total distance ig'(g(t,c)) =

The information measure of

2ijevxy lij(g(t, ¢)).
graphy(t, c) is defined by,

%n(n -1
T(g(t,c))
The functione : E — [1,6;] that assigns the maximum
weight to all edges of graph = (V, E), i.e, ¢;; = I1
for all ij € FE, is denoted by. SinceT(g;,,,,(t,¢)) =

i jevy lij(Geomp(t,©) = n(n — 1)% the complete
graph with maximum weight w.r.t. information at all its

I(g(t,c)) 1)



edges attains the highest information measure, in accordance Now considet,,;, andt., such that,; <3

with intuition, i.e.,I(g(,,,,(t,¢)) = 1. In addition, graph
g(t, ) performs better in the sense of information than a
graphg(t, c), i.e.,I(g(t,c)) = I(g(t,c)).

The total risk individuali is engaged in is defined by
t; = Zjef‘i(g) ti;, where
Ti(g) = {j € V|ij € E}. The heterogeneous secrecy mea-
sure (Lindelauf, Borm, and Hamers 2008b) with risk func-

tiont and total weightV, = >°,c\ t; =23, ptij is
n?—2m—-—n+Win—-1)=>. . dit;
o)) = iev %iti.
S(g( ,C)) n(Wt—i-n)
(2)

The value ofi¥; can be interpreted as the total risk the or-
ganization is engaged in. Given a value b} the ques-
tion then becomes how to optimally distribute this total risk
among its edges.

In Lindelauf et al. (Lindelauf, Borm, and Hamers 2008a)
it was argued that a good criterion for optimality of a grgph
is the Nash bargaining value, i.e., the grgghat maximizes

W andi.q >
e W (the other case
—W andt’.q =

2mW Assume mW —tap < teq —
can be dealt with similarly). We Sét,, =

tca — (=W — tap). This mapping clearly has a unique
fixed point:(% , %ZV, ey W) It also readily follows that

N pig 1 1 1 1
F@) =10 = (5 + o)) T =w T o wer, - EasY
calculus yields(;- + 7-) > th + 7= zmlwﬂab and

hencef (t') < f({)O

Consider the example of arms trafficking again. It was
argued that in this case the information and risk weight-
ing functions can be considered equal. If such an organi-
zation adopts a star graph design, i.e., a central ‘distribut-
ing agency’ distributing weapons from one place to an-
other, they would perform best by distributing the number
of weapons (shipments) evenly across each link. See the fig-
ure below.

u(g) = S(g)I(g). For graphy(t, c) this value is given by
n—1 n?=2m—-n+Win—1)—%,. dit;
MO = 5t ) W+ '

We analyze the star graph with equal weighting functions

corresponding to secrecy and information interactions, i.e,

t = c¢. Thus we assume that the interaction is of such a

type that if the information exchange it presents increases
the risk increases accordingly. In case of arms smuggling

this relation seems a good first approximation.

In fact, in case of a star graph organizational design,with
the nature of interactions such that the risk and information
weighting functions are equal, it follows that optimally a
given total amount of information exchange (and hence risk)
should be distributed equally among the links:

Proposition 0.1 Letg = g7,

Thenargmaxte[lm]m:Wt:W{u(g(t, t)}= (n_l AT

Proof: Itreadily follows thaty ;. d;
addition it can be seen that

T(9)=2(n—1) Yer 5

_n 2_3n424+W(in— 1) - ;
u(g) = 261(W+n>ZMZE T Hence, given the constraint

thatZZEV 22136E iy = W' /’L(g(tv
if 31 1c 5 7 i minimized.

, such that

t)) is maximized

Denote the number of elements of ¢ € [1,6;]™ such
thatty, = (t) (clearlyk(t) < m)and letf(¢) =
Y iieE i o . Takef € [1,67]™ such thatk(t) < m. We will

construct &’ such thatf (t') < f(i) while k(t') > k(f).
Iterating this procedure yields the result.
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Figure 2: A star network with total risk of 18 (Left and
Right), optimally distributed (Right).
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