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Abstract 
During a counterinsurgency campaign, there are six main 
sociocultural factors affecting the host nation’s (HN) populace’s 
opinion of military operational effects.  These factors were used 
as multiple indicators of overall perceived levels of a group’s 
threat or fear (PLT) under a variety of scenarios and conditions.  
Belief Networks were used to model and compute a group’s PLT 
factor and its corresponding classification level of threat or fear.  
A statistical evaluation of the generated results shows that the 
computed PLTs do decline when a total show of US national 
power (use of all PMESII elements to create effective DIMEFIL 
effects) is exhibited. The construction and execution of the 
models are described and the implications are addressed. 

Introduction 
During wartime, the US presence in a host nation (HN) can 
trigger conflicts beyond those of battle.  Our presence can 
fuel local conflict and be misunderstood by the HN 
populace as our presence being part of a military 
conspiracy to disrupt their way of life.  Over the past few 
years, the US military has seen a need to address this 
difficult, sociocultural, operating environment by 
presenting a conflict strategy formulation and execution 
process.  This set of stratagems can be found in the Army 
Field Manual FM3-24/MCWP 3-33.5.  This manual sets 
the stage for moving away from a reactive, divisive 
approach, to one of local populace engagement manifested 
through multiple Diplomatic, Informational, Military, 
national Economic, personal Financial, Intelligence guided, 
and Law enforced effects (DIMEFIL effects first defined 
by the Strategic Studies Institute, which will now be 
discussed (Meyers, 2006). During a counterinsurgency 
campaign, the military has many resources at its fingertips; 
however, the show of force is practiced and usually first on 
the list of military objectives to obtain stability in the 
region. Using kinetic effects (the M in DIMEFIL) is only 
1/7 of the possible actions that could be taken to control 
the situation and gain stability.  The other six types of 
actions may indeed influence the HN populace’s opinion in 
favor of our military actions to secure and stabilize their 
nation.  The use of financial incentives, information 
operations, and local law enforcement can also have a 
positive effect on the campaign strategy. 
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 In a climate of violence, insecurity and lawlessness, one of 
the primary objectives is to interfere with the decision-
making process of an opponent, which reduces the risk of 
threat for a commander and his troops. This objective is 
often accomplished by the use of disinformation, 
camouflage, or some other stratagem (Lepsky, 2002). The 
opponent can be comprised of many or only a few people. 
They can be residents of the HN or from a neighboring 
country. Conversely, the opponent’s main goal is to 
interfere with the US military’s goals and gain support of 
their own efforts among the populace.  The operational 
effects caused by US actions can sometimes turn the 
populace’s opinion against the military.  Twenty-five 
centuries ago, the founder of the stratagem science, Xunzi 
warned, “Wrath can turn into happiness, anger can turn 
into humor, but a destroyed state will not re-appear, the 
dead will not resurrect” (Lepsky, 2002). Since 9/11, 
humanity has painfully become aware that the old 
paradigms of organizing the world order and relations 
among ethnic groups, cultures, organized religions, and 
other social structures have become archaic and can bring 
about local or even global catastrophes. The unexpected 
threat of global terrorism has caught us off guard and we 
are faced with new problems of devising new technologies 
that are based on the integration of the humanities, natural 
sciences, psychology, and mathematics. Around the same 
time as Xunzi, there was Sun Tzu who stated, "Those 
skilled in war subdue the enemy's army without battle. 
They capture his cities without assaulting them and over-
throw the state without protracted operations." Our paper 
proposes that modeling various groups’ beliefs, intentions, 
and goals and by using a principal enforcer, with overall 
power or influence, the Stratagem Associate - a collection 
of intelligent agents, a group’s perceived level of threat 
(PLT) can be computed.  This PLT statistic can assist the 
campaign commander in planning the military operational 
strategy, by enabling the military to effectively manipulate 
the operational environment so there are little to no 
negative effects on the populace, while maintaining the 
integrity of the overall military campaign’s collection of 
tactical strategies and plans.  The authors refer to this 
collection as a stratagemical behavior pattern. 

Sociocultural Awareness  
A sound campaign plan consists of three components of 
the operational environment, which includes civil 
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considerations, terrain, and weather analyses (US Army 
Field Manuel 3-24). The focus of this paper is under civil 
considerations – specifically the populace of the HN and 
understanding the impact of the military’s actions.  This 
impact can be manipulated by a selected stratagemical 
behavior pattern involving a sociocultural awareness 
within the operational environment.  During a 
counterinsurgency campaign, there are six main 
sociocultural factors affecting the HN’s populace’s opinion 
of military operational effects. 

Six Significant Sociocultural Factors 
According to the Army Field Manuel 3-24/MCWP 3-33.5, 
there are six main sociocultural factors affecting the 
populace’s opinion of operational effects as listed below: 

1. Society 
2. Social Structure 
3. Culture 
4. Language 
5. Power and Authority 
6. Interests 

Society. The operational environment contains a populace 
under the same political authority with a common culture, 
region, and sense of identity (FM 3-24).  This will be our 
working definition of a society.  While this definition is 
stretched in the time of war, people still try to cling to their 
land, religion, and home life. Within this society are many 
groups each with their own social structure.  
Social Structure. A society is determined by the subunits 
or groups that have people distributed within those groups 
based on the role they play and their relations with each 
other in fulfilling their group’s goals.  The arrangement 
and rearrangement of these groups within the operational 
environment defines the social structure (FM 3-24). This 
group dynamic is very important to understand in order to 
make counterinsurgency campaign efforts effective 
(Phillips, Geddes and Kanareykin, 2008).  The size and 
shape of the social structure evolves over time to handle 
bigger, more complicated problems and conflicts.  
Culture. In order to provide meaning to each individual 
within a society, as a whole and within each major group, 
there exists a set of ideas, norms, rituals, or codes of 
behavior that are shared (FM 3-24).  These things, 
together, make up a culture – coping mechanisms for the 
individual’s world and for each other.  These are learned 
behaviors that have patterns with meanings to others within 
the group.  Culture can be changed through social 
interactions between other group members, lessons 
learned, or outsiders. These interactions may appear as 
right or wrong, depending on your individual values. 
Therefore, culture influences member’s judgments and 
decision-making.  Insurgents know about and exploit 
components of a group’s cultural form by appealing to 
their deep-rooted beliefs, fears, and values for their own 
agenda. Ones culture forms ones attitudes regarding other 
group’s intentions including those with power and 
authority.  Attitudes in turn form a belief system that can 

filter information based on individual interpretation.  
Therefore, if one understands the belief system for a group, 
it is possible to shift perceptions and gain their support.  
Other cultural forms of communication include narratives, 
rituals, and symbols. 
Language. Any set of symbols that people use to 
communicate with is deemed a language.  The languages 
used have a tremendous impact on campaign operations.  
Training, translators, and learning aids for various 
languages help bridge the gap, but speaking the local 
language, with all of its nuances, is best. While verbal 
communication can be, not easily, analyzed and broken 
down into its meaning, non-verbal communication may be 
found to hold more information about populace opinion 
than spoken or written words.  
Advanced communication technologies are quickly 
becoming the norm of groups all over the globe which has 
certain repercussions because of the medium of 
communication (Hogg and Tindale, 2001). Nonverbal 
communication and paralanguage play an important role in 
the exchange of information through conventional 
mediums, particularly for people who know each other 
well. While a variety of text-based techniques can partly 
make up for lack of paralanguage ability (smiley faces, 
etc.) it is very common for certain nonverbal meanings to 
be lost in translation in certain computer-mediated 
communication. Additionally, Computer-mediated 
communication can lead to information suppression - a 
reduction in the amount of information that computer-
supported groups discuss and use in their decisions relative 
to face-to-face groups (Hogg and Tindale, 2001). While 
advanced communication technology has associated 
difficulties, some studies suggest that groups adapt to their 
communication medium quickly, so many of the observed 
effects in comparisons between face-to-face and computer-
mediated groups may disappear over time (Hogg and 
Tindale, 2001). These trends are important for a model to 
incorporate due to the potential for misperception and 
incomplete information sharing when groups are adapting 
to communication technology.    
Power and Authority. The role that each individual plays 
within the group signals the amount of power and authority 
that is held by the group.  According to the definitions in 
the army field manual (FM 3-24/MCWP 3-33.5), power is 
the ability to carry out one’s own will even when up 
against resistance from the group, or outside the group.  
Therefore, not only elected officials have power, but so do 
insurgents.  The army’s manual states four sources of 
power to be concerned with in a sociocultural environment: 

1. Coercive Force 
2. Social Capital 
3. Economic Resources 
4. Authority 

The first type of power is most convincing to group 
members.  The threat of harm or physical force can be used 
positively (protection of self) or negatively (intimidation). 
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The classification of groups such as militias, gangs, 
paramilitary units are examples of groups able and willing 
to use coercive force.  The use of social networks of 
reciprocity and exchange may also sway members to adopt 
different goals.  This social phenomenon is referred to as 
social capital. A person in a powerful position may offer to 
provide basic, needs and services in exchange for political 
support, and when accomplished in numbers, gather more 
power as the word spreads. Economic power uses 
economic incentives and disincentives for swaying public 
opinion.  Informal means of providing economic resources, 
because formal means may not be functioning at a time of 
war, may attract followers which in turn may amass 
considerable power.  Insurgents can use this informal 
means to provide income opportunities for those in need 
via criminal activities.  The last type of power is legitimate 
power – that of authority.  This is legitimate in terms of 
what is believed by those who must obey.  The three 
primary forms of authority were presented in the army 
manual (FM 3-24/MCWP 3-33.5), and are the following: 

1. Rational –Legal Authority  (laws and contracts) 
2. Charismatic Authority (allegiance via appeal) 
3. Traditional Authority (elected or inherited) 

It is important to note that tribes and religious 
organizations both rely heavily on historical, traditional 
authority. 
Interests. This is the final sociocultural factor to be 
discussed.  These are the core beliefs and values that 
motivate our behaviors. These core values (FM3-
24/MCWP 3-33.5) include: 

1. Physical security 
2. Basic needs and services 
3. Economic well-being, 
4. Political participation 
5. Social identity 

During periods of instability, the populace may not have all 
of their interests met and revert to participating in outside 
groups or obtaining other memberships to fulfill these 
human needs such as joining religious organizations or 
political parties. The promise of provisions may be enough 
to have the fence-sitters take one side over another.  If the 
populace’s opinion is that their needs are not being met, 
they may start to complain, and if totally ignored, resort to 
using objectionable actions to satisfy their needs.  These 
actions could include criminal activities, chaotic behaviors, 
grievances, intimidation, or violent coercion.  
Understanding of these vulnerabilities, capabilities, and 
interests, aids in evaluating threats that can disrupt 
operations. 

Factors Affecting the Campaign Plan 
The stratagemical behavior patterns are produced as the 
sociocultural factors are incorporated into the campaign 
plan. The social structure factor and dynamics of the group 
are very important in order to time the appropriate 
campaign actions. Modeling groups within populations, 

with the life of a group as divided into distinct stages, has 
specific characteristics which appear to be good indicators 
of when a group is most malleable or resistant to change in 
group norms, and therefore can (or cannot) be influenced 
by the stratagemical behavior pattern chosen. Two other 
factors affecting populace’s opinion of operational effects 
are the cultures and languages of the social groups 
involved.  Knowledge about these aspects will allow the 
model to perform intent interpretation of these groups. The 
power factor affects which goals are adopted and rejected 
by each group, based on who has the authority and means 
to make things happen.  This relates to the group’s interest 
(which may or may not be the same as that of the person of 
authority) in the fact that goals are adopted or refused 
based on one person’s (if they are influential) or the 
group’s will. Once the stratagemical behavior pattern has 
been chosen, campaign planning can begin. As reported 
data is collected about evolving situations regarding the 
groups involved, the pattern can be adapted to produce a 
dynamic campaign plan to achieve the military’s 
objectives. 

Effects-Based Campaign Planning (EBP) 
An overarching theme of effects based planning is that the 
sociocultural factors outlined should be considered when 
planning a military campaign in a host nation. There were 
primarily two principal forms of warfare being taught at 
military institutions - attrition and annihilation (Deptula, 
2001). However, since the Gulf War, the military has 
uncovered another control, through the application of 
parallel war. The stratagems of annihilation and attrition 
rely on sequential plans of destruction as the ultimate 
method of success and the measure of progress is usually 
measured in terms of forces applied.  
Using effects-based operations planning, the determinant 
of success is seen as effective control of the operational 
environment (including the local populace) that the enemy 
relies upon to exert its influence and agendas. Our actions 
within the operational environment can produce second 
and third order effects.  For example, using economic 
sanctions against a hostile nation typically results in the 
poor, farming class populace being affected – not the 
government controlling them. With the farmers unable to 
bring in their crops and not having any personal finances, 
the neighboring nations relying on the crops are in turn 
affected and blame the US government for their 
predicament. With these second and third order affects to 
consider, the economic sanctions alone would not suffice. 
In this sense, we want to offer campaign plan options that 
let us take control of the effects of such stratagemical 
behavior. Changing the way we think about the application 
of force may inspire our stratagemical behavior pattern of 
planning the use of force. Our current military combination 
of stealth and precision redefines the concept of using a 
large number of forces to gain control of the operational 
environment, and a use of force may not be required to 
achieve a devastating effect upon an opposing group of 
forces. The military used to require large numbers of 
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surface forces moved, positioned, and extensively prepared 
before dominant effects over an enemy were seen. It is no 
longer an absolute prerequisite to use force to impose 
control over the enemy. Our hypothesis is a parallel 
campaign plan, using a total show of US national power 
(all of the resources the military has), may be used to 
impose control with no (or limited) kinetic effects.  This 
stratagemical behavior pattern should reduce the perceived 
level of threat for all groups involved in the operational 
environment. 

The PMESII Elements and the Operational 
Environment 
In order to understand our models and their ultimate use, 
we need to describe all of the PMESII resources or 
elements involved in a military campaign, the DIMEFIL 
effects of the operations that fulfill the military objectives 
of the campaign, and the realized stability of the 
operational environment.  The six main resources that can 
be combined to affect a counterinsurgency campaign are 
seen in Figure 1. They are known as the PMESII Elements 
– Political, Military, Economic, Social, Information, and 
Infrastructure.  All of these elements can be manipulated  

Figure 1: The PMESII Elements of the Operational Environment. 
Source: Kem, 2007. 

by the US military in order to reach their campaign 
objectives without relying strictly on military resources 
(the M in PMESII). They are an interconnected graph of 
nodes (operational DIMEFIL actions to be taken) and links 
between the actions (plans and goals on how to perform the 
DIMEFIL actions). The entire graph would be an instance 
of a campaign plan at any given time under a certain set of 
circumstances. The key in using the PMESII elements is to 
not only evaluate each of the elements available in the 
operational environment independently, but also to 
determine the interaction between the nodes within each of 
the elements in the environment. This allows the 
identification of the key nodes, which are those nodes that 
are critical to the functioning of the campaign plan. The 
planned DIMEFIL actions are used in coordination with 

one another in order to reduce the second and third order 
effects.  These effects are very important to consider when 
executing a campaign plan. This use of various PMESII 
elements to control the perceived view of the operational 
environment is called stratagemical behavior – the use of 
stratagems.  By manipulating the PMESII elements, there 
is a possibility of adapting another group’s view of the 
state of the PMESII. An example is given in Figure 2 of a 
stratagem that calls for a show of military force (black 
node within the Military element) while performing a 
simultaneous, political action (additional black node within 
the Political element).  A simultaneous set of actions could 
involve a political action such as involving the local tribal 
leaders to sit down and talk with the Red Crescent on relief 
items needed in the devastated area, while the military 
action could be to have the US military stand watch in the 
area for snipers and bombers during the talks.  The effects of 
using the PMESII resources can be categorized into the DIMEFIL 
actions used.  As described earlier, DIMEFIL actions include the 
use of both kinetic and non-kinetic effects.  Except for the 
military actions, all others refer to those that cause non-kinetic 
effects to achieve the campaign mission’s goals and prevent the 
second and third order effects that were not intended. 

Figure 2:  The PMESII Elements showing how political actions 
can be the central theme of a stratagem. Source: Kem, 2007. 

Bayesian Approach to determining DIMEFIL 
Effects Using Belief Nets 

The sociocultural factors described previously were used 
as multiple indicators of overall perceived levels of a 
group’s threat or fear (PLT) under two different scenarios 
and conditions.   
Sociocultural Factors. The first factor, Society, defines 
the first indicator, Disenfranchisement, which we 
characterize as a lack of a feeling of social well-being 
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delineated as civilization, culture, humanity, social order, 
union, and association. The score given for this variable 
was between 1 and 3, where 3 was the strongest level of 
disenfranchisement felt. 
The second factor, Social Structure, defines the second 
indicator, Organizedness, which we define as the ability of 
the group being modeled to have the structure of people to 
fulfill the roles of the tasks and are the relationships in 
place to cause or feel threat. Another aspect of 
organizedness is the arrangement and rearrangement of 
groups within the operational environment. The score 
given for this variable was between 1 and 3, where 3 was 
the strongest level of organizedness. 
The third factor, Culture, was directly tied to the groups’ 
level of Motivation, the third indicator, which we 
characterize as the ideas, norms, rituals, and codes of 
behavior that would motivate a group to be or feel 
threatened. Expected behaviors, deep-rooted fears, beliefs, 
or values, and learned behaviors with observable patterns 
exhibited would be used to build evidence of motivation.  
Motivation was again scored as a variable between 1 and 3, 
where 3 was highly motivated to be or feel threatened. 
The fourth factor, Language, defined the Communication 
indicator variable, which we characterized as the presence, 
or not, of translators, training or learning aids, if lines of 2-
way communication were open, incomplete information 
sharing due to technology, and the presence of signs from 
non-verbal communications.  Again the variable was 
chosen between 1 and 3 with 3 the most amount of 
understanding about the situation within the operational 
environment. 
The fifth factor, Power and Authority, defined the 
Capability indicator, which by definition of power is the 
ability to carry out one’s own will against resistance.  Four 
main questions were asked to score this variable from 1 to 
3 with 3 being belief of a strong capability to carry out 
perceived threat.  The four questions were: 

1) How much coercive force does the adversary have? 
2) Is there a social network of reciprocity and 

exchange present? 
3) Are economic incentives being used? 
4) Do the followers believe they must obey? 

The sixth and final factor, Interests, is also the sixth 
indicator used in the model.  Interest, as used here, is a lack 
of physical security, basic needs and services, economic 
well-being, political participation, and social identity.  This 
variable was scored between 1 and 3 with 3 being the 
strongest lack of interests fulfilled. 
The final indicator was not directly related to sociocultural 
factors, but very relevant to the perceived threat level.  If 
there is a history of threats and/or violence then the overall 
perceived level of threat is heightened because of the past 
events.  This History variable was given a score between 1 
and 3 with 3 being a strong history of making and carrying 
out threats of violence. 

Modeling. Belief Nets were used to model and compute a 
group’s PLT factor and its corresponding classification 
level of threat or fear. For the seven indicators each with a 
value between 1 and 3, the scoring mechanism for the PLT 
factor was 10-13: low threat; 14-17: moderate threat; and 
18-21: high threat perceived. The software application used 
to perform the Bayesian belief networks was Netica 3.25 
(Norsys, 2008).  Figures 3, 4, 5, and 6 are screenshots of 
the application in practice. The Triangular Distribution was 
used for defining the prior probabilities.  The networks 
were modeled from the storylines provided using the 
definitions created from the sociocultural factors as the set 
of multiple indicators of perceived levels of threat.  New 
evidence was provided to the models in terms of DIMEFIL 
actions that were taken in attempts to reduce the perceived 
threat level. 

Condition 1: US Military’s Effects and the 
Computed PLT of a HN Populace 
This first modeling condition is a fact-based scenario from 
a New York Times story (Gordon, 2008). It was reported 
that the Iraqi government held a joint news conference 
with the American military to promote their plans to help 
Sadr City. This included investing $150 million to bolster 
the area’s infrastructure. “We’re not saying we’re going to 
disperse supplies today, but once it’s stabilized we will 
work on these projects," said Tahseen al-Sheikhly, the 
security plan spokesman. “Because of security, there will 
not be any projects for a while.” Local populace 
complained about the garbage in the streets and the broken 
water pipes. One man, who said he was afraid to give his 
name, said that the Iraqi government had done nothing to 
create jobs. The Fire Department is operating, but students 
complained that schools were closed. American officials 
admit that it might be simpler for the United States to pay 
for and organize the work on broken sewage pipes or 
downed power lines; however, it is American policy to 
shift such reconstruction responsibilities to the Iraqi 
authorities. “There is not much accountability going on 
right now on the G.O.I. side,” said Captain Carter, using an 
acronym for the government of Iraq.  
Several Sadr City residents who approached the Americans 
felt anxious about being observed talking with the soldiers. 
The Iraqis said they had contacted the local public works 
office and even the Ministry of Electricity, but they said 
they had no intention of venturing into Thawra until the 
area was safer. The residents argued that if the government 
was not up to the job, then it was the Americans’ duty to 
act, since they were at war with the militias. Sergeant 
Plitsas told the Iraqis that they should do their part to make 
the area safe for reconstruction by providing tips on militia 
activity, and passed their concerns up the chain (Gordon, 
2008). 
As they waited for the Iraqi government to act, the 
Americans had taken some steps: 
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• A new civil-military operations center, which was 
to be operated by Americans and Iraqis, was 
established to:  

o provide residents with a place to file 
damage claims against American forces, 

o check on the status of detainees, and  
o meet with Iraqi officials 

• Americans undertook a $400,000 program to 
distribute large trash bins and employ up to 200 
local Iraqis.  

Initial Conditions of PMESII Environment. In order to 
compute the perceived level of threat (PLT) felt by the 
Sadr City populace, several conditions need to be set for 
our model (See Figure 3). Taken from the scenario, the 1) 
disenfranchisement of Iraqi populace is quite high.  They 
see the US military as not performing or cooperating at this 
time, 2) degree of organization (structure and discipline)  
for US to assume a threat would be high, 3) motivation for 
the US to be a threat as perceived by the HN populace 
would be high, 4) communication about the US being a 
threat is moderate, , 5) the US capability to be a threat is 
perceived as quite high, 6) interest of US to be a threat is 
perceived as minimal, and lastly, 7) history of US to be a 
threat is moderate. Plausible a priori probabilities, 
consistent with the foregoing scenario are represented in 
the belief net depicted in Figure 3, with the inferred Threat 
Level displayed in the center.  These prior probabilities 
summarize all background knowledge, prior to taking into 
account any new DIMEFIL effects.  Note that although the 
probability of a moderate threat level is 96%, there is still a 
4.4% chance that the level is high.  Assigning integer 
values 1, 2, and 3 to the three threat level categories 
(certainly an ordinal scale, which we might calibrate to 
approximate a ratio scale), we see the expected value 
computed at 2.04 with a standard deviation of 0.21, which 
is a moderate threat level, within a standard deviation. 
Nevertheless, modeled on the probability of an occurrence 
of a threatening event/act was imminent (high) is found to 
be 4.4% (about 1 in 23). 
 

Figure 3: Initial Conditions for Sadr City Populace’s Perceived 
Level of Threat. 

Conditions of Environment given DIMEFIL Effects.  
Once we have modeled the scenario under the current 
conditions of the populace’s perceptions, we will take 
under consideration the DIMEFIL effects.  As stated in the 
story, there were three actions taken by the military of non-
kinetic type – explanation of their mission, a new center to 
give the populace a place for grievances to be considered, 
and economic/personal financial incentives.  This will 
change the sociocultural factors related to communication, 
disenfranchisement, and the perception of the US 
motivation. 
Adjustment was made to three nodes to capture the 
DIMEFIL effects: Motivation=med, Communication=low, 
Disenfranchisement=med (Figure 4).  This adjustment was  

Figure 4: Perceived Level of Threat (PLT) following DIMEFIL 
effects. 

performed by supposing that a reliable observer enters 
likelihood values for the observed or posited conditions, 
given values of low, medium, and high for the three nodes 
in question.  For our example, we entered a likelihood of 
0.8 for the selected value, and 0.1 for the other two, e.g., L 
(Motivation) = <0.1, 0.8, 0.1> for <low, med, hi>. 
Modeled on the probability of an occurrence of an 
imminent threatening event/act was found to be 0.48%, 
down from 4.4%, thereby reducing the threat perception an 
order of magnitude, from about 1 in 23 to 1 in 208. 

Condition 2: A Hostile Nation’s PLT of US and 
Other’s Relief Effects  
The Myanmar government has denied their populace the 
relief necessary to recover from the devastation caused by 
the cyclone that hit them unexpectedly 
http://www.marketwatch.com/news/story/Myanmar. 
The government’s beliefs that threat from aid/relief 
workers from multi-nations would result in further 
ruination of Russia’s unique culture caused the decision.  
Furthermore, that outsiders bringing in aid would enforce 
an alien way of life, which would threaten the Myanmar 
junta’s conception of national interests. Anti-government 
groups and human rights organizations, which have 
criticized the charter as contributing to military rule, have 
accused the government of neglecting cyclone victims to 
advance its political agenda. Thousands of its citizens are 
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struggling for basic shelter, food and health care.  
Myanmar's government has prioritized acceptance of the 
new constitution. The new constitution is purported as an 
effort to undermine respect for human rights and to 
entrench military rule as stated by Amnesty International. 
The junta has so far allowed in only material assistance, 
but not any large scale relief especially workers who have 
capabilities to cope with the disaster. Myanmar's enormous 
task of feeding and sheltering 1.5 million cyclone survivors 
suffered yet again when a boat filled with relief supplies 
sank on its way to the disaster zone. It was one of the first 
international shipments allowed.  The following 
summarizes the situation: 

• The death toll jumped to more than 28,000 
• Malign neglect by the isolated nation's military 

rulers was creating a humanitarian catastrophe 
• The junta has been sharply criticized for its 

handling of the disaster: 
o failing to provide adequate warnings 

about the pending storm and 
o  Responding slowly to offers of help. 

• International assistance has begun,  
• Foreign relief workers who have been allowed 

entry into Myanmar have been restricted to the 
largest city of Yangon.  

•  Handful have succeeded in getting past 
checkpoints into the worst-affected areas. 

• Huge concession by the junta, the United States 
finally got the go-ahead to send a C-130 cargo 
plane packed with supplies to Yangon. 

• Myanmar's military rulers are deeply suspicious of 
Washington,  

• Washington pointing to human rights abuses and 
Myanmar’s failure to hand over power to a 
democratically elected government. 

Initial Conditions of PMESII Environment. In order to 
compute the perceived level of threat (PLT) felt by the 
Myanmar Government, several conditions need to be set 
for our model (See Figure 5). Taken from the scenario, the  

Figure 5: Initial conditions for Myanmar’s government’s PLT.1) 
1) disenfranchisement of Myanmar populace is quite high, 
2) orderliness (in terms of organizational structure) for US 
to assume a threat would be high, 3) motivation for the US 
to be a threat as perceived by the HN government would be 

high.  They see the relief aid and the US military as 
interfering, 4) communication about the US being a threat 
would be high, 5) the US capability to be a threat is 
perceived as quite high 6) interest of US to be a threat is 
perceived as high, and lastly, 7) history of US to be a threat 
is high. This shows the categories of sociocultural factors 
that will be used to determine the modeled group’s 
perception of threat.  Modeled on the probability of an 
occurrence of a threatening event/act was imminent, the 
PLT was found to be 55%. 
Conditions of Environment given DIMEFIL Effects. 
Once we have modeled the scenario under the current 
conditions of the Myanmar government’s perceptions, we 
will take under consideration the DIMEFIL effects (Figure 
6).  As stated in the story, there were some actions allowed  

Figure 6: PLT given DIMEFIL effects are realized. 
by the Myanmar government in the form of relief.  Also, 
there are PMESII elements that can be manipulated to 
sway the government to let in additional aid.  Now the 
model can be used to test out different stratagems to sway 
the Myanmar government. This will change the 
sociocultural factors related to disenfranchisement, 
communication, and the perception of the US motivation. 
The effect is expected to reduce the perceived imminent 
threat level by about half, from 55% to 27%. 

Sensitivity Analysis of DIMEFIL Effects 
In addition to computing probability distribution of threat 
level values, the belief net can also calculate sensitivity of 
threat level to modifications of the seven DIMEFIL factors 
captured in the model. A sensitivity tabulation shows the 
extent to which computed perceived level of threats (PLTs) 
are affected when a full range of US national power (use of 
all PMESII elements to create effective DIMEFIL effects) 
is applied. 

Condition 1 
Sensitivity was tabulated in terms of variance reduction 
due to perturbations of the independent nodes in the belief 
net (Table 1).  Sensitivity is affected by both by network  
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B efore After
Node Var. Red. Node Var. Red.

Com 0.03787 His 0.02153
His 0.02921 Dis 0.02023
Int 0.02879 Com 0.01936
Mot 0.02168 Int 0.01688
Org 0.01779 Mot 0.01349
Dis 0.01567 Org 0.009934
Cap 0.01567 Cap 0.007757

topology and by current probability distributions, so the 
table exhibits sensitivity values for the scenario both prior  

Table 1:  Condition 1 Sensitivity Analysis. 

to and following PMESII operations.  Note that the order 
of factors according to sensitivity is not quite the same 
before and after. 
In the scenario, PMESII efforts were applied to factors of 
Communication, Motivation, and Disenfranchisement. But, 
from the table, it would appear that asserting influence on 
Interests and History would have had greater effect.  Of 
course, we must consider that some effects are costlier to 
undertake, or are less subject to arbitrary alteration. 

Condition 2 
In the second scenario (Table 2), PMESII efforts were 
again applied to influence Communication, Motivation,  

Table 2: Condition 2 Sensitivity Analysis. 

and Disenfranchisement factors.  We see that 
Communication was a good choice, and again History and 
Interests would have been preferable.  But History is 
difficult to adjust retroactively (and to attempt it requires 
Communication, Motivation, Capability, etc.). 

Embedding the Sociocultural Computational 
Cognitive Models into PreAct® Software 

Suite 
PreAct® Software Suite is an intelligent agent framework 
that raises development to information and activity 
modeling, planning, and interpreting. It is highly reactive - 
as reactive as a rule-based system, yet far easier to manage. 
There is optimization plugged in for point solutions, while 
knowledge bases predominate the processing: 

• Assess (interpret) information 
• Plan activities 
• Execute activities when authorized by the user 
• Manage displays 
• Understand user intentions 
• Monitor errors 

Agents with the above functions are termed associate 
systems. Our current sociocultural computational modeling 
approach creates a dynamic model of each group’s beliefs 
and intentions. PreAct will take these models and use a 
Stratagem Associate with designs for using the available 
PMESII elements to cause DIMEFIL effects that 
manipulate the military operating environment in a 
positive, effective way. These models have been made a 
part of the PreAct® cognitive engine and interact with the 
Stratagem Associate. PreAct®, which is a mature and 
flexible framework for creating cognitive models (Geddes, 
1994; Geddes, 1997), has several features that make it 
unique in assessing cognitive features (Figure 7).  

Figure 7:  The ASI Knowledge Pyramid. 
One feature is the use of the Concept Graph (CNGraph) 
structure to represent the dynamic state of the surrounding 
political, economic, social and information infrastructure.  
Concept Graphs provide a means for distinguishing 
between the population’s beliefs about the state of the 
environment and its true state.  Another important element 
of concept graphs is their ability to represent uncertain or 
evidential relationships between dynamic concepts.  
Concepts are dynamically updated as a result of 

Before After
Node Var. Red. Node Var. Red.

Int 0.004788 Int 0.000138
Com 0.002287 Com 0.000138
His 0.001838 Cap 6.35E‐05
Mot 0.000863 His 5.44E‐05
Org 0.000798 Mot 4.54E‐05
Dis 0.000386 Org 4.50E‐05
Cap 0.000299 Dis 4.00E‐05
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observations in the form of incoming data about the 
perceived state of some aspect of the environment (see 
Geddes, 2008, for an example for a nation-state that deals 
with its transportation systems). The links between the 
concepts contain instructions for computing higher level 
aggregations and abstractions contained in each “parent” 
concept from the data contained within each “child” 
concept.  Uncertainty calculations are also contained in the 
links, allowing different sources of information to receive 
more or less influence in shaping the belief value of the 
concepts.  
Another feature is the reformulation of a goal tree into a 
Plan-Goal Graph (PGGraph).  This structure allows a 
principled separation between the desired or intended 
future state of the environment (goal) from the means that 
the goal might be attained (plan).  This is used for plan 
generation and plan recognition in dynamic, uncertain 
environments.  A collection of goals and possible plans for 
achieving the goals makes up a course of action for a 
group. The Plan-Goal Graph is defined to represent the 
alternative ways that goals can be achieved, so each plan 
child of a goal is a possible means to achieve the parent 
goal.  These lower level Plan nodes would also be de-
composed into sub goals.  The decomposition in this 
manner continues until the level of basic interactions is 
reached.  The Plan-Goal Graph provides for the intentions 
of many types of groups within the model.  
To provide dynamic behavior to the model, both concepts 
and plans-goals have dynamic life cycle states.  The states 
of concepts represent the prominence of a concept, and 
allow concepts that are no longer supported by evidence to 
become forgotten.  The life cycle states of plans and goals 
allow representation of the commitment status of the goal 
or plan.  For example, a plan instance describing a possible 
behavior may be under consideration by a group 
(candidate) but has not yet been fully defined (specialized), 
and not yet proposed to the group.  Once proposed, the 
plan may become accepted by the group, but not yet ready 
to start.  The allowed life cycle states of a plan continue 
through execution, completion and termination.  
The feasibility and desirability of any particular course of 
action (Plan-Goal Graphs) will depend on what the group 
believes about the environment and what stage of 
development the group is in (Concept Graph).  To 
implement the dynamic connection between the state of the 
environment and the possible courses of action, the model 
framework provides a concept monitoring mechanism.  For 
example, a group may consider ways to fund their goals 
(goal to find funding).  There may be multiple ways to 
obtain funding (different plans for achieving goal).  If the 
plan to find funding by robbing a store is accepted, 
monitors for the most likely locations, time, or people 
involved will be posted to the Concept Graph. If the 
conditional statement in a monitor is found to be true, the 
detected event may be used to transition a plan or goal to a 
different life cycle state.  In this way, plans and goals that 

are no longer feasible or desirable can be discarded and 
replaced with more desirable ones as the state of the beliefs 
change over time and in different stages of the group 
development. 
These underlying features of the PreAct® suite allow the 
development of group-centered models of populations.  
Each group is represented by a set of Concept Graph 
instances, Plan-Goal Graph instances, and monitor 
instances.  Our current estimates of the size of the Plan 
Goal Graph needed to model a modern nation-state with 
sufficient fidelity to meet the needs of tactical commanders 
planning an extended campaign is between 300 and 500 
nodes.  It is important to recognize that this estimate is a 
measure of the effort to build the model.  During execution 
of the model, many dynamic instances must be created and 
managed in the range of 5000 to 10,000 nodes.  
The model is executed by providing a stream of 
observations from the belief networks as its input.  The 
observations are interpreted within the Concept Graphs of 
each group.  Since each group has its own belief structure, 
the same observation may be interpreted differently by 
each group.  As the concept instances are updated, the 
model of each group evaluates its concept monitor’s 
activation pattern and determines if it needs to change the 
life cycles states of the instances of any of its plans and 
goals.  As group plans become active, they are performed 
by the model, resulting in actions by the group that in turn 
are fed back into the model as observation to the other 
groups.  In this way, group actions that change the 
underlying environment or change group relationships can 
affect the beliefs and intentions of other groups, and hence, 
their underlying belief networks.  This change should be 
seen as actions are aligned with stages of development for 
the group. An important aspect of the model processing is 
the association of a temporal sequence of observed actions 
per-formed by multiple groups with the correct plan 
instances for each of the groups.  Because observed actions 
do not always occur in strongly ordered sequences, this 
association is performed by a non-monotonic abductive 
reasoner described more completely in Geddes (1989). 

Implications and Conclusions 
In this paper, we have shown a simple but generally 
plausible belief network that models the Bayesian 
relationships between manipulable, independent variables 
representing DIMEFIL/PMESII factors and their effects on 
a group’s perceived level of threat.  Such a network can 
supply not only specific values or probability distributions, 
but can also assist decision makers with sensitivity analysis 
that provides advice on which factors are likely to yield the 
greatest effect in a given context.  By simulating hundreds 
of alternative combinations of PMESII elements, several 
plausible stratagemical behavior patterns can be chosen to 
assist the commander in the campaign planning. 
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Combining belief network reasoning with planning and 
conceptual or symbolic knowledge, such as provided by 
PreAct and the Stratagem Associate, can produce 
synergistic payoff in assisting military planners to 
coordinate and project a wide range of disparate elements 
for achieving effects-based operations in complex 
campaigns. 
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