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Abstract

In this work we propose a generalisation of the no-
tion of association rule in the context of flat trans-
actions to that of a composite association rule in
the context of a structured directed graph, such
as the world-wide-web. The techniques proposed
aim at finding patterns in Che user behaviour when
traversing such a hypertext system. We redefine
the concepts of confidence and support for com-
posite association rules, and two algorithms to
mine such rules are proposed. Extensive exper-
iments with random data were conducted and the
results show that, in spite of the worst-case com-
plexity analysis which indicates exponential be-
haviour, in practice the algorithms’ complexity,
measured in the number of iterations performed,
is linear in the number of nodes traversed.

Introduction

Data Mining and Knowledge Discovery is an active re-
search field whose purpose is the study of tools to cope
with the explosive growth in the amount of data being
stored. Several data mining techniques have been be-
ing studied and among them is the problem of mining
association rules in large datasets of flat transactions.
The problem was introduced in (Agrawal, Imielinski,
Swami 1993), and has been being intensively studied
since then, see for example (Agrawal et al. 1996). The
standard example aims to find in a large dataset of su-
permarket sales transactions rules such as "90% of the
customers that purchase milk also buy bread".

The explosive growth and widespread use of the
World-Wide-Web (WWW) suggests the potential 
adapting the concept of association rule to the context
of internet commerce, such as online bookstores. The
success of such web-sites relies heavily on the quality
of the service provided, especially since on the WWW
it takes just a mouse-click for a client to move to a
competitor site. Therefore, a method to analyse the
user patterns of behaviour when browsing online ser-
vices can be very useful by helping the service provider
to understand the users’ preferences and to improve
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the design of the underlying hypertext system accord-
ingly. This idea was first suggested in (Chen, Park, 
Yu 1996) wherein a method is proposed to mine access
patterns in a web-like environment. The user naviga-
tion information is obtained from server log data that
is converted into a set of maximal forward references
and two algorithms are devised to mine the large refer-
once sequences. The difference between large reference
sequences and large itemsets is that the former consists
of consecutive references in a maximal forward refer-
ence, and the latest is just an arbitrary combination of
items in a transaction.

We propose the generalisation of the concept of asso-
ciation rule rather than pre-processing the server data
into a form which is then amenable to analysis by the
standard association rule algorithms as in (Chen, Park,
8~ Yu 1996). The semantics of the user’s navigation are
maintained thus alleviating the danger for over evalu-
ating references when the input is converted to stan-
dard association rule form. We formalise the notion of
composite association rule, confidence and support in
the context of a directed graph such as the WWW, or
more generally a hypertext system (Nielsen 1990). Two
algorithms are proposed: one is a modification of the
directed graph Depth-First-Search algorithm, and the
other uses an incremental approach to build the set of
composite rules of size n + 1 from the set of compos-
ite rules of size n. Extensive experiments with random
data were carried out and the results show that in spite
of the complexity analysis which indicates exponential
behaviour, in practice the algorithms’ complexity, mea-
sured in the number of iterations performed, is linear
in the number of nodes traversed. However, the perfor-
mance of the algorithms in terms of CPU time is still
exponential in the number of nodes traversed, since for
larger graphs the algorithms have to deal with more
complex data structures.

The rest of the paper is organised as follows. Sec-
tion 2 provides a description of the problem, and the
formal model of the problem is presented in Section 3.
Section 4 then presents two algorithms for mining user
patterns. Section 5 presents the experiments results,
and related work is discussed in Section 6. Finally, Sec-
tion 7 presents our concluding remarks.
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Problem Description
Log files contain information that characterises user ac-
cesses to the server, including the user identification
(or their IP address), the URL of the requested page
and the date and time of access. With this information
we can reconstruct user navigation sessions and build a
weighted directed graph that summarises it. The graph
describes the user’s view of the hypertext system and
delineates the domain for mining user patterns. Each
node in the graph corresponds to a visited page and
eacll arc to a traversed link. We begin with all graph
links having a zero weight, and when scanning the user
sessions, for each evaluated link, we increment by one
the corresponding arc’s weight. The result is a graph
where the weight of an arc corresponds to the number
of times its corresponding link was traversed. Since the
model represents a summary of a collection of sessions
we lose the concept of an individual session. Therefore,
the resulting weighted graph is intended to represent
the navigation information of a single user or a group
of users with similar interests, and the aim is to mine
trails of the user’s knowledge of the system as opposed
to mining trails of the user’s individual sessions. Note
that the model can be modified so that the weight of a
link is dependent on the history of the sessions by hav-
ing a node correspond to a sequence of visited pages
instead of an individual page.

We must keep in mind, however, that log files do not
always reflect the exact user behaviour due to the use of
various levels of cache and the difficulty in identifying
individual users.

Definition 1 A hypertext system is a database of
pages connected by oriented links that provide a non-
sequential method to access information.

We are assuming that our hypertext system only con-
tains elementary pages, where an elementarg page is a
page that encompasses a single concept or idea, such
that we cannot decompose its content without loss of
meaning. We also assume that: (i) every link which
refers to a page refers to the page as a whole and not to
a subset of its content; (ii) the hypertext system does
not contain loops, i.e., links in which the source page
coincides with the target page; (iii) there is at most one
link between any source and target page.

Figure 1: A weighted directed graph.

Formal Model
We have a directed graph G = (N, E) that consists 
a set of nodes, N and a set of arcs, E. A node, A E N,

is the entity that corresponds to a page. An arc is a
pair (A, B) E E, and is the entity that corresponds to 
link; for simplicity we assume there is at most one link
between any two pages. Given a link (A, B) we call 
the source and B the target node. We do not assume
that the graph is connected. In addition the graph is
weighted and the weight of an arc expresses the number
of times the user traversed the corresponding link.

The basic interaction a user can have with a hyper-
text system is to choose a link among all those available
in a page. To capture the user’s preferences among the
available links in a page we introduce the concept of
a single association rule, which is a statement such as
"when a user reaches node A lie will next choose link
A --+ B with a certain probability". The probability of
the link being chosen is defined as the confidence of the
rule (see Definition 3).

Definition 2 A single association rule is an expres-
sion such as (A --+ B), where A, B e N and (A, B) E 
meaning that when the user reaches node A he will next
choose the link (A, B), with certain confidence.

A single association rule r = (A --+ B) holds with
confidence Cr, where dr is the proportion of traversals
with A as a source node that had B as the target node.

Definition 3 ](A,/3)1 represents the number of times
link (A, B) was traversed and ~{zl(a,x)EE} [(A, z)l the
number of times the user traversed all the links that
have A as their source node. A single association rule
r = (A --+ B) holds with confidence C~, where C~ is:

C,. = I(A’B)I
E I(a, )l

{zI(A,~:)EE}
TO detect the relevant rules we define the concept of

support, since a rule that holds with full confidence is
interesting only if the corresponding link was traversed
a significant number of times, relative to the average.

Definition 4 A single association rule r = (A -+ B)
holds with support S~, where S~ is defined as the num-
ber of times the link (A, B) was traversed over the av-
erage of times all the links in the graph were traversed:

I(A,B)I

{t[(xi,Xi+l)EE}

IEI
where IEI is the number of arcs in E.

This definition leads to values of support distributed
around the value l, meaning that rules with support
greater than 1 consist of links traversed more than
the average. Given the probability distribution of the
weights we can test the probability of having a certain
level of support.

In the example of Figure 1 we have C(C--+E) = --
430.33 and S(c-+E) = 2/(7-g) = 0.70.

We will now extend the preceding concepts to the
general case of rules with any number of links. The
concept of trail plays an important role in our search
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for patterns on the user behaviour; following is the def-
inition of trail according to (Buckley 8z Harary 1990).

Definition 5 A trail (vl,el,v2, e2,...,en-l,Vn) is an
alternative sequence of nodes and arcs such that vi E
N, 1 < i< n and every ei = (vi-l,vi) E E, 2 < i < 
are distinct.

Observation 1 Since we are assuming that the graph
does not contain any two links with the same source
and target node a trail can be characterised solely by its
node set. From now on a trail (Vl, el, Y2, e2,- ¯ -, en-1, Vn)

will be referred to as (vl, vz..., v,,).

We now generalise the concept of a rule to composite
association rule, which is a statement such as "when a
user browses the hypertext system he will traverse the
trail A1, A2,. ¯., A, with a certain probability".

Definition 6 A composite association rule is an ex-
pression of the form [(A1 --~ A2) A...A (Aa-1 -+ An)]
where A1,A2,...,An-I,A, E N and {(Ai,Ai+l)li 
1,..., n - 1} C E, meaning that when a user traverses
the hypertext system there is a certain confidence that
he will follow the trail (A1, A2,..., An-l, A,,).

Definition 7 For a composite association rule r =
[(A1 -~A2) A...A (An-1 -~ An)] confidence Cr is defined
as the product of the confidences of all the correspond-
ing single rules: n- 1

Cr : H C(Ai-~Ai’t’l)

i--1

Definition 8 A composite association rule r = [(A1--+
A2)A...A(A,-1--~ At,)] holds with support St, where
Sr represents the average of times the links of the rule
were traversed over the average of times all the links of
the graph were traversed.

n-i
I(Ai,A,+,)I

rl-1
8~ = ~ I(=,,*~+,)1

il{(=i,=i+~ })~E

IEI

Observation 2 As can be verified when a composite
association rule has only one link (it is a single associ-
ation rule) Definition 4 is a special case of Definition 8.

5 4In example of Figure 1 C(B~C-.D) = 5--~X 2-’~ = 0.55
{5T4~/[43~and S(B-~C-~D) = ~ 2 J/~J ---- 1.57.

Definition 9 The monotonic support, Sin, of a com-
posite association rule is defined as the minimum value
of support among all the single rules that constitute the
composite rule.

Definition 9 has the advantage of potentially improv-
ing the algorithms performance, since for the same sup-
port threshold, rules tend to be shorter with this defini-
tion. On the other hand, Definition 8 has the advantage
of capturing rules that are globally good but have some
of its links with support bellow the threshold.

In the example of Figure 1 trail H --~ A ~ B --~ C--~ D
has S, = 1.13 and Sm = 0.35. Therefore, if we have

support threshold S = 1 the trail is a rule only with
the non-monotonic definition. Note that the definition
of confidence is itself monotonic.

We now define some useful concepts which clarify the
description of our techniques. Our approach aims at
finding all the trails in the graph with support and con-
fidence above specified thresholds, C and S respectively.
An initial trail is expanded with neighbour links until
the values of its characteristics drop to values bellow
the respective thresholds.

Definition 10 Given a trail t = (vl,..., vn), neigh-
bout link is a link that when appended to the trail t the
resulting trail t~ complies with Definition 5.

Note that a trail can have cycles but every arc in the
trail is distinct. Definition 10 can be specialised to two
types of neighbour links as follows.

Definition 11 Given a trail t = (Vl,...,vn), back-
ward neighbour is a link (x, "01) , where x E N, x ¢ v,~ and
(x, vl) E E, with (x, vl) ~t; forward neighbour isa l ink
(vn, y), where yE N and (vn, y) E E, with (vn, y) ~t.

Algorithms for Mining Composite

Association Rules

We now present two algorithms to mine composite asso-
ciation rules that implement the non-monotonic defini-
tion of support, however the extension to the monotonic
definition is straightforward. Note that when using its
non-monotonic definition, support can not be used as a
pruning criterion. The intermediate output of the algo-
rithms is the set of all trails with confidence above the
threshold, i.e., the candidate rules (CR), wherein those
which have support above the threshold are the rules.

We now explain the notation used in the algorithm
description. Given a trail x, forw_neigh(x) refers to its
next non-visited forward neighbour and last_link(x) to
the last link in x. Given a trail z and a link e, x + e
denotes the concatenation of x and e. Finally x[i] refers
to the i th link of trail x.

A Modified Depth-First Search Algorithm

This algorithm is a special case of a directed graph DFS.
From each link in the graph a depth first search tree is
built in which each branch corresponds to a candidate
rule. Each DFS tree identifies all the candidate rules
that have the root link of the tree as their first link. The
exploration of a branch ends when it finds a node such
that all its links have already been marked as visited, or
when the confidence of the corresponding trail drops to
a value bellow the threshold C. In addition each branch
exploration has is own independent list of visited links,
since it corresponds to a new trail.

Algorithm 1.1 (Modified_OFS(G,C))
1. begin
2. for each{eEE:C¢>_C}
3. Explore(e, C~);
4. end for
5.end.
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Algorithm 1.2 (Explore(trail, C,r~,))
1. begin
2. CR := CR U trail;
3. for each (fn := forw_neigh(trail))
4. if (C]n X Ctrail ~ C) then
5. Explore(trail + fn,Ct~a);
6. end for
7. end.

An Incremental Step Algorithm
This algorithm takes advantage of the principle that ev-
ery subtrail contained in a trail with confidence above
the threshold has itself the confidence above the thresh-
old. This means that a rule with n links can be obtained
by combining the rules with n- 1 links. The algorithm
starts with the set of trails with n = 1 links, CR1, that
have confidence above the threshold C, and recursively
builds tile set of trails with n + 1 links, 6~+1, from
the set of trails with n links, CRn.
Algorithm 2 (Incremental_Step(G, C))
1. begin
2. for each e E E
3. if Ce > C then
4. G’Rt := CRt O e;
5. end for
6. i=1;
7. repeat
8. for each r E CRi
9. for each {xeCRi: x:flrA (x[j]=r[j+l]: 1 <:j<i)}
10. if C,. x C.~.t_.,,k(=) >_ then
11. CRi+I := CRi+I u (t + lastJink(x));
12. end for
13. end for
14. i=i+1;
IS. until (67~i+~ = O)
16. end.

Experiments
To assess the performance of the algorithms we con-
ducted extensive experiments with random data. The
generation of random data consisted in two steps: the
characterisation of the hypertext system graph (num-
ber of nodes, N and the average number of links per
node, i.e., graph density or GD); and the characterisa-
tion of the user interaction with it (weight of each are).
To generate the arcs weight we considered two prob-
ability distributions that are known to characterise a
great variety of problems, the Uniform distribution and
Poisson distribution. Several tests were performed for
different values of the parameters that characterise the
probability distributions and the graph.

With the DFS algorithm an iteration corresponds to
the process of checking if a forward neighbour of a trail
can be augmented to the current trail. With the Incre-
mental_Step algorithm an iteration corresponds to the
evaluation of two trails in the CA set to check if they
can form a trail for the CR~+l set.

Performance Analysis

The experiments show that the chosen probability dis-
tribution and respective parameters do not have signif-
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icant influence on the performance of the algorithms.
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Figure 2: Number of iterations for varying confidence.

Figure 2 represents the number of iterations of the
algorithms for a graph with 1000 nodes and two differ-
ent values for the graph density. We can see how the
performance is significantly affected by the confidence
threshold, especially for values below 0.4, due to a much
larger number of rules and to a larger average size of
the rules. The CPU execution time follows a similar
trend, c,~r.-o ~.o~ ~
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Figure 3: Number of iterations for varying graph size.

Figure 3 shows that despite of the exponential worst
case time complexity of the algorithms, in practice both
algorithms complexity, measured in the number of it-
erations performed, is linear in the number of nodes.
We can also see that the monotonic support defini-
tion, (MS), leads to a lower number of iterations than
the non-monotonic definition,(NMS), with both algo-
rith ms. c~,=,,~. ~.~.=,o~,~r~.
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Figure 4: CPU time for varying graph size.

In Figure 4 we see that there is not a direct corre-
spondence between the number of iterations and CPU
time, since the same iteration takes longer for larger
graphs due to the fact that it has to manipulate more



complex data structures. In addition we can also say
that for a fixed number of nodes when the graph density
increases the performance (in terms of CPU time) im-
proves although the number of iterations also increases.
This fact can be explained since the higher the graph
density the more rules we have, but these have shorter
length, and iterations that deal with small rules are
significantly faster. In Figure 5 we see how the size of
the largest rule increases when the confidence thresh-
old decreases and how the graph density and monotonic
support definition affect the rules size.
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Figure 5: Maximum size of the rules for varying confidence.

Related Work
Techniques for mining association rules between items
in large data sets have been an active topic of research
since (Agrawal, Imielinski, 8, Swami 1993). In (Chen,
Park, & Yu 1996) the idea of applying these techniques
to the problem of mining user access patterns in a web
environment was introduced. In their approach log data
is converted into a set of maximal forward references,
and two algorithms are proposed to find in this set the
frequent traversal patterns. In our opinion this innova-
tive approach has two drawbacks. The first is the way
backward references are discarded because in general,
log data does not provide enough information to iden-
tify them unambiguously. The second is the procedure
used to build the maximal forward references in which
links closer to the root in the resulting traversal tree
tend to be over-evaluated. For example, a link from
the root to one of its child nodes will appear in all for-
ward references passing through that child, enlarging its
support, while this link may have only been traversed
once.

The work by "fan et al. in (Yan et al. 1996) proposes
a clustering technique to automatically classify visitors
of a web site according to their access patterns, and a
method for dynamic link suggestion based on the ob-
tained categories. In (Shahabi et al. 1997) the authors
propose a profiler to keep record of the user navigation
session and in (Zarkesh et al. 1997) an algorithm that
clusters into classes the users that navigate with similar
interests and checks the probability of a new user will
become a member of each class.

Our work is also related with another emerging re-
search field, that is the study of techniques to cre-
ate adaptive web sites (Perkowitz & Etzioni 1997), i.e.

sites which automatically improve their presentation by
learning from user access patterns.

Concluding Remarks
We have proposed a generalisation of the association
rule concept to the context of a hypertext system, such
as the WWW, aiming at capturing user patterns when
accessing on-line services, such as an electronic book-
store. We have formalised the concept of composite
association rule, and redefined support and confidence
in this context. Two algorithms to mine composite as-
sociation rules are proposed and the results of experi-
ments with random data revealed that in practice the
algorithms complexity, measured in the number of iter-
ations performed, is linear in the number of nodes of the
hypertext system. The explosive growth of the WWW
suggests the potential of these concepts.

As future work, we plan to conduct simulations with
real data and to develop a more general model to cap-
ture access patterns between different groups of users,
not necessarily with the same goal in hand.
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