
Integrated Systems Health Management (ISHM) pro-
vides the ability to maintain system health and per-
formance over the life of safety-critical systems. This 
paper discusses a model-based approach to diagnosis 
and prognosis of safety-critical systems that combines 
fault detection, isolation and identification, fault-
adaptive control, and prognosis into a common 
framework. At the core of this framework are a set of 
component oriented physical system models. By in-
corporating physics of failure models into component 
models the dynamic behavior of a failing or degrading 
system can be derived by simulation. Current state in-
formation predicts future behavior and performance of 
the system to guide decision making on system opera-
tion and maintenance. 
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Fig. 1: Computational Architecture of an 
ISHM system. 
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 Fig. 2(a): Secondary sodium cooling loop schematic;                            2(b): Bond Graph Model of Cooling Loop  
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Fig. 4: System-level model of Pump System using a Bond 
Graph Approach 

Fig. 3(b): Operation of Centrifugal Pump Fig. 3(a): Centrifugal Pump System – Main mo-
tor drive + Pump. 
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Fig. 6: Schematic plot of area loss function 
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Model-based methods for fault detection, isolation, and 
degradation use analytical redundancy methods. Discre-
pancies between observed and predicted measurement val-
ues are mapped back to constraints defined by the system 
model to isolate faults and degradations.    

 
Our FDII approach is innovative in that it combines effi-
cient qualitative methods with quantitative parameter esti-
mation techniques for on-line diagnostic analysis [3]. The 
core fault isolation scheme is designed for isolation of ab-
rupt parameter value changes [15], but we have also ex-
tended this approach for analysis of incipient faults using 
Dynamic Bayes Nets.  

The subsystem and system FDII analysis uses a numeric 
observer scheme implemented as an Extended Kalman fil-
ter [3] to track nominal system behavior, and statistical me-
thods for fault detection that are robust to measurement 
noise and small modeling errors [11]. Fault detection trig-
gers a symbol generator, which codes measurement devia-
tions as symbolic deviations in signal magnitude (+ → 
above normal, and  → below normal) and slope (+ → in-
creasing, 0 → flat, and  → decreasing). The observed 
deviations are compared against symbolic fault signatures 
derived from the TCG to hypothesize parameter value 
changes that are consistent with the measurements. As ad-
ditional measurements deviate, the isolation algorithm 
prunes the fault candidates to a small number of possibili-
ties [14] [15].  Fault identification uses search methods to 
perform quantitative parameter estimation on the reduced 
candidate set using least square error techniques [3].  

In our modeling framework, faults and degradations are 
expressed as changes in component parameter values. For 
example, a degradation in the pump performance could be 
linked to parameters like the transformer coefficient, n,  ro-
tor cross sectional area, a (chipping of the rotor vanes) or 
friction parameter, R1. Faults and degradations are charac-
terized by a parameter name and a direction of change. A 
decrease in pump efficiency is represented as n–,an in-
crease in the friction is captured as R1

+, and decrease in ro-
tor vane cross sectional area is modeled as a–. For pipe 2, 
R2

+ implies a partial block whereas R2
– implies a leak in 

the pipe. 
Simulation studies conducted on the system demonstrat-

ed the effectiveness of the FDI approach. The seven meas-
ured variables in the secondary sodium loop system are f2 

and  f7 – the inflow rate and outflow rates at the pump, e33 – 
fluid pressure at the pump, e14, e19, and e22 – the fluid pres-
sures at the super heater, evaporator and overflow tank, re-
spectively. The measurement sampling rate was chosen as 
1 sec., and faults were introduced in the system by chang-
ing the parameter values (in most cases the parameter val-
ue was doubled or made half) at a specific time point. 
Measurement noise was set at 2%. The fault isolation re-
sults for a representative set of faults are summarized in 

Fig. 7: Temporal Causal Graph of Secondary Sodium Cooling Loop 
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Table 1. In some cases the qualitative FDI algorithm could 
not generate a unique fault candidate, but the actual single 
fault was always included as part of the diagnosis result. 
The last column presents the average time to diagnosis 
over five runs. The time to isolation varies from experi-
ment to experiment because of the noise in the measured 
signals. As the signal to noise ratio decreases the time to 
detection and isolation also increase [13]. 

Table 1: Fault Isolation results assuming 2% noise in the 
measured signal 

Number Fault 
Diagnosis 

Result 

Time to 
Isolation 
(seconds) 

1 R1
+ (n, R1

+) 58 
2 R2

+ R2
+ 27 

3 R2
– R2

– 46 
4 R3

+ R3
+ 125 

5 R3
– R3

– 699 
6 R4

+ (R4
+, R5

+) 378 
7 R4

– (R4
–, R5

–) 43 
8 CSH

– CSH
– 16 

9 CEV
– CEV

– 45 
10 COFC

– COFC
– 9 

11 m2
– m2

– 5 
12 IIHX

– IIHX
– 11 

 
Following isolation at the system level, the diagnosis 

scheme invokes the more detailed component-level algo-
rithm to establish the root cause for the identified faulty 
component parameter. For example, initial system level 
fault isolation may point to a change in pump parameter, a, 
the rotor cross sectional area. Further analysis of the pump 
behavior using the relevant pressure and flow measure-
ments may yield pitting growth in the rotor veins attributed 
to corrosion damage as the root cause for decrease in pump 
efficiency. Having established the material and structural 
causes for the discrepancy or fault to the subsystem para-
meter change, in this case the curvature of the rotor vein, a, 
we derive the temporal profile for the parameter value 
change. This forms the basis for running simulation-based 
prognosis algorithms that predict future system behavior 
and performance.  

  
Our model-based prognosis scheme implements three in-
terconnected modules: (i) a POF-based simulator for pre-
dicting future system behavior, (ii) mechanism to compute 
performance measures that are relevant to determining sys-
tem health and safety, and (iii) a decision scheme embed-
ded in the supervisory controller that uses the performance 
measures to make decisions on reconfiguration and contin-
ued operation versus scheduling downtime and mainten-
ance. 

imulation models for prog-
nosis capture the temporal profiles (i.e., the rate of change 
of parameter values) of faults and degradations, and use 
this information to generate accurate predictions of future 
system behavior from the current state taking into account 
different operating modes of the system. The prognosis 

computations include multiple sources of uncertainty in the 
models, in the system measurements, and in the modes of 
system operation. The prognosis scheme combines adap-
tive top-down and bottom-up procedures: (1) the basic 
forward prediction using Monte Carlo simulations com-
bines the effects of different sources of uncertainty and 
quantifies the overall uncertainty in the prognosis predic-
tion; (2) the simulation also helps identify the dominant 
sources of the uncertainty, and this is followed up by addi-
tional data collection and refinement of modeling efforts to 
reduce some of the uncertainties; and, (3) the forward pre-
diction computations are updated by re-running the simula-
tion from the current state with the new information.  The 
prognosis step may be repeated multiple times to make the 
future behavior predictions more accurate. The Bayes net 
methodology is particularly beneficial in implementing this 
scheme [9]. When new information is obtained for one of 
the network nodes, the information is propagated to all 
other nodes in the network. In addition to providing a me-
chanism for refining the component mathematical models 
this approach provides a framework for extrapolating our 
prognosis and prediction methods from laboratory to field 
conditions and nominal to extreme conditions  [10],[16]. 

The prognosis task is further complicated by the fact that 
the environment and mode of system operation in the fu-
ture are unknown, and have to be derived from past opera-
tions and knowledge of system behavior. We contend that 
data for modeling, diagnosis, and predictive behavior anal-
ysis will have to come from three different sources: design, 
mission, and maintenance. The design data will aid bot-
tom-up analysis, while mission and maintenance data will 
facilitate top-down fault detection first, and then propagate 
through the bottom-up analysis for system health and ca-
pability assessment. Mission data will help define and va-
lidate the models of the dynamic behavior of the system for 
different operating conditions, and maintenance data will 
be directly linked to parameters of the physics of failure 
models for root-cause analysis. Thus tailoring the diagnosis 
and prognosis methods to the available data is a crucial 
step in ensuring the feasibility of our proposed methodolo-
gy.  

Simulating complex models is fairly resource intensive, 
and the ability to customize the system models based on 
needs is critical. Our modeling approach, discussed earlier 
allows for the construction of simulation models on the fly 
with appropriate physical system model refinement to bal-
ance model precision and simulation accuracy. It should be 
clear that the simulation models include the system con-
trollers, and the control strategies are allowed to adapt dur-
ing the simulation, just like the real system.  
Uncertainty Analysis. Uncertainties in approximate, re-
duced-order material life and component models need to be 
validated by sensitivity analysis and analytical simulation 
methods, and stochastic finite element and stochastic re-
sponse surface methods.  These methods also help to quan-
tify uncertainty propagation from one level of data analysis 
to the next (signal processing vs. feature extraction) or one 
level of modeling to the next (microstructure vs. macros-
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copic). Life prediction models range over wide scales, such 
as structural level (i.e., secondary sodium loop system), 
component level (i.e., the rotor, bearings, and seals in the 
pumps), coupon level (i.e. small specimen tests) and mi-
cro-structural level (i.e. grain and sub-grain fatigue crack 
analysis). Using analytical techniques, uncertainties within 
the micro structural level (e.g., grain size and shape, slip 
plane orientations, initial defects) can be used to simulate 
the randomness of fatigue properties at the material and 
component level. Computational effort in multi-level un-
certainty propagation analysis can be reduced through effi-
cient techniques such as multi-resolution finite element 
analysis, design of experiments, and adaptive sampling [8] 
,[17]. 

Uncertainties are present in all phases of damage progno-
sis of components, including those caused by natural va-
riability, measurement errors, modeling errors, parameter 
assumptions, solution approximations, etc. These uncer-
tainties are usually classified into two categories: (1) alea-
toric uncertainty, i.e., inherent or natural variability, and 
(2) epistemic uncertainty which occurs due to lack of 
knowledge.  If the variance in a particular parameter is 
found to significantly affect the prognosis result, then more 
data collection resources should be allocated to reduce the 
data uncertainty in that parameter. In the case of epistemic 
uncertainty, which is caused by lack of knowledge, various 
approaches such as additional data collection, improved 
analytical modeling of the physics, incorporation of expert 
opinion, Bayesian updating, model calibration, etc., can be 
used to reduce the uncertainty. A systematic prognosis ar-
chitecture needs to be developed that properly quantifies 
and incorporates the effects of various types of uncertain-
ties at various levels, and that includes a top-down optimi-
zation approach that effectively allocates resources for un-
certainty reduction. 

Decision Making, and Control  
In work we have done thus far, prognosis is looked upon as 
a combination of prediction with an assumed POF degrada-
tion model that is evaluated in the context of a realistic re-
source management strategy [1]. Therefore, our measures 
compute the predicted use of resources (e.g., power con-
sumption and water consumption). Other metrics specify 
thresholds on system variables and parameters, and can be 
linked to system safety (e.g., pressure in a pipe should be 
kept less that p0, otherwise the pipe is likely to burst).  

Decision making schemes use the predicted measures to 
compute when performance and resource levels may de-
crease below predefined values that are determined by 
safety and reliability concerns. The safety measures with 
implied thresholds also indicate when to terminate system 
operation and go into maintenance mode. The decision 
making scheme, is built into the supervisory control 
scheme, and includes maintenance and reconfiguration op-
tions (currently these are coded as rules). 

The objective of system health and capability assessment 
is to facilitate decision-making such as in-flight actions, 
maintenance scheduling, logistics management, etc. How-

ever, these decisions have to be made under various types 
of uncertainty (such as, sensor performance, measurement 
errors, modeling errors, parameter variability, operating 
conditions, future demands). Thus decision-making under 
uncertainty needs to maximize the performance under sev-
eral risk, cost, and schedule constraints.   

DISCUSSION AND CONCLUSIONS 

The modeling, monitoring, and FDI approaches discussed 
above as part of the performance monitoring framework 
have been applied to a number of complex systems, such 
as the secondary sodium cooling loop of a nuclear reactor 
[14], the cooling systems of automobile engines [5], fuel 
transfer systems of fighter aircraft [15], and Advanced Life 
Support Systems for long duration NASA missions [4]. All 
of these systems are multi-domain. For example, the sec-
ondary sodium cooling loop has subsystems that encom-
pass the electrical, mechanical, and fluid domains, and the 
system primarily modeled energy exchange between the 
fluid and thermal domains. The cooling system of the au-
tomobile engines and the ALS systems were based on 
similar modeling paradigms. Also, all of the systems in-
clude highly nonlinear and hybrid behaviors.  The diagnos-
ers developed combined qualitative reasoners based on 
TCGs with quantitative parameter estimation methods. In 
other work, we have extended our diagnosis schemes to 
perform fault-adaptive control and resource monitoring [1]. 
These approaches are the first steps toward comprehensive 
performance monitoring of vehicular systems. 

This paper has discussed an integrated architecture for 
ISHM that combines diagnosis, fault-adaptive control, and 
prognosis. A common component-oriented modeling 
framework provides the core around which the different 
analysis schemes are designed. Furthermore, ISHM is 
looked upon as a key component of a control architecture 
to support the safe and efficient operation of complex sys-
tems. The control architecture, described as a three-level 
scheme, connects the real-time temporal scale for robust 
control, to a short-time horizon performance-based fault-
adaptive control scheme at the intermediate level, to a 
longer time horizon performance and resource-based su-
pervisory control scheme at the highest level. The role of 
monitoring, diagnosis, and simulation-based prognosis in 
supporting this control architecture has also been dis-
cussed. We have presented the algorithms we have devel-
oped for supporting this ISHM architecture. This approach 
has been successfully applied to managing components of 
an Advanced Life Support system (ALSS) for a simulated 
90 day manned mission to a lunar habitat. 

In future work, the simulation-based prognosis scheme 
and the decision-making schemes of the supervisory con-
troller will be extended with more sophisticated probabilis-
tic reasoning and decision analysis schemes. We will de-
velop systematic decision theoretic schemes that can han-
dle situations like a subsystem shutdown followed by an 
estimated repair time, and startup. This will support the 
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analysis of trade-offs between the utility of maintenance 
versus continued operation in degraded mode. 
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