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Abstract

The discrete-event nature of on-line data from au-
tomated manufacturing system offers many chal-
lenges for on-line fault detection. In this paper, the
template monitoring method is developed as a sim-
ple but versatile method of fault monitoring using
discrete event signals. This monitoring method is
easily distributable, suitable for monitoring highly
concurrent systems, and has low computational re-
quirements. This paper describes template moni-
toring and summarizes analytical results on gener-
ating templates from timed automaton models.

1. Introduction
The input and output signals of automated manufac-
turing systems can often be characterized as a timed
function of discrete events. The events may represent
changes in logic levels of discrete sensors, such as limit
switches, or changes in inputs to discrete actuators,
such as turning on or off a motor. Modern manufactur-
ing systems increasingly use communication networks,
where the events may represent higher level "messages"
between networked manufacturing devices.

In automated manufacturing systems, it is impor-
tant to promptly detect deviations in system operation.
A fault occurs when a system deviates from its speci-
fied acceptable operations, and such deviations can lead
to production of poor quality product or to expensive
damage from malfunctioning equipment. The problem
we address in this paper is how to promptly detect
faults using the discrete event signals of the manufac-
turing system. The issue is illustrated by considering
the following simple example [Chaad, 1993].

An automated bottling line is shown in figure 1. As
bottles enter the conveyor, they pass a proximity switch
which generates an event PS 1". A limit switch is
tripped (LS T) when the bottle enters the fill station.
The fill valve is then opened (FV T). When the fluid
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in the bottle reaches a given level, a photoeye detector
is triggered (PE T) and the fill valve is closed (FV J.).
The bottle is then pushed onto aa exiting conveyor.
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Figure 1: An automated bottling line.

An example timed observation for the bottling line
is shown in figure 2. A fault monitoring system must
analyze this observation information to determine if the
system is operating correctly. Several characteristics of
this example should be noted. First, all information re-
garding the system operation must be determined from
the sequencing and timing of events. Thus an initial
system state may not be known. Secondly, events which
are sequential or close in time may not be related due to
the multiple entities in the system that are producing
the events. For example, a bottle triggering the limit
switch LS T at a given time may not trigger the proxim-
ity switch until much later, after several other unrelated
events PS T may have occurred in the meantime due to
the entry of other bottles on the conveyor.

This paper presents a method of fault detection us-
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Figure 2: Example observation trajectory from the bot-
tling line.
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ing the discrete event signals from automated manu-
facturing systems. The method we propose, template
monitoring, uses sets of timing and sequencing relation-
ships to establish when events are expected to occur,
and to determine if an event has occurred in the appro-
priate context of other events. The template monitor-
ing method was developed specifically for application to
manufacturing systems, and was thus developed under
consideration of the environment of modern manufac-
turing systems. The following list describes some of the
desired attributes that guided the development of our
method:

Low processor requirements: A fault monitoring
method should be relatively simple with low computa-
tional requirements. The first reason for this is that
many manufacturing systems operate at high. speed,
and the monitoring system must be able to collect and
analyze the event observation information in real-time.
This precludes the use of overly complex monitoring
methods. Second, it is sometimes advantageous if the
monitoring can be done using the control and commu-
nications processors which already exist on the factory
floor rather than requiring the purchase and installa-
tion of dedicated monitoring equipment. To prevent the
control performance from being sacrificed means that
the monitoring software must not be computationally
demanding.

Easily distributed: The trend in manufacturing is
away from centralized control systems and towards dis-
tributed control systems. A distributed control system
takes advantage of the inherently decentralized nature
of many manufacturing processes, while reducing ca-
bling costs and control bottlenecks. In addition, dis-
tributed control systems can be designed to improve
fault tolerance, k monitoring system should be adapt-
able to the architecture of the control system, whether
it is centralized or distributed.

Applicable to modeled and observed behaviors:
A fault monitoring system should distinguish between
observations of acceptable and unacceptable behaviors.
Ideally, knowledge from the system designer or opera-
tor should be available to the monitor as a model of
correct or incorrect operation. Section 3 demonstrates
how templates can be determined from more intuitive
models such as timed automata. Furthermore, the sys-
tem representations in our template monitoring method
consists of basic relationships of event timing and se-
quencing. Such relationships are similar to relation-
ships that could be identified by experts familiar with
the process.

Functional under unknown startup conditions
and improper observations: Many fault mon-
itoring methods operate as state-followers, main-
taining an internal representation of system state

which then indicates which future events are expected
[Holloway and Krogh, 1992, Dersin and Florine, 1986,
Sahraoui et al., 1987]. However, in general, state fol-
lowers suffer from several difficulties. Often an ini-
tial system state is not known, thus complicating the
startup of the state-followers. State-followers may have
difficulty in maintaining an appropriate state estimate
when identical events are occuring from several systems
operating in parallel. Most importantly, however, state-
followers may have difficulty in continuing monitoring
after a fault has been detected since the state estimate
has been corrupted. In manufacturing systems, some
faults may not warrant a system shutdown, so the moni-
toring system should be able to continue functioning af-
ter a fault has been detected. The template monitoring
method was designed specifically to avoid the difficul-
ties of maintaining state estimates and thus continue to
operate after inappropriate observations.

Suitable for highly concurrent systems: The bot-
tling line example shows that a manufacturing system
is often composed of numerous subsystems, each op-
erating in parallel. For example, note that each bot-
tle generates its own timed sequence of events, and the
monitored observations consist of the interleaving of the
timed sequences of all the bottles. A monitoring sys-
tem should be able to verify the timing and sequenc-
ing characteristics of multiple parallel system elements,
even when they share the same events. Template mon-
itoring was developed to address this.

The above list indicates requirements that guided the
development of the template monitoring method. In
the following section, we describe the distributed tem-
plate monitoring method. In section 3, we summa-
rize a method for determining templates from timed
automata specifications. Details of the monitoring
method and the automata conversion method are found
in [Holloway and Chand, 1994].

2. Overview of Method

Template models

At the core of the template monitoring method are the
templates which characterize the event sequencing and
timing relationships of a correctly operating system. A
template represents aa expression of the form

e,ri9 =* (el or c2 or ... c.)
where etria is the triggering event of the template. Each
ci is a template consequence, represented by a pair
(e¢i,~i) where e¢i is an event and ~, is a time interval

= [tel ,tci ]. A template indicates that whenevert-~i
~T~itt fvt6a:

the trigger event etria occurs, for some template con-
sequence c, the event e~ occurs within a time delay ~.
Formally, a template m is written as (era, C,~), where
em is the triggering event and Cm is the set of conse-
quences for the template. Figure 3 below illustrates a
template triggered by event el and with consequences
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(e2, [3, 4]) and (e3, [10, 12]). When el occurs, e2 should
occur within 3 to 4 time units, or e3 should occur within
10 to 12 time units.
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Figure 3: An illustration of a template
(e~, {(e~, [3,4]), (~3, [10, 12])}).

The time delay interval t~ associated with a template
consequence may represent a positive or negative delay.
A template with all positive delays among its conse-
quences is referred to as a forward template. A forward
template thus indicates the set of possible events that
should occur in the future after the occurrence of the
triggering event. A template with all negative delays
among its consequences is referred to as a backward
template. The consequences in a backward template
indicate possible prior events which should have oc-
curred prior to the triggering event. Forward templates
thus establish predictions following the trigger event,
whereas backward templates indicate an expected con-
text in which the trigger event occurs. Note that a tem-
plate can have both negative and positive consequence
delays, and thus be neither a forward nor a backward
template.

An expectation is a pair (t,m) where m is a tem-
plate and t is a time at which the trigger event of the
template occurred. The time t indicates a time shift
of the template m, and thus a time shift in when the
consequence events should occur. For example, an ex-
pectation (20, m) where m is the template in figure 
indicates that el occurred at time t = 20. The expecta-
tion indicates that the event e2 should occur during the
time period [23, 24] or e3 should occur during the time
period [30, 32]. The expiration time of an expectation
is defined as t + t,na~, where t,,~a~ is the maximum time
among all the delay intervals tc for all the consequences
in the template. For the exp-e’ctation example (20, m),
the expiration time of the expectation is time 32.

Suppose that we have observation information over
a time period [t0,tl] and the triggering event em for
the template m occurs at time t, to < t < tl. The ex-
pectation (t, m) is called open if the delay te of some
consequence c of m does not lie within our observation
period [t0,tl], i.e. for some consequence c in Cm the
interval [L] $ t..9.c is not a subset of [to, tl]. (The operator

indicates interval addition.) In this case our observa-
tions do not cover a sufficient time period to determine
if the consequence events occurred as expected. Note
that an expectation cannot be open if tl is less than its
expiration time. An expectation is satisfied over [to, tl]
if it is not open and for some consequence c of m the

event ec occurred as expected, i.e. during the time pe-
riod [t] ~ t__9.c. An expectation is violated over [to, t~] if it
is neither open nor satisfied.

Distributed Template Monitoring

We are interested in the problem of determining
whether observations received from the system are char-
acteristic of correct system operation. The observations
from the system are represented as a time function v of
event sets. A set of templates M is used to define the
observation characteristics of correct system operation.

Our interest is in distributed monitoring methods, so
we consider the situation where there are n distributed
processors available for monitoring. Consider any dis-
tribution of the templates M among the processors such
that Mi indicates the set of templates for the ith proces-
sor and M1 U M2 U . . . Mn = M. Different distributions
of templates are possible to achieve different desirable
properties such as fault localization and monitor redun-
dancy.

The monitoring algorithm is quite simple and is sum-
marized in figure 4. (See [Holloway and Chand, 1994]
for a more precise algorithm statement.) As events are
observed, the appropriate expectations are added to the
set Oi. As expectations in Oi expire they are removed.
They are then checked against the history of past obser-
vations to determine if they were violated for the time
from to to t. If so, the expectation is added to a fault
set Fi and a fault declaration is made.

Figure 4: Procedure to update monitor processor i for
time t.

1 Given time t, processor i, and template set Mi {
2 For each event received at time t {
3 For each m E Mi with matching trigger event {
4 Add the expectation (t, m) to the set 
5 }
6 }
7 For each expectation (t’, m’) E Oi 
8 If expiration time of (t I, mI) is less than t {
9 Remove (t’, m’) from Oi

10 If (¢, m’) is ~iolated for [to, t] 
11 Declare Fault
12 Add (t’, m’) to the fault set Fi
13 }
14 }
15’}

We should emphasize here that an expectation can
only be violated if it is not open, i.e. if the expec-
tation time intervals of all the consequence events fall
within the time period [t0,t]. This permits the tem-
plate monitor to operate gracefully when starting from
an unknown initial state. Any event that occurs follow-
ing startup will generate expectations with backward
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templates. The backward templates represent condi-
tions on the context of the observed event with respect
to prior observations. If the time line of observations
does not extend far enough into the past to determine
the context of the observed event, then the templates
remain open and a fault will not be declared.

In [Holloway and Chand, 1994], a rather obvious but
important result is proved for distributed fault mon-
itoring using templates. Consider a template set M
as a specification of the characteristics of a correctly
operating system, and consider any distribution of the
templates over the n processors. The result states that
the given observations do not correspond to the tem-
plate specification if and only if one or more processors
has declared a fault. The important point is that this is
true for any distribution of templates. A template mon-
itoring system can thus be highly distributed, without
any processor needing to maintain state estimates.

To further illustrate the construction of templates
and expectations, let us consider the bottle filling sta-
tion of Figure 1. A forward template for the trigger
event (PS T) can be written as

(PS T) ::*" ((LS "[), [3.5, 5.0]

This template states that when a trigger event (PS T)
occurs corresponding to the entry of a bottle on the
conveyor, the bottle should then pass over the limit
switch within 3.5 to 5.0 seconds later, thus generating
the signal LS T. An expectation with the expiration
time of (t+5.0) seconds, where t is the instant when
(PS T) occurs, is posted on the list of expectations.
This expectation is removed at time (t+5.0) seconds.
If the bottling line is operating correctly, i.e. the limit
switch goes high within 3.5-5.0 sees. of the proximity
switch, then no error is declared. If no bottle is detected
by the end of the time period, then an error is posted.

Determining Templates from Timed
Automata

The preceding section shows that templates can be used
in a distributed fault detection method if the specifi-
cation of correct operation is represented as a set of
templates. In many cases, however, a specification is
defined in an alternative modeling framework. In this
section, we consider specifications in terms of timed
automata, which can in turn be derived from certain
classes of sequential function charts. We summarize re-
sults on how timed automata models can be converted
into template sets, and the effectiveness of the template
monitor in terms of the automata specification.

A timed automaton is a state machine where each
state q has an associated time interval d(q). When the
automaton enters a given state q at a time t, it will
remain in that state for at least train time units and
for at most traa~ time units, where d(q) [t rain, tr aa~].
Figure 5 shows a simple example of a timed automa-
ton, where the graph nodes are states, and the nearby

[I, 2] e2 . [0.2, 0.8] .

e3
e!

.5, 1.9]

Figure 5: An example timed automaton.

intervals represent the time delay interval d(q) of the
state.

[tiolloway and Chand, 1994] presents an algorithm
for generating a set of forward templates My (G) from a
timed automaton model G. A set of backward tem-
plates M~,(G) is determined in a similar manner us-
ing a reversed form of the automaton G. For fault
monitoring, expectations with forward templates will
be violated when an event does not occur as expected,
whereas expectations with backward templates are vi-
olated when an event occurs but is unexpected.

Our template monitoring method is motivated by
manufacturing examples, such as the bottling line,
where several entities are generating the same event
sequences in parallel. Furthermore, note that the the
number of bottles on the conveyor over time is not con-
stant, but changes depending on how frequently bottles
enter the conveyor line. If the event sequence gener-
ated by each bottle is represented by a timed automa-
ton, then the monitor should determine whether the
observations are consistent with the parallel operation
of some unknown number of instances of the timed au-
tomaton. Let Va- (t_) be the set of observation trajecto-
ries characteristic of the parallel operation of any finite
number of the timed automaton G over the time pe-
riod t_.. For fault detection, we must determine if the
observed trajectory is an element of Vao (t_).

[Holloway and Chand, 1994] presents two theorems
on the effectiveness of using a template monitor to de-
termine if the observations are consistent with the state
automaton model, i.e. to determine if v 6 VGo (t). 
more clearly describe our theorems, we use the result
described in the previous section on the ability of the
distributed monitoring algorithm to determine if the
templates are satisfied.

The first theorem states that if an observation tra-
jectory is in VG. (t_), then it is accepted by the template
monitor algorithm. This can be restated as the follow-
ing result: if a fault is declared by the distributed mon-
itor algorithm of the preceding section using template
set MI(G) t.J Mb(G), then the observation trajectory is
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not consistent with the automaton specification of cor-
rect operation.

The second theorem requires a restriction on the class
of automata models. Assume that each event in the
automaton is associated with at most one arc in the
automaton. The theorem then states: An observation
trajectory v over a time period t_. is accepted by the
template monitor using Mf(G) t3 Mb(G) if and only if
the v E Va° (t_). This implies that a fault is declared 
the distributed monitor algorithm of section if and only
if the observations do not correspond to the automaton
specification of correct operation.

Note: Although the unique event label restriction
for the preceding theorem is acceptable in many cases,
it appears that the result should be applicable for a
broader class of automata models, perhaps under some
alternative assumptions. Current research is attempt-
ing to determine more general results. Future re-
search will also examine a modification of the template
monitoring procedure to specifically monitor single au-
tomata observations, rather than the multiple parallel
automata traces we consider above.

Summary and Discussion
This report describes a new approach for monitoring
discrete event dynamic systems. The simplicity of the
approach allows it to be used for real-time monitor-
ing and diagnosis of manufacturing systems. Also,
the structure of the method allows it to be easily dis-
tributed. Although templates as described can moni-
tor a large class of discrete-event systems, certain ex-
tensions are needed to apply template monitoring to
systems with both discrete and continuous dynamics.
Also, the effectiveness of templates depends on the
"tightness" of the intervals associated with the tem-
plate. Large and conservative values for the intervals
can cause a large number of templates to remain open
for long periods of time. Our current research is fo-
cused on, (1) automatic generation of templates from
a logic program, and (2) real-time statistical observers
for determining the time intervals for the templates.
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