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Introduction

Problems associated with anticipating and troubleshoot-
ing faults arise during the design and manufacture of
complex devices and systems, in preparing to deploy
them, and in operations subsequent to deployment.
Prior to deployment, it is often useful to anticipate faults
in the components of a system, to determine their con-
sequences, to assess the associated risks, and to propose
and decide upon actions that reduce the risks. This col-
lection of problems is called "Failure Modes and Effects
Analysis" (FMEA). When malfunctions occur after de-
ployment, it is important to assess the situation and to
recommend actions that will help determine the causes
and minimize negative impacts. This is called "Failure
Detection, Isolation, and Recovery" (FDIR).

Decision-theoretic concepts like likelihood, value, and
expected utility are frequently useful in anticipating and
troubleshooting faults. These concepts break down bar-
riers and unify topics that have been identified as sep-
arate areas in previous work. For example, FMEA and
FDIR can be seen to have much in common, although
they have been pursued as independent topics in previ-
ous research and development. In FMEA, anticipating
potential risks involves assessing the likelihoods of faults
and the costs associated with their effects. Recommend-
ing actions to reduce the risks ought to take into account
the costs of the actions and the likelihood that they will
succeed. In FDIR, prior probabilities of faults are useful
in determining the most likely explanations of abnormal
behavior, and the main goal is to generate plans for gath-
ering more information about the fault and for fixing or
working around it. The costs of information gathering
probes and tests ought to be taken into account and
the value of the information they provide ought to be
weighed in terms of savings in repair or recovery costs.
So, even within FDIR, problems such as diagnosis and
repair planning that have been viewed as separable prob-
lems can be seen to have much in common.

Research Summary

In collaboration with students and colleagues, I have de-
veloped methods that support decision-making and plan-
ning relevant to anticipating and troubleshooting faults.
The methods employ decision-theoretic techniques for
evaluating situations and actions. Model-based and

qualitative reasoning methods are used to predict nor-
mal behaviors, consequences of actions and faults, and
to decide trade-offs. The following summary provides a
brief overview of our research, descriptions of our meth-
ods and results, and pointers to relevant papers that
contain more information.

In early work [El Fattah and O’Rorke, 1991] we devel-
oped several architectures integrating model-based di-
agnosis and explanation-based learning. We found that
precompilation or "learning in advance" is often much
more efficient than the traditional EBL technique for
"learning while doing" in the context of model-based di-
agnosis of multiple faults. But precompilation is only
feasible for relatively small devices, so we developed
methods for trading accuracy for improvements in effi-
ciency [El Fattah and O’Rorke, 1992, 1993a]. In one ar-
chitecture, the user prespecifies a desired accuracy rate.
The method employed by the system uses (learned) as-
sociational knowledge unless the accuracy dips below
the desired threshold; then performance is considered to
be unsatisfactory and the system switches from associ-
ational to model-based reasoning until accuracy returns
to the desired range. One can get dramatic improve-
ments in efficiency using this approach with a relatively
small loss in accuracy. This is because a small number
of rules tend to cover problems that occur frequently.

More recently, we have developed a new architec-
ture called the Generic Troubleshooting System (GTS)
that integrates diagnosis, repair planning, execution, and
learning. GTS exploits information about the likeli-
hoods of failures and the costs Of probes and replace-
ments [El Fattah and O’Rorke, 1993b,c]. Experimental
results show that the system -- which uses expected util-
ity and the value of information -- does well as compared
with systems based on previous information-theoretic
and purely probabilistic methods. It is often quicker at
producing less expensive information-gathering and re-
pair plains. During diagnosis and repair planning, GTS
learns prediction macros and action rules that form re-
entrant decision tree structures. Experimental results
show that the learning techniques incorporated in GTS
effectively provide speed-up and take good advantage of
non-uniform distributions of faults.

We have also developed methods supporting diagnos-
tic decision-making including qualitative and order-of-
magnitude reasoning and EBL methods. An architecture
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called AbMaL (short for Abductive Macro Learner)
[O’Rorke, to appear], uses abduction and explanation-
based learning to acquire information including expert’s
preferences and assessments of likelihoods. Computa-
tional experiments show that a coarse qualitative reason-
ing system [O’Rorke et al., 1993b] that can be learned
using EBL [O’Rorke et al., 1993a] covers a dispropor-
tionately large number of important decision problems.
Mathematical analysis confirms and explains these ex-
perimental results -- a more sophisticated method based
on order-of-magnitude reasoning should make it possible
to improve them [O’Rorke and El Fattah, 1993].

In contrast to FDIR, work on AI methods for par-
tially automating FMEA has just begun [O’Rorke, 1992;
Wirth and O’Rorke, 1993]. AI methods for predictive
simulation -- from simple forward chaining to model-
based qualitative reasoning -- have been applied with
some success to the problem of determining consequences
of component failures [O’Rorke, 1993]. An important
problem is that the number of possible FMEAs can be
very large for complex systems, especially if multiple
faults are considered. I have developed a method for
FMEA based on a decision-theoretic extension of David
Poole’s Probabilistic Horn Abduction (PHA). The new
method which I call Decision-Theoretic Horn Abduction
(DTHA) [O’Rorke, 1994], has the advantage that it fo-
cuses on the most important explanations (e.g., the ones
with the smallest expected utility). This method is rel-
evant to FMEA because FMEA is most concerned with
the most likely failures and the most costly consequences.

Future Work

An important FMEA problem that has not yet been tar-
geted for computerization is the problem of generating
suggested actions aimed at reducing risks. This is a good
target for AI research on decision-theoretic planning.

An important problem associated with FDIR is that
diagnosis has been considered in isolation, and this has
lead to diagnosis methods that do not work well in prac-
tice within the larger FDIR picture. For example, most
AI work on diagnosis presumes that faults must be lo-
calized before repair actions can be taken. But it is obvi-
ously not worthwhile to determine the exact location of a
fault when it makes no difference with respect to the re-
pair actions available. (Determining exactly which gate
is faulty in an integrated circuit may not be useful if the
entire chip must be replaced in order to fix the fault.) Su-
perior troubleshooting methods will be developed (and
indeed already are being developed at several sites) using
different forms of decision-theoretic planning.

In the future, more work is also needed that inte-
grates AI approaches to FMEA, model-based diagnosis,
and planning-based approaches to repair. Most work on
FDIR and MBD has been done independently of FMEA,
but it seems clear that this approach will lead to wasteful
duplication. An integrated approach will exploit overlap
and eliminate duplication. For example, one model and
one simulation system can be used for both FMEA and
MBD/FDIR. One decision-theoretic planner can be used
to find actions that can reduce the costs of failures be-
fore they occur (in FMEA) and after they have occurred

(in MBD and FDIR). Only the knowledge provided 
the planner, for example about actions available in these
situations, needs to be different.
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