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Abstract

Networked embedded systems are composed of a large num-
ber of distributed nodes that interact with the physical world
via a set of sensors and actuators, have their own computa-
tional capabilities, and communicate with each other via a
wired or wireless network. Diagnostic systems for such ap-
plications must address new challenges caused by the dis-
tribution of resources, the networking environment, and the
tight coupling between the computational and the physical
worlds. Our approach is to move from centralized, discrete or
continuous techniques toward a distributed, hybrid diagnosis
architecture. This paper demonstrates distributed, discrete di-
agnosis algorithms that leverage the topology of the physical
plant to limit inter-diagnoser communication and compute di-
agnoses in an anytime and any information manner, making
them robust to communication and processor failures. It also
presents a particle filtering based estimation algorithm that
addresses the challenge of the interaction between continu-
ous and discrete dynamics in hybrid systems. The distributed
qualitative diagnosis and hybrid estimation techniques are
demonstrated using a rocket propulsion system.

Introduction
Our diagnostic research is motivated by existing and emerg-
ing applications of networked, embedded systems. In such
systems the physical plant is composed of a large number
of distributed nodes, each of which performs a moderate
amount of computation, collaborates with other nodes via
a wired or wireless network, and is embedded in the phys-
ical world via a set of sensors and actuators. Examples in-
clude distributed sensor networks (Chu, Haussecker, & Zhao
2001), complex electromechanical systems with embedded
controllers (Zhaoet al. 2001), data networks, and smart mat-
ter systems (Jacksonet al. 2001). Such systems present
a number of interesting new challenges for diagnostic sys-
tems. A large amount of computation is potentially avail-
able, but it may be partitioned into relatively small, embed-
ded chunks. Communication between nodes is available, but
may involve unreliable delivery, power-constrained wireless
networks, or large, complex topologies requiring multiple
hops to connect two arbitrary nodes. Since the nodes are
embedded in the physical world, its dynamics may be hybrid
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and small deviations from expected behavior may accumu-
late over time (Williams, Hofbaur, & Jones 2002) or may
be summed over multiple components (Zhaoet al. 2001)
before being detected and diagnosed.

Many existing diagnostic techniques are not well-
matched to these challenges. In most model-based diag-
nostic techniques, prior knowledge about the physical plant
consists of a description of the behavior of each component
of the plant, including normal and faulty behaviors, and the
interconnections between components (Hamscher, Console,
& de Kleer 1992). These component descriptions are com-
bined into a single, global store, observations are obtained
from the physical plant, and a centralized algorithm is ap-
plied to find a system-wide diagnosis. These centralized
approaches require that all sensor readings and component
models from across a large, distributed system be forwarded
to and interpreted by a central system which then returns
diagnoses. As detailed in subsequent sections of this pa-
per, this defeats the scalability and robustness advantages of
distributing the plant. Many model-based diagnostic tech-
niques, in addition to being centralized, are based upon a
logical framework for diagnosis (de Kleer & Williams 1987)
and are thus discrete. As such, they cannot resolve between
and often cannot even detect failures that result in small con-
tinuous variations in the plant’s behavior, nor can they pro-
vide sufficient resolution to enable compensatory control of
continuous degradations in the plant. These limitations ren-
der such discrete techniques ill-suited for diagnosis and con-
trol of many embedded systems, as demonstrated in practi-
cal applications (Goodrich & Kurien 2001). Current FDI
techniques (Frank, Ding, & K̈oppen-Seliger 2000) model
continuous behavior, but cannot address the hybrid behavior
exhibited by many physical systems, for example continu-
ous processes coupled with digital controllers. They are also
typically unable to cope with sensor faults, and are compu-
tationally expensive in that they rely on computing statistics
over raw sensor signals in order to form a diagnosis. They
are therefore practical for a relatively small number of fault
hypotheses.

Our approach is to move from centralized, discrete or con-
tinuous techniques toward a distributed, hybrid diagnosis ar-
chitecture. In an effort to accommodate the moderate lo-
cal computation resources and hybrid behavior of embed-
ded systems, the architecture leverages both fast, distributed,
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discrete diagnosis and hybrid estimation. We first divide the
discrete diagnostic model into a set of local diagnosers that
mimic the topology of the physical plant. In decentralized
diagnosis, e.g. (Debouk, Lafortune, & Teneketzis 2000), lo-
cal diagnosers assemble a single global diagnosis via a coor-
dination process, which is still subject to communication ro-
bustness and scalability issues. In distributed diagnosis, e.g.
(Baroniet al. 1999), diagnosers collaborate without a cen-
tralized coordinator. This paper demonstrates distributed,
discrete diagnosis algorithms that leverage the topology of
the physical plant to limit inter-diagnoser communication
and compute diagnoses in an anytime and any information
manner, making them robust to communication and proces-
sor failures. These algorithms provide a fast, qualitative-
level diagnosis of the physical plant which we then combine
with more detailed hybrid estimation.

Hybrid estimation for an embedded system is particularly
challenging because keeping track of multiple models and
the autonomous transitions between them is computation-
ally very expensive. The extension of conventional estima-
tion techniques, like the Kalman filter, leads to algorithms
that require tracking of all possible trajectories and there-
fore, are exponential in the number of time steps. Approx-
imation by Gaussians is often used to collapse the distribu-
tions for each trajectory resulting in poor performance. A
related approach to our work based on banks of extended
Kalman filters has been presented in (Williams, Hofbaur,
& Jones 2002) where only trajectories with high confidence
probability are traced. Sequential Monte Carlo (or particle
filtering) methods can support process densities that contain
both continuous and discrete dynamics and have been ex-
plored for hybrid diagnosis in (McIlraithet al. 2000). How-
ever, autonomous transitions between modes triggered by
the continuous dynamics have not been considered. Parti-
cle filtering has been applied also for a class of hybrid sys-
tems modeled by dynamic Bayesian networks in (Koller &
Lerner 2001) where the autonomous transitions between dis-
crete states are only defined using the so-called softmax con-
ditional probability distributions. In this paper, we present a
particle filter based estimation algorithm that addresses the
challenge of the double-sided interaction between contin-
uous and discrete dynamics in hybrid systems. We show
how we can estimate autonomous transitions based on com-
plex guard conditions and we describe how we can improve
the performance and robustness of the algorithm by using
guard conditions that cover the state space of the system.
We demonstrate the algorithm for the estimation and fault
detection of a rocket propulsion example.

The remainder of the paper is organized as follows. In the
second section we describe a motivating hybrid diagnosis
example, followed by a section outlining our diagnostic ar-
chitecture that leverages both qualitative and hybrid diagno-
sis. The fourth and fifth sections describe the techniques we
are exploring for distributed, qualitative diagnosis and hy-
brid diagnosis, respectively, including experimental results.
The final section discusses variations for realizing the diag-
nostic architecture, along with challenges and advantages of
each, and provides directions for future work.
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Figure 1: LOX Tank System

The Propulsion System Domain
In order to motivate our work in hybrid diagnosis, we chose
to examine an application related to rocket propulsion. All
space launch vehicles that reach Earth orbit do so by car-
rying large quantities of oxygen which is combined with a
fuel and burned to produce thrust. The oxygen is stored in
the form of liquid oxygen (LOX) at a temperature several
hundred degrees below that of the launch environment.

Figure 1 illustrates the LOX venting system for the X-
34, an experimental, rocket-powered vehicle designed for
NASA. When the pneumatic valve is open, the LOX tank
can vent to the atmosphere. The vehicle’s control system
does not directly actuate the pneumatic valve. Instead, the
pneumatic valve opens when it is pressurized by the pneu-
matic system to its left. The pneumatic tank and regula-
tors provide high pressure gas to the solenoid valve. When
the control system opens the solenoid valve, the pneumatic
valve is pressurized and opens. There are a wide vari-
ety of failures possible within this system. The pneumatic
valve might fail to open because either of the valves is stuck
closed, either of the regulators are too low, or the pneumatic
tank is leaking. The pneumatic valve might stay open be-
cause it is stuck or the solenoid valve is stuck open, and
similarly might open or close more slowly than originally
anticipated. The LOX tank may also lose mass because the
pneumatic valve is leaking, the LOX tank is leaking, or com-
ponents downstream of the Engine Inlet, Dump or HiPrHe
lines (not shown) are leaking. A slowly actuating pneu-
matic valve might be compensated for by the control sys-
tem, whereas a leaking LOX tank is not recoverable and a
potential safety hazard. Detection and diagnosis rely heav-
ily upon estimating the mass of LOX and gaseous oxygen
(GOX) in the tank, a task complicated by the fact that the
LOX is modeled by a10th order hybrid system with non-
linear dynamics and both commanded (venting,not-venting)
and autonomous (boiling, not boiling) mode changes.

The Diagnostic Architecture
The challenge of diagnosing networked embedded systems
is that they have both complex, hybrid dynamics and a rel-
atively large number of components that can interact in a
system-wide manner. The LOX tank pressure has a com-
plex, hybrid relationship with the behavior of the pneumatic
valve. The behavior of the pneumatic valve is influenced by



the state of all components in the pneumatic system. Qual-
itative techniques perform diagnostic inference involving
multiple components in a computationally efficient manner,
but they are limited by the low-resolution introduced by dis-
cretization of the continuous variables. For example a quali-
tative model cannot distinguish whether the pneumatic valve
has a small leak, the valve is stuck completely open, or the
temperature sensor that indicates the presence of LOX in the
vent is faulty. Hybrid estimation techniques produce high-
resolution state estimates that can distinguish between these
failures, but they are computationally expensive and can be
only used to detect faults that can be described by detailed
analytical models. Thus diagnosis of networked embedded
systems suggests collaboration between qualitative diagno-
sis and hybrid estimation. Figure 2 illustrates our concep-
tual hybrid diagnosis architecture for integrating these two
techniques . Given a physical plant such as a spacecraft, we
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Figure 2: Diagnosis architecture

make use of models at two different levels of abstraction, a
qualitative model and a hybrid model of the plant. By using
both qualitative diagnosis and hybrid estimation and fault
detection, we leverage the speed of the qualitative diagnoser
and the resolution of the hybrid model.

The qualitative model provides a discrete abstraction of
the plant model by first discretizing the range of each vari-
able representing the system into a discrete, finite domain.
For example, temperatures in the LOX system might be dis-
cretized into the range{ low, high} where low describes
temperatures in the range of LOX (-184 degrees) andhigh
describes temperatures around the ambient air temperature.
A small software module, marked ”Q” in the figure, maps
continuous observations from the plant into the discrete
space. The qualitative model specifies the states of the sys-
tem and an abstraction of the dynamics. Given a set of obser-
vations in the discrete space, these qualitative relationships
are sufficient to very quickly rule out many possible states
of the plant as inconsistent with observations and yield the
most likely, consistent states. For example, if the solenoid
valve is commanded to close, we can predict the pneumatic
valve should close and LOX flow through the vent should
cease. Further observations might further reduce the set of
consistent diagnoses. However, due to the loss of resolution
introduced when the plant model is discretized, the qualita-
tive diagnoser will not be able to distinguish failures that can
be detected with a hybrid model.
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Figure 3: Automaton Representing A Single Valve

The hybrid model represents analytically the physical
phenomena that govern the dynamic evolution of the plant.
For example, the continuous states of the system include the
temperature and mass of the GOX and LOX inside the tank
and their evolution is governed by analytical equations de-
rived by mass and energy conservation laws. It also relates
the sensor measurements with the state of the system and
models input and measurement noise. Controlled and au-
tonomous events that affect the evolution of the system are
also modeled. Hybrid estimation is the task of computing
the most likely trajectory of continuous states given the ob-
servations. Estimation of the unobservable states is neces-
sary to detect failures that are caused by subtle failures, for
example, a leakage in the pneumatic valve. The next three
sections of the paper describe our approach to distributed,
qualitative diagnosis, our hybrid estimation and fault detec-
tion techniques, and options for integrating the capabilities
of the two.

Distributed Qualitative Diagnosis

Our approach to distributed qualitative diagnosis follows the
centralized diagnostic formalism developed in (de Kleer &
Williams 1989) and extended in (Williams & Nayak 1996)
and (Kurien & Nayak 2000). To motivate our distributed
algorithms, we begin with a brief overview of the central-
ized technique, summarized from (Kurien & Nayak 2000).
Suppose we would like to diagnose the state of a single com-
ponent, a valve, which is qualitatively modeled via the finite
state machine illustrated in Figure 3. We refer to each possi-
ble discrete state of a component as amode. A valvev has
three modes,open, closed, andstuckClosed. The behav-
ior of the flow of the valve within each mode, which has the
discrete domain{zero, nonzero}, can be captured with the
following propositional formulae.

v = open ⇒ flowv = nonzero
v = closed ⇒ flowv = zero
v = stuckClosed ⇒ flowv = zero

If flowv is observable from the physical plant, we will refer
to this variable as anobservation. In order to represent the
non-determinism of the automaton within a propositional
framework, the encoding introduces anassumptionvariable
a. Intuitively, av represents the choice that Nature makes
as to whether valvev will behave normally or experience a
failure when it is commanded. The transition portion of the



Figure 4: Variable Connectivity In a Global Model

automaton can thus be captured by the following formulae.

av = normal⇒
vt = closed ∧ cmdt = open ⇒ vt+1 = open
vt = closed ∧ cmdt 6= open ⇒ vt+1 = closed
vt = open ∧ cmdt = close ⇒ vt+1 = closed
vt = open ∧ cmdt 6= close ⇒ vt+1 = open
vt = stuckClosed ⇒ vt+1 = stuckClosed

av = stick⇒v,t+1 = stuckClosed

Intuitively, the diagnostic task is to find a set of assignments
to the assumptions, here{av}, such that the model is consis-
tent with the observations, here{flowv}. For example, sup-
posevt = closed, we command the valve open, represented
by cmdt = open. The plant assignsO asflowv = zero.
The only consistent assignment toav is av = stick and we
diagnose valve is stuck closed. If we wish to model multi-
ple automata, we introduce a mode and assumption for each
automaton and compile all automata into a set of formulae
that may share variables. For example, two valves in series
share the same flow. Figure 4 illustrates such a compilation
for a small but typical physical plant model. Each node rep-
resents a variable. Two nodes are connected by an edge if
the two variables appear in a formula together, and hence di-
rectly constrain each other. Note that a realistic model such
as that of Figure 4 contains many observations and assump-
tions, and many assignments may be consistent. More for-
mally, letA denote the set of assumptions,O denote the set
of observations, andF denote the formulae describing the
plant. Given an assignmentΩ to O created by observing the
plant, a diagnosis D is an assignment toA such that

∧ai∈A(ai = di) ∧oj∈O (oj = ωj) |= F.

In this paper, we propose splitting the global diagnostic
process into a number of cooperating local diagnostic pro-
cesses. This will allow us to apply multiple processors to
the diagnostic problem. It will also enable several properties
we believe are even more important to scalability. First, we
can arrange that two diagnosers need communicate only if
the subsystems of the physical plant they correspond to are
physically interconnected or share data. Thus our diagnostic
architecture will have scalability properties similar to those
of the physical topology of the system being diagnosed. Sec-
ond, we can arrange that each diagnoser locally produce a
superset of the diagnoses that a global diagnoser would pro-
duce for the local components, then use communication with
other diagnosers only to refine its diagnosis. This will make
the diagnostic architecture extremely robust to failure and

able to operate in an anytime and any information manner.
If diagnosers fail, then the remaining diagnosers will simply
produce coarser (more conservative) estimates of the possi-
ble states of their components. If the system is bifurcated
due to a communication failure, then each half will produce
all diagnoses consistent with the reachable diagnosers and
any state of the other half of the system. Finally, the ability
to coordinate multiple localized diagnosers introduces the
possibility of making use of a heterogeneous set of diagnos-
tic algorithms, so long as a coordination protocol has been
established. We believe these properties will be of particu-
lar utility as we investigate applications involving very large
numbers of embedded processors communicating via net-
works.

In order to distribute the problem, we divide the global
diagnoser which produces assignments toA into a set of lo-
cal diagnosers which make assignments to subset ofA. In-
tuitively, we partition the edges of Figure 4. If a node is
connected to edges in more than one partition, it is repli-
cated and the partitions must reach consensus on its value.
More formally, a local diagnoserL is described by (FL, VL,
AL, OL, RL) whereFL is the subset ofF assigned toL,
VL denotes the set of variables that appear inFL, AL de-
notesA∩VL, OL denotesO∩VL andRL denotes the union
of VL∩VM over all other diagnosersM . Given a fixed num-
ber of diagnosers, we can use a graph partitioning algorithm
(Sanchis 1989) to find a partitioning of the graph that at-
tempts to minimizeRL for each diagnoser.

We define the relationshipsconservative andfeasible
between the diagnoses produced by the global diagnoser and
the diagnoses produced by a local diagnoser. A local diag-
nosis setDL is conservative with respect to the global di-
agnosis setDG if ∀δG ∈ DG ΠAL(δG) ∈ DL, whereΠ is
the projection operator. That is, the assignments made to the
assumptions local toL by a global diagnosis must also be
made by a local diagnosis. A local diagnosis setDL is fea-
sible if the assignments made to the local assumptions are
contained in a consistent global diagnosis. More formally,
∀δL ∈ DL ∃δG ∈ DG : ΠAL

(δG) = δL.
We are developing several strategies for distributed quali-

tative diagnosis. In this paper we discuss the ’bottom-up’ ap-
proach, similar in spirit to Waltz’s algorithm (Waltz 1975).
Each diagnoser begins with a conservative local diagnosis
set. Each set is monotonically reduced toward a feasible
set as a side effect of spreading consensus on the value of
shared variables. The algorithm has the following high-level
steps. Details of achieving distributed consensus and lever-
aging parallel communication have been omitted for the sake
of brevity.

1. Given observation setΩ, if oj ∈ OL, assignoj = ωj in L.

2. ∀L, if OL 6= ∅, compute all assignments toAL∪RL s.t.
∧oj∈OL(oj =ωj) ∧ai∈AL (ai =di) ∧ri∈RL (ri =ρi) |= F L

3. For eachr ∈ RL, for each other diagnoserM , if r ∈ VM send
all RL assignments toM .

4. In each suchM , compute all assignments such that
∧ri∈RL(ri =ρi)∧ak∈AM (ak =dk)∧rk∈RM (rk =ρk) |= F M

5. If the consistentRM assignments decreased in step 4, return to
step 3, substituting M for L.



The algorithm operates by incrementally reducing the pos-
sible assignments toAL for all L, first by introduction of
observations and second by communication between diag-
nosers. In Step 1, observations are assigned in every di-
agnoser which has constraints involving an observation. In
Step 2, the observation assignments are used to compute all
assignments toAL∪RL that are consistent withFL and the
observations received byL. Note that the projection ofAL

from these assignments is a conservative diagnosis set. In-
tuitively, suppose an assignment toAL appears in a global
diagnosis but is not computed by L. If it is not computed,
it must be inconsistent withFL and the assignments toOL.
It is therefore inconsistent withF and the assignments to
O, and could not appear in a global diagnosis. In Step 3,
the assignments toRL are projected out of the consistent
assignments of L and forwarded to each other diagnoser M
that references these variables. In Step 4, M eliminates a
subset of its assignments that are not feasible. Intuitively,
an assignmentα to AM is not feasible if there is no assign-
ment toA containingα that is consistent withF andO. If
α constrains a variable inRL to have a value that was not
received fromL, thenα is inconsistent with all consistent
assignments toAL. Thus, each time Step 4 is performed, in-
feasible assignments toAM are eliminated. Each diagnoser
begins with a conservative set of assignments toAL, and as
rounds of communication are performed, the local diagnoses
are moved toward feasibility in an anytime manner. Per Step
5, the algorithm continues as long as consistent assignments
are eliminated. In the worst case, each loop would eliminate
one of an exponential number of possible assignments.

We performed preliminary experiments with one possi-
ble implementation of this distributed algorithm, using using
finite-state automata to prune inconsistent assignments toVL

(Steps 2 and 4) and a distributed consensus algorithm (Steps
3 and 5) shown to converge to feasible diagnoses (Suet al.
2002). Table 1 compares performance with L2, a centralized
diagnoser available from NASA. The first three columns are
the name of the diagnostic scenario, the diagnoses found by
L2, and the time required. The physical plant has few sen-
sors, so the number of consistent diagnoses grows with the
complexity of the scenario. The fourth column is the num-
ber of local diagnosers reached via Step 3 of the algorithm,
out of 24. The distributed diagnoser never computes global
diagnoses, but the fifth column lists the number of combi-
nations of local diagnoses. Intuitively, each local diagnosis
is a projection of a global diagnosis, but not every combi-
nation of local diagnoses is a consistent global diagnosis.
Note that even given the global diagnosis set, each node in a
distributed system without a centralized controller could act
upon a different diagnosis. We therefore do not believe that
feasible local diagnoses are a significant issue for the types
of embedded systems we envision. However, one could rule
out inconsistent combinations by performing a linear-time,
unit-propation on each combination. The fifth column is the
time to compute the diagnoses, demonstrating the dramatic
speed advantage of computing feasible local diagnoses via a
pre-compiled FSA representation versus global, on-line in-
ference. The current implementation runs each diagnoser
serially on a single processor, and we believe a parallel im-

Independent L2 Distributed
Faults In Diag Time Spread Diag Time
First module 6 0.02 9 21 0
Two modules 12 0.18 14 49 0
Three modules 84 13.28 20 343 0.05
All modules 108 27.08 24 637 0.22

Table 1: Comparison of distributed diagnoser and L2

plementation will provide a greater speed advantage.

Hybrid Estimation and Fault Detection
In this section, we use particle filtering based methods for
state estimation of hybrid systems. Hybrid systems con-
tain interacting discrete and continuous dynamics. The dis-
crete dynamics are usually described by discrete event mod-
els with a finite state space. Every discrete state (or mode)
corresponds to a unique differential/difference equation that
governs the continuous dynamics. Mode transitions may oc-
cur either upon receiving an external control command or
when the continuous state satisfies certain guard conditions.
Mode transitions that depend on the continuous behavior of
the system are called autonomous. The main idea in our al-
gorithm is to focus on the mode transitions that cover most
of the probability space. Of course, the probability of each
mode transition changes dynamically based on the contin-
uous behavior of the system and has to be re-computed at
every time step.

A hybrid system is described by H =
(Q, X,Σ, I, Inv, E, f) where Q is the set of discrete
states ormodesof the system,X = <n is the contin-
uous state space,Σ is a finite set of transition labels
or events, I ⊆ Q × X is the set of initial conditions,
Inv : Q → 2X is the invariant associated with each modeq,
E ⊂ Q×X ×Σ×Q×X is the set of discrete transitions,
andf : Q×X → X is the flow condition for every mode.

The state of the hybrid system is described bys = (q, x).
The state can change either by a discrete transition or by
a time delay. A discrete (or mode) transition may change
both the mode and the continuous state, while a time delay
changes only the continuous state according to the flow con-
dition. Each transition consists of a source modeqi, a target
modeqj , a labeling eventσ (denoted asqi

σ→ qj), a guard
setGij ⊂ X, and a reset mapRij(x) = x′. If the condition
described by the guard is satisfied, then the transition can
fire. Upon firing of the transition, the continuous state may
be reset according to the reset map.

In the hybrid system literature, it is often assumed that the
state is directly observable. However, in real-world applica-
tions, the state has to be reconstructed from the observations.
The continuous dynamics of the system can be represented
by the discrete-time model

xt+1 = fq(xt) + νt

yt = hq(xt) + vt

whereνt andvt denote process and measurement noise re-
spectively. It should be noted that the estimation algorithm
can be applied to systems with time-varying dynamics as



well as continuous control inputs. A discrete transition oc-
curs when either the controller issues an appropriate com-
mand or when the continuous state satisfies the guard of the
transition. The hybrid estimation problem is to compute the
most likely hybrid statest = (qt, xt) given the observation
sequenceYt = (y0, y1, . . . , yt) and the history of control
events(σ1, σ2, . . .) up to timet.

The most challenging aspect of every hybrid estimation
algorithm is how to monitor the autonomous mode tran-
sitions in order to use the appropriate modeq for updat-
ing the belief of the continuous statex. The probability
of mode transitions triggered by control commands can be
usually computed by discrete estimation techniques based,
for example, on Hidden Markov models. Let’s focus on au-
tonomous transitions and define the mode transition proba-
bility matrix with elements

Tij(xt−1) = p(qt = j|xt−1, qt−1 = i), i, j = 1, . . . , |Q|.
Let Gij be the guard corresponding to the transition from
modei to modej. Assuming that the probability of the tran-
sition qi → qj is equal to the probability the guardGij is
satisfied, we have

Tij(xt−1) =
∫

Gij

p(xt−1|Yt−1, qt−1 = i)dxt−1 (1)

wherep(xt−1|Yt−1, qt−1 = i) is the conditional density of
the continuous state at timet− 1.

The probability of occurrence of the autonomous transi-
tions is represented by the transition probability matrix that
can be computed at every time step as a function of the con-
tinuous state. The estimation algorithm will be robust if
small changes in the continuous state do not result in large
changes in the probabilitiesTij . Practically, it is desirable
to (1) avoid chattering phenomena, where the probability
mass oscillates between modes at every time step, and (2)
allow enough time after a mode change for the transient
to converge to the steady state behavior for that particular
mode. These aspects of the algorithm can be considerably
improved by transforming the guard conditions so that they
form a cover of the continuous state space as explained in
the following.
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Figure 5: Guard conditions that cover the state space

Figure 5 shows the estimated fluid levelx(t) of a two tank
system. This is typical when the continuous state is not di-
rectly observed but inferred from the sensor measurements.
Let’s assume that the system has two modes and switches

from q1 to q2 if x(t) > .3 and fromq2 to q1 if x(t) < .3.
Such a guard condition arises if we connect two tanks with
a pipe ath = .3. Further details about the actual system
are not important. In the estimation algorithm,x(t) is ap-
proximated at every time step with a probability distribu-
tion. If the transition probability matrixT is computed using
the original guard conditions, the performance of the algo-
rithm is degraded by the fast switching aroundt = 1380
and leads to chattering between modesq1 andq2. While the
most likely discrete state oscillates betweenq1 andq2, the
estimation of the continuous state is unreliable.

Hybrid estimation can be considerably improved by trans-
forming the guard conditions to form a cover of the state
space as illustrated in Figure 5. The transitionq1 → q2 oc-
curs if x(t) > 0.3 + ε. Similarly, the transitionq2 → q1

occurs ifx(t) < 0.3 − ε. The small variations of the state
x(t) aroundx(t) = 0.3−ε, for example, will not trigger any
transitions since the system is not in modeq2. The design
parameterε depends on the process and measurement noise.
The transition probability matrix can be represented by the
transformed guard conditions by equation (1). It should be
noted that the continuity of analog-to-digital maps based on
covers of the state space has been studied using small topolo-
gies in (Nerode & Kohn 1993).

We have implemented a particle filtering based algorithm
for hybrid estimation that computes the mode transition
probability matrix at every time step and updates the belief
of the continuous state using the most likely mode. In parti-
cle filters, complex integrals as that of equation (1) are com-
puted efficiently by approximating the belief state by finitely
many samples. Detailed descriptions of particle filtering
methods can be found in (Doucet, Freitas, & Gordon 2001).
Our approach is similar to algorithms with mixed-state and
automatic model switching that have been successfully ap-
plied for tracking of motion boundaries in video images (Is-
ard & Blake 1998; Black & Fleet 2000).

Let {s(k)
t−1, w

(k)
t−1, k = 1, . . . , N} denote the sample set at

time t− 1 wheres
(k)
t−1 = q

(k)
t−1, x

(k)
t−1 is thekth sample of the

hybrid state andw(k)
t−1 its probability weight. The estimation

algorithm consists of the following steps:
1. Initialization t = 0.

i. samples(k)
0 , k = 1, 2, . . . , N from p(q0), p(x0) and sett = 1.

2. Prediction
i. sample fromp(st|s(k)

t−1) to select each̃s(k)
t .

ii. evaluate the importance weightsw
(k)
t = p(yt|s̃(k)

t ).
iii. normalize the weights.

3. Resampling
i. resampleN particless(k)

t from s̃
(k)
t .

ii. set t ← t + 1 and go to step 2.

Consider that at timet the predictionp(qt−1, xt−1|Yt−1)
is represented by the sample set{q(k)

t−1, x
(k)
t−1, w

(k)
t−1, k =

1, . . . , N}. The mode transition probabilities can be com-
puted by

Tij(xt−1) =





∑
k∈Ĝij

w
(k)
t−1∑

k∈Î
w

(k)
t−1

i 6= j

1−∑
` 6=i Ti`(qt−1, xt−1) i = j



where k ∈ Ĝij ⇔ q
(k)
t−1 = i ∧ x

(k)
t−1 ∈ Gij and

k ∈ Î ⇔ q
(k)
t−1 = i. Let (q(k)

t−1, x
(k)
t−1, w

(k)
t−1) be thekth parti-

cle and assumeq(k)
t−1 = i, then we sample from theith row of

the mode transition probability matrix[Ti1, Ti2, . . . , Ti|Q|]
to select thekth sampleq

(k)
t for the discrete mode. Sup-

pose thatq(k)
t = j, then the densitypij(xt|x(k)

t−1) =
p(xt|x(k)

t−1, qt−1 = i, qt = j) is used to sample in order to

compute thekth samplex(k)
t for the continuous state. Next,

we compute that importance weights, normalize, reinforce
the predicted state using the observations, and resample the
particles as described in the above algorithm.

The estimated discrete and continuous states are com-
puted using the samples by

q̂t = arg max
i

∑

k∈Q̂i

w
(k)
t andx̂t =

∑
k∈Q̂ w

(k)
t x

(k)
t∑

k∈Q̂ w
(k)
t

whereQ̂i = {k|q(k)
t = i} andQ̂ = {k|q(k)

t = q̂t}.
The particle filtering based algorithm can be used for fault

detection using an observer-like scheme as shown in fig-
ure 6. The particle filter algorithm plays the role of a hybrid
observer which is computing the most likely discrete modeq̂
and continuous statêx and is generating the expected output
ŷ based on the plant model. The residual signalrt = yt− ŷt

is then thresholded, after low-pass filtering, to detect possi-
ble failures. Fault detection and isolation can be performed
by considering both the residualrt and the modêqt. For ex-
ample, the observer may not be able to perfectly track fast
transients after each mode transition and therefore, the resid-
ual exceeding the threshold immediately after a mode tran-
sition does not necessarily correspond to a fault. Also infor-
mation about the modes for which the discrepancy is present
can be used for fault isolation. A leakage in the pneumatic
valve of propulsion system, for example, will cause a dis-
crepancy only if the valve is closed. In the following, we
present simulation results for the propulsion system for two
scenarios (1) normal behavior, and (2) leakage in the pneu-
matic valve.

Plant

Hybrid 
Observer

u

-

y

ŷ
Fault 

Detection

q̂

r

Figure 6: Fault detection using hybrid observer

Simulation Results We have tested extensively the above
algorithm for state estimation of the propulsion system do-
main. Here, we present simulation results for a subsystem of
the propulsion domain consisting of the LOX tank and the
pneumatic valve. This subsystem interacts with the pneu-
matic part only via the command that controls the solenoid
valve that in turn, drives the pneumatic valve. The subsys-
tem is best described as a hybrid system with two discrete

modes corresponding to the oxygen boiling or not boiling in
the tank. The continuous dynamics of the subsystem are
described by a set of4th nonlinear differential equations
that are discretized using a sampling periodT = 100ms.
The discrete modes correspond to the oxygen boiling or
not, which is determined by a nonlinear guard of the form
Psat ≥ PGOX where the saturation pressurePsat is approx-
imated using a5th order polynomial of the LOX temperature
and the GOX pressurePGOX that depends on the GOX mass
and temperature using the ideal gas law. The outputs are the
GOX pressure and temperature and are contaminated with
Gaussian noise.
Normal behavior.We have demonstrated that the algorithm
can track the state in the case when there are no faults in the
system. The continuous states corresponding to the LOX
and GOX masses and the discrete mode are shown in fig-
ure 7. The expected venting pressure as computed using the
estimated state is plotted versus the actual venting pressure
is also shown. The simulation was performed using 100 par-
ticles in approximately2500s on a PC usingMATLAB .
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Figure 7: Estimated continuous state, mode, and output

Pneumatic valve leakage.The estimation algorithm can be
used also to detect continuous faults such as leakage in the
pneumatic valve. The valve leakage was simulated by in-
cluding an additive term in the equation that represents the
flow balance when the pneumatic valve is closed. Figure 8
shows the expected and the actual venting pressure. The es-
timated discrete mode and the residual signal computed as
the difference between the actual GOX pressure and the ex-
pected are also shown. Whenever there is no boiling then
the actual pressure is less than the expected one and a fault
is detected.

Discussion and Future Work
We propose two methods for leveraging the combination of
qualitative diagnosis and hybrid estimation. In the first, the
two techniques are run in parallel, so that a single run of the
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Figure 8: Estimation in the case of leakage

hybrid observer is used to resolve diagnoses that the qualita-
tive diagnoser could not resolve alone. This scheme has the
advantage that observations are incorporated into the qual-
itative diagnoser and hybrid estimator as soon as they are
generated by the plant. Thus the hybrid model is selected
before the qualitative diagnoses are determined. As a re-
sult the hybrid estimation may not be useful in updating the
probability estimates of all qualitative diagnoses. For ex-
ample, the behavior of the system after an abrupt fault such
as sudden loss of pressure in the pneumatic tank is not de-
scribed adequately by the nominal analytical model. In such
cases, we may still be unable to distinguish all qualitative
diagnoses. The second alternative is to generate multiple
hybrid models by parameterizing the fault hypotheses. The
hybrid model has the expressive power to parameterize both
abrupt failures and subtle degradation of components, see
for example (Koutsoukoset al. 2001). Given a large set of
fault hypotheses, the qualitative diagnoser can be used to fo-
cus the hybrid observer on a relatively small set of possible
failures that will allow estimation based on the particle fil-
ter. For each qualitative diagnosis, we invoke a copy of the
hybrid observer with the appropriate fault parameters and
biases to its model, for example representing the increased
belief that a specific valve is leaking. In this scheme the hy-
brid estimator is used to refine every qualitative diagnosis.
However, the hybrid estimation does not begin until after a
fault in the plant has become visible in the qualitative ab-
straction used by the qualitative diagnoser. Depending upon
the dynamics of the plant, this could represent a significant
time delay and a significant drawback. We are currently in-
vestigating variations of these two techniques in search of a
method of integration that is both mathematically sound and
practical.
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