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Abstract

Our work is aimed at explaining relationships between enti-
ties, and in particular, between persons. We note that there
is an increasing amount of social network data on the web.
This data may be leveraged to provide information about re-
lationships. In the mobile computing ecosystem, with its
many mobile devices and software applications, explana-
tions of relationships between potential communicating enti-
ties may be critical to managing interconnections. The
SocialXplainproject was initiated to investigate methods of
generating explanations of relationships leveraging distrib-
uted social networks. We explore social network navigation
aimed at finding and describing links between a source and
a target person. Once relationships are determBedalX-

also needs to define and implement strategies for generat-
ing abstract relationship explanations.

Unlike other work that computes the reputation of a per-
son (e.g., Golbeck and Hendler, 2004), we aim at providing
explanations concerning the relationship of a person to the
user by analyzing social networks.  Focusing on relation-
ships rather than reputation allows our approach to provide
explanations relative to any particular user. Our approach
could be viewed as describing contextual importance rela-
tive to a user rather than reputation relative to a commu-
nity.

Some examples of how the proposed approach might

plain also needs to define and implement strategies for gen-

i | ) 1 work in scenarios, including tablets and cell phones follow.
erating abstract relationship explanations.

Consider a situation where someone may want to filter or
prioritize emails according to the relationship between the
recipient and sender. In another scenario, cell phone users
may want to filter ringing or answering based on their
Relationships play an important role in applications involv-  potential relationship to the caller. In the scenarios, we will
ing collaboration. In many situations, collaborators may explore how social network navigation and reasoning may
desire some explanation of a relationship between them- pe used to determine relationships and also how our expla-
selves and a potential agent before they will consider ac- nation infrastructure may be leveraged to deliver the in-
cepting a message, phone call, calendar request, or otheformation in an operational manner. The scenarios include
interaction. We are investigating issues involved with ex- examples with cell phone and web browsing capabilities
plaining relationships.  In this work, we focus on expla- and access to data sources such as web accessible phone
nations of relationships between entities, and in particular, hooks, personal and public email address books, and friend
between persons. We note that there is an increasingof a friend (FOAF) files available from social networks.
amount of social network data on the web. This data may we initially intend to leverage FOAF files available on the
be Ieveraged to prOVide information about relationships. In Web, but Socia|)(p|ain is open to exp|0ring proprietary
the mobile computing ecosystem, with its many mobile social net data such as Orkut's, MySpace’s, LinkedIn’s,
devices and software applications, explanations of relation- etc.

ships between potential communicating entities may be |n this paper, we describe our approach for generating
critical to managing interconnections. TiEcialXplain  explanations of relationships described in social networks.
project was initiated to investigate methods for generating |n particular, we describe a methodology used to explain
explanations of relationships leveraging distributed social re|ationships using “community discovery” in a way that
networks. We explore social network navigation aimed at computational effort is minimized.

finding and describing links between a source and a target

person. Once relationships are determingdcialXplain

Introduction

Social Networks

Copyright © 2008, Association for the Advancement of Atrtificial Intelli-

gence (www.aaai.org). Al rights reserved. Social networks are, naturally, represented in the form of

graphs, where each person corresponds to a vertex and the
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edges represent the relations between such persons. Thand finds communities in a time that is linearly scaled with
degree of a vertex equals the number of edges that it pos-the graph size.

sesses. Studies show that, in a social network, the degree of

a vertex is on the order of hundreds. One of the most inter- An Analogy with Electric Circuits

esting and influential studies about social networks was This method does not use the edge-removal strategy, since
conducted by Milgram (Milgram, 1967). His experiments i i hased on the notion of a decrease in voltage between

inspired various others and came to identify some of the ¢ hodes of a network, in an analogy with electric circuits.
foremost characteristics of social networks. Some of theselt is capable of discovering communities in a time that is

characteristics have been observed in other kinds of net-"nea”y scaled with the graph size (number of vertices and

works as well. Among those characteristics, we can point gqqes) Another interesting quality of this algorithm is the

out the following: _ _ possibility of discovering a community that contains a
« Small diameter and mean path. The first conclusion after particular vertex, without the need to extract all the com-

Milgram’s experiments was that the social networks pre- muynities from the graph (Wu and Huberman, 2004).
sent a low mean-shortest path length between pairs of \ye Wil jllustrate the operation of this algorithm show-
vertices. _ ~ing how it behaves in the simplest case — dividing a graph
* Strong group. Social networks tend to possess a highinto two communities. Let's suppose, also for the sake of
clustering coefficient, reflecting the organization of the simplicity, that we already know that nodes A and B be-
individuals in communities. long to different communities, which we will call, and
» Distribution according to a law of power. This distribu-  C,, respectively. Then we will show how we can get
tion reflects the existence of few vertices with a very around the fact that we have no knowledge that A and B
high degree and many vertices with a low degree. belong to distinct communities, which is the most common
Currently, the great popularity of virtual social networks situation. We assume each edge as being a resistor with the
such as Orkut, Facebook, and LinkedIn, among others, same resistance and that the terminals of a battery were
verifies that people are willing to make their personal in- connected ta\ andB, leaving them with fixed voltages of
formation available in exchange for facilities in social 0 and 1. In this way, it is possible to see the graph as an
relationships via the Internet. Initiatives such as FOAF electric circuit with a current flowing through its edges.
(friend of a friend) and, more recently, the Google Social Utilizing the equations of Kirchhoff (Kirchhoff's circuit
Graph API, point toward a strong trend of formation of a laws)—well-known in the study of the electricity in phys-
single virtual social network, as distributed and accessible ics—it is possible to obtain the voltage value in each node.
as the network formed by Web pages. This value should vary at a pre-defined interval; let's say
from O to 1. Through the value of its voltage, we can de-
. f . termine if a vertex belongs t6; or to C,. More specifi-
Discovery of Communities cally, we can affirm that a vertex belongs @ if its

Communities are subsets of densely interconnected verti- voltage is higher than a threshold—let's say 0.5—or be-
ces, but that present few connections among themselvesongs toC;if its voltage is lower. In the case of a tie, some
(the subsets). The ability to find communities in a network tie-breaking criterion must be used, such as (for instance)
has several practical applications. In a social network, such opting to classify the vertex as belonging to the larger of
communities can represent social groups; in a collaboration the communities.
network, they can represent articles about a given topic; on For example, consider a vert€xthat is connected to
the Web, they can represent pages on related matters. neighborsDy,...,D,. Kirchhoff's equation states that the
Some methods try to identify the graph edges that are current that enter€ is the same current that leaves it.
found within the communities, others try to identify the Therefore the total flow of current i@ should add up to
edges that are found between communities. Edge- Z€ro. As shown in Equation 1.
Betweenness (Girvan and Newman, 2002) is an example of
a method that discovers the communities of a graph by . . VeV
progressively removing weak edges of the original graph. Z___jf: = 21_1%
Its complexity is on the ordéd(nn), wherem is the num- ) '

ber of edges and is the number of vertices. Such com- i )
The voltage of any vertex is the average of that of its

plexity makes its application impracticable in large and X S i
dense networks such as social networks. For this reason,N€ighbors. If the majority of the neighbors@felong to
communityX, the value ol will indicate thatC belongs

we have dedicated special attention to another method that

makes an analogy between networks and electronic circuitstp X. Th'_s algorithm functions by CaICl.Jlatmg’ on an itera-
tive basis, the voltage of all the vertices. Afterwards, by

=10, (1
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analyzing the spectrum of the calculated voltages, the algo- order for a relationship to be established. In this situation,
rithm seeks the largest gap that is nearest the center of theexplaining the origin of a piece of information based on the
spectrum. Figure 1 shows the spectrum of voltages of a social relationships of its producer can be a reliable way to
graph. The dashed green line shows the gap chosen taattribute a degree of reliability to such information (Gol-

make the partitioning.

0.2 0.4 0.6 0.8 1

Figure 1. Division of the voltage spectrum in two candidate
communities.

As mentioned previously, in the most common case, we
do not have the prior knowledge that the vertices that will
be connected to the terminals of the battery (A and B)
belong to distinct communities; and if two vertices are
chosen that belong to the same community, the result of
the algorithm will not be correct. This is called the “poles
problem.” Wu proposes a probabilistic method to get
around this problem. The method consists of randomly
choosing two vertices and dividing the graph into commu-
nity candidates, and repeating this several times. Approxi-
mately half of the results will be correct. To improve the

method of selection of the poles, just choose vertices that

are not neighbors. By doing so, the probability that we will

choose vertices of the same community is less than 50%,

suggesting that most of the results are correct. It is thus
possible to apply a majority vote to determine the commu-
nities.

If we need to find the community of a particular vertex
D, instead of all the communities of the graph, it is possi-
ble to make the process even more efficient. To do so,
instead of randomly choosing two vertices, we can set
vertexD as one of the terminals and divide the graph into
two communities: the community of the vertices that be-
long to communityD and the community of those that do
not.

Explanation of Social Relationships

We believe that, in various situations, it is highly useful to
consult details about the origin of a piece of information
that is being presented to us, if we have access to the dat
of the social network to which its producer belongs. Know-
ing such producer’s relationships, habits, characteristics
and other production is fundamental for us to measure the
degree of reliability of that source of information, which
was theretofore unknown. Notice that, among the cited
items, social relationships are the most difficult to be
forged, assuming that—in a reliable virtual social net-
work—the confirmation of both parties is necessary in
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beck and Hendler, 2004).

Virtual social networks, in addition to information on re-
lationships, generally possess large quantities of personal
data entered by the users themselves. This data can be
utilized to supply other forms of explanation: everything
from simple retrieval of data (like displaying personal
properties of the sender such as surname, city of residence
or place of work) to the achievement of comparisons with
the properties of the receiver aimed at displaying similari-
ties.

An efficient explanation must provide the receiver with
sufficient information to decide, for example, if he/she
should trust the email content. We believe that, by analyz-
ing the relationships in common with the sender, in certain
situations, it is even possible to infer the intention of the
person who is seeking the receiver at that time. The analy-
sis of this explanation can also be utilized to prioritize
his/her incoming emails. In this way, a differentiated prior-
ity would be assigned to emails from the closest people.

There are situations in which characterizing the relation-
ship between two people is not trivial. Presenting the
friends that connect both people can generate an explana-
tion that is hardly informative, or even confusing. This
situation occurs when the distance between the vertices is
very long (This is José, who knows... who knows... who
knows... who knows you). It is necessary to implement
alternative strategies of explanation. The alternatives must
vary with regard to the cost of processing and quantity of
information produced in the explanation. Below, we will
present several possible strategies of explanation capable
of characterizing an unknown person on the basis of in-
formation contained in social networks.

Characterization by Properties

Virtual social networks, in addition to storing and shar-
ing relationships among people, also store (and share)
personal information on the participants in such networks.
This constitutes one of the main reasons for controversies
of virtual networks regarding security and privacy of the

é)articipants. On the other hand, some relationship net-

works utilize such information to induce a meeting be-
tween two people with similar characteristics. This is the
simplest of the strategies and can be used if all of the oth-
ers happen to fail or when there is no availability of a com-
puter environment robust enough to perform algorithms on
large and complex graphs. It consists, basically, of present-
ing the visible information (virtual social networks gener-
ally use levels of visibility for the attributes contained in



the user profiles) for the receiver of the message to exam-mined vertex. Having done that, we need to characterize
ine before accepting the invitation for communication. the community that was discovered in order to order to cite
Imagine that you have just taken part at an event in the it in the explanation. Such a strategy is used whenever the
state of Ceard, Brazil, and several days later you receive ansenderbelongs to a different community as treeeiver
email from an unknown sender. Upon requesting informa- Based on the small-world property, we can affirm that the
tion about the sender, you get an explanation saying: This chance that we will find a member of this group who has a
is José who lives irCeara, Brazil. This explanation would close relationship with the receiver is quite high. In our
be sufficient for you to assume that it must be someone tests with a graph generated from FOAF files with average
you met on your trip. The application responsible for gen-
erating the explanation might have a rule saying that, if the
sender resides in a location different that that of the re-
ceiver, it is informative to display the property that relates
to Place of Residence in the explanation. Receiver

O

Sender

Characterization by Properties in Common

In this explanation strategy, we make a comparison be- Sender Community

tween the attributes (characteristics) contained in the pro- _ o _

files of the sender and of the receiver and we present the Figure 2. Characterization of the sender's community

possible similarities. For example, by utilizing this strat- by & third participant closer to the receiver.

egy, we could produce the following explanation, based on

values of the “Place of Work” property: “This is José who shortest path of 5.6 steps, after community identification
has the same Place of Work as yours.” To produce this the average shortest path between a sender and the receiver
type of exp|anation, a prior mappmg would be necessary Community is 2.4 StepS. Once that closest member has been
that identifies those properties—modeled by the social identified, we have a way to characterize the discovered

network under analysis—that could be considered informa- community. We can characterize it as “the Community of
tive by the receiver for the identification of an unknown the member”. Then it becomes possible to build the follow-

sender when the value thereof is equal for both. ing explanation: “This isJosé who belongs tthe com-
munity of Maria who knows you”. Figure 2 illustrate this
Characterization by the Shortest Path (Indirect situation

Relationship)

In situations where the vertices are found at a maximum of ) o
three steps away, we consider it informative to show the Virtual social networks are dynamic in nature. New mem-
shortest path (or a subset thereof, when there is more tharPers are frequently included while others are removed.
one) as a way of characterizing a producer of information. Similarly, new relationships are established at a time when
This strategy is commonly presented by virtual social net- Others cease to exist. Capturing this dynamic nature is
works when we access the page (profile) of a person who €ssential when searching for information implicit in the
is not on our personal list of friends. It is easy to perceive Structure of the network. In particular therocess of
that the explanation produced by this strategy tends to getcOmmunity discovery - which is computationally very
longer as the shortest distance between the sender an@XPensive - needs to take into account the latest network
receiver increases. Dijkstra’s shortest path algorithm UPdates to provide accurate results. However, applying
(Dijkstra, 1959) with a maximum depth was implemented COMmunity discovery algorithms to each request for expla-
for computing the distance between sender and receiver ~ Nation in large networks is computationally impractical.
Therefore we propose the implementation of the calcula-
Characterization by the Community to which the tion of voltages in_ sp_aced moments. _In the initial stage
Sender Belongs (stgrtup of the application), the calculatlo.n of voltages runs
] ) ) ) n times (say n = 50). Each implementation of the calcula-
To explain the relationship bet\(veen two \{ertlces Fhat are tion of voltages is a spin. Each round produces a set of m
more than three “steps” away in a more informative and community candidates that, at the end of n rounds, pro-
succinct manner, we can seek a way to charact.erlze theéquces a set of S1(x n) community candidates. Pairs of
sender by the community to which it belongs. First, we anqom vertices are chosen as poles of the "circuit” in each
identify that community using the method proposed in (WU  1qnd. The community candidates resulting from this proc-
and Huberman, 2004) because it features low complexity gss reflect the current state of the network, say, atttime
and enables the discovery of the community of a predeter- o on receiving the first request for explanation, whereas

Capturing the Social Net Evolution
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the underlying network may have changed since the initial combine both of them in the following way: “This Js-
moment, a recalculation of voltage is run by setting up the sephwho belongs to the community bhifor Professors
vertices representing both sender and receiver as poles. Asand to the community dflaria, who knows you.”

a result of this new round, a new set of community candi-

In the next section, we describe the implementation of

dates is obtained and embedded in the initial set S. In thatthe prototype capable of performing the last two explana-
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Figure 3. Graph with voltages between a sender(voltage 1)
and receiver(voltage 0).

instant, the candidate of the first round (older) is excluded

tion strategies presented.

Implementation of the Prototype

We implemented a prototype that is capable—by analyzing
the graph of a social network—of producing a combination
of the last two strategies presented: characterization by
shortest path and characterization by community. We
chose Python as the language because it enables quick
prototyping and because it is easily integrated with the C
programming language. The use of efficient languages
such as C is fundamental for applications aimed at manipu-
lating large social graphs. In order for us to represent this
graph, we used NetworkX, a Python package designed for
the creation, manipulation, and analysis of complex graphs.

We have used FOAF files represented in a graph of
19.396 vertices e 175.034 edges with 5.38 on average of
shortest path between two vertices.

Our model of the social network is read from a database

of S. Each new request, the set S is updated with additionand completely loaded in the memory. To avoid excessive
of the new candidate and exclusion of the oldest, We thus consumption of the resources of the application’s server,

keep the size of S in x m candidates in which the major-
ity vote to identify the communities is done. In this particu-

we store only one unique identifier in each node of the
model in memory. The loading of the model is done only

lar case, as we are interested in discovering the communityonce, at the startup of the application. Figure 4 depicts the
of the sender, we apply majority vote to find out, those that SocialXplain architecture where a crawler, periodically,

appear most often in the same community of the sender.

Using the Voltages as Heuristics in the Search for
the Shortest Path

Another reason for choosing the voltage algorithm to iden-

tify the communities is that we are using the voltages com-
puted by the algorithm as a gradient for driving the search
of the shortest path between two vertices (see Figure 3 for
illustration). We have then used this information as a heu-

ristic for a hill climbing search for finding the shortest-path

between two vertices. We have obtained 95% accuracy (in
terms of succeeding in finding the shortest path) using such
a heuristic. We also use these heuristic values for driving
the search of the shortest path between the sender and the

receiver community.
If the underlying social network provides support for the

creation and maintenance of communities by the users
themselves, we can further refine the explanation above.

By consulting the user-defined communities, we could find

updates the social network file from distributed FOAF
files. This dynamic model is then used by the Explanation
Module (EM) for elaborating explanations. In order to
facilitate reuse, we developed that application as an inter-

Social Network Crawler

FOAF Network

Restful
Interface

Explanation
Module

Network Model

SocialXplain

Intermet

Figure 4. Schema of the Application as a restful service.

those that most closely resemble the one that was auto-face in the restful service model (McMilian, 2003). Appli-

matically identified. Then it would be possible to build the
following explanation: “This islosephwho belongs to the
community of Unifor Professors” Or we could even
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cations access the EM by a simptép call, thus creating a
platform whereSocialXplain'sexplanation service may be
easily used by applications with many different platforms.



As an application example, we simulated an interface ships. Using PML (McGuinness et al, 2007), we can share
where the user logs on to the system, informing only explanations across many different systems and also can
his/her email. The system presents a list of messages gencombine explanations generated from diverse sources. We
erated automatically, having another participant of the can also leverage the Inference Web (McGuinness and
network as the sender. The user has the option of askingPinheiro da Silva, 2004) tool suite for manipulating expla-
the system who that sender is. The system then uses thenations. We also plan to enrich the Inference Web toolkit
following strategy to produce the answer: with some tools specially designed to explain the relation-
1.1f the receiver (user who is logged on) and the sender areships of the observer of the proof—identified by means of

located at most three steps away from one another, thethe application login—with the people identified as the

system presents the common friend that unites them. origin of information contained in the observed proof.

Otherwise go to 2;
2.1t identifies the community of the sender and uses the

community member closest to the receiver to character-

ize that community in the explanation. Dijkstra, E.: A note on two problems in connexion with

All the algorithms and strategies are implemented in Py- graphs, Numerische Mathematik, 1959.
thon using the networkx.Graph class as a model for the Girvan, M.; and Newman, M.E.J.: Community structure in

social network. We are also extending email clients for g,ia| and biological networks. Proc. Natl. Acad. Sci. 99
accessing this service from two kinds of Nokia's devices: (2002) 7821-7826.

the N800 tablet and the S60 cell phones.
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