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Abstract 
Websites often use ‘wrap contracts — clickwrap and 
browsewrap agreements — which include provisions that 
permit websites to track and exploit customer information. 
In this paper, I propose that the law conceptualize a web-
site user’s act of inputting or uploading information as 
constituting a limited license to the website to use the in-
formation for very expressly defined purposes. Websites 
that desire to use the information for purposes other than 
these narrowly defined ones should craft online agree-
ments so that the user/licensor must physically indicate 
agreement with the nature and scope of the license by 
clicking once for every line containing a right or use per-
mitted by the licensee. Incorporating a technological bur-
den or hassle negatively affects the user’s experiences and 
may give less intrusive companies a competitive advantage 
over more intrusive ones. 

Introduction 

Websites often use ‘wrap contracts — clickwrap and 
browsewrap agreements — to establish legal relations 
with site visitors. A visitor to a website typically has no 
ability to negotiate or modify such agreements. Courts 
have generally recognized the validity of these online 
contracting forms provided that the user had notice of 
their existence on the site and the terms were not uncon-
scionable.  
 Online agreements typically include provisions that 
permit the websites to track and use visitor data. Given 
the recent publicity in the news media about website 
tracking of customer information, some users may be 
aware of the general existence of such practices even if 
they themselves have not bothered to read the ‘wrap con-
tracts of the sites they regularly use. But even those users 
that have some knowledge of website customer privacy 
practices may not have an accurate perception of the na-
ture or extent of such practices. Websites may respond to 
customer ignorance or inaction by inserting increasingly 
more aggressive and intrusive terms in ‘wrap contracts 
unless and until consumers and consumer advocacy 
groups demand protective regulatory action. Regulatory 
action may come with its own drawbacks, including inef-
fective disclosure requirements or a ban on types of track-
ing that customers may want. In this paper, I argue that 
websites must adopt corrective measures to forestall regu-
lation of how websites may communicate privacy policies 

to users. These corrective measures involve the imple-
mentation of technological measures that mimic the safe-
guards that were traditionally incorporated into contract 
doctrine prior to the advent of mass consumer agree-
ments. I will first examine the problem of online agree-
ments that exploit their commercial power by overreach-
ing and intrusive privacy terms. Next I will discuss my 
proposed solution.  

 With Bargaining Power, Came Greed 

The model upon which contract law is based is that of two 
parties negotiating terms that are to his or her advantage. 
Contract law doctrines were shaped in accordance with 
this model and persisted even as society changed so that 
the model no longer reflected every – or even most – 
commercial transactions. Thus, as mass market sales be-
came possible with industrialization, so did mass con-
sumer form contracts. Given the impracticability of nego-
tiating, modifying or even discussing contractual terms 
with each of its consumers, companies found it much 
more convenient and efficient to create standard terms for 
standard business transactions. The courts accommodated 
changing market realities by enforcing these “contracts of 
adhesion”, i.e. non-negotiated form agreements drafted by 
one party and signed by the other.  
 Similarly, ‘wrap agreements evolved from a business 
reality confronted by software companies. At the begin-
ning of the era of personal computers, some software pro-
ducers were uncertain whether copyright law protected 
software. Because digital information could be easily cop-
ied and distributed, many software producers insisted 
upon licensing their software rather than “selling” it, thus 
avoiding the first sale doctrine.1 The license was granted 
by using a mass market contract but one that didn’t incur 
the transactional hassle of having the customer sign any-
thing. Thus was the “shrinkwrap” license born, and with it 
the whittling away of traditional contract law require-
ments of manifestation of assent. Courts held that the 
mere ripping away of plastic constituted contractual as-
sent. "Clickwraps" required even less physical actions – a 
mere click of a mouse on a computer. "Browsewraps" or 
terms of use require still less physical manifestations of 

                                                 
1 Step-Saver Data Systems, Inc. v. Wyse Technology, 939 F.2d 91, 96 
n.7 (3rd Cir. 1991)(noting that form licenses were first developed for 
software largely to “avoid the federal copyright law first sale doctrine.”) 
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assent, necessitating merely that there be constructive 
awareness on the part of a user. 
 This is where greed comes in. While the willingness of 
the courts to accommodate market realities is admirable, 
the willingness of websites to capitalize on the deteriora-
tion of one foundational contract doctrine — contractual 
assent — to pervert the meaning of another — considera-
tion — is truly alarming. While a website user may trade 
or “bargain” personal information for some purposes, it 
may not know that it has also unwittingly permitted much 
more intrusive uses. In some cases, the user may have de-
clined to use the website if it had known about those other 
uses.2 The user desires to enter into one type of bargained 
for exchange but has, in fact, entered into another, far 
more intrusive, one due to the attenuated nature of assent 
represented by online agreements. 
 For example, on the msn.com website, a user is notified 
of the existence of Microsoft’s privacy policy only by 
scrolling down to the very bottom of the page. The link 
merely states “MSN Privacy.” The user must click on 
those words in order to reach a second page which pro-
vides certain “highlights” of Microsoft’s privacy policy. 
These highlights include general statements, such as 
“When you register for certain Microsoft services, we will 
ask you to provide personal information. The information 
we collect may be combined with information obtained 
from other Microsoft services and other companies.” 
Revelations about their user tracking policy is given a 
consumer-friendly spin, as though such a policy were in-
tended primarily to benefit the consumer, “We use cook-
ies and other technologies to keep track of your interac-
tions with our sites and services to offer a personalized 
experience.” The highlights page provides a link to an-
other page for the full privacy statement. The privacy 
statement reveals that these “other technologies” include 
“website analytics tools” used to “retrieve information 
from your browser, including the site you came from, the 
search engine(s) and the keywords you used to find our 
site, the pages you view within our site, your browser 
add-ons, and your browser's width and height.” They also 
include “cookies and web beacons… to collect informa-
tion about the pages you view, the links you click and 
other actions you take on our sites and services.” Micro-
soft also collects “certain standard information that your 
browser sends to every website you visit, such as your IP 
address, browser type and language, access times and re-
ferring Web site addresses” and delivers advertisement 
and provides “Web site analytics tools on non-Microsoft 
sites and services, and we may collect information about 
page views on these third party sites as well.” To opt-out 
of receiving personalized advertisements, the user can 
click on another link. Alas, the user soon discovers that 

                                                 
2 A recent survey indicates that two-thirds of respondents were opposed 
to online targeted advertisements and that it matters to them how their 
movements are being tracked. See Joseph Turow, Jennifer King, Chris 
Jay Hoofnagle, Amy Bleakley and Michael Hennessy, Contrary to what 
marketers say, Americans Reject Tailored Advertising And Three Activi-
ties That Enable It (2009).  

opting out does not mean that customer tracking will 
cease, as “even if you choose not to receive personalized 
advertising, Microsoft will continue to collect the same 
information as you browse the web and use our online 
services. However, this information and any information 
collected from you in the past won’t be used for display-
ing personalized ads.” 
 The highlights page indicates that a user may contact 
Microsoft to opt-out of receiving emails or personalized 
advertisements. The highlights page, however, does not 
permit the user to opt-out from this page. In order to opt-
out of receiving emails, the user must click on another 
hyperlink which transports the user to still another page. 
This page breaks down email communications into sev-
eral different categories, depending on both the type of 
communication and the type of service. In other words, 
the user cannot opt-out of all Microsoft email communi-
cations at one time – he or she must address each type of 
communication for each type of service separately. The 
user’s quest to opt-out of emails, however, doesn’t end 
there. If the user decides to opt-out of marketing commu-
nications from Microsoft.com, for example, the user must 
click on that category and is sent to the Microsoft.com 
Profile Center. Here, even a persistent user may be mysti-
fied for there is no indication on this page that the user 
may opt-out of marketing communications. Instead, the 
front page links state “Update your personal information,” 
“Update my contact preferences,” “Update my technology 
interests,” etc. From there, the user must again select a 
category. At that point, the user is then sent to a page 
where he or she is required to sign in to his or her Micro-
soft account in order to then opt-out of receiving market-
ing communications. 
 Other websites are not as demanding as Microsoft, but 
many of them do bury their privacy policies and terms of 
use at the bottom of web pages, in small print and past the 
page break – necessitating scrolling on most computers 
and multiple clicks to opt-out or register disagreement. 
 

 Implementing Technological  
Measures that Manifest Actual Assent 
As the previous section illustrates, some companies have 
implemented ‘wrap contracts to do much more than com-
bat unfair or infringing conduct — they have used them to 
implement unfair business practices that can deceive, an-
noy and manipulate consumers into relinquishing personal 
information.  
  The judiciary’s recognition of ‘wrap contracts reflected 
an admirable policy of encouraging innovation and ac-
commodating the needs of the fledgling software industry. 
The overreaching by some websites should not delegiti-
mize the form of ‘wrap agreements; rather it should indi-
cate that the form needs some adjustments. In other 
words, to recognize that online agreements are not per se 
invalid should mean neither that all online agreements are 
valid nor that every provision in an online agreement is 
enforceable. Instead, I propose that websites should im-
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plement technological measures that require users to 
manifest actual assent to certain provisions. The user 
would not be required to manifest assent to the permission 
to use the website (typically, under the “license grant” 
provision”) or to the description of provided services. 
Both provisions merely explain what the website is offer-
ing the user. These types of provisions do not purport to 
take away any rights from or impose any obligations upon 
the user. In other words, provisions that explain what 
rights the website is giving up or what services it is obli-
gating itself to provide do not require actual assent. The 
user has no right or obligation to force or change the na-
ture of the website’s business by, for example, demanding 
different services or products. Accordingly, the user’s as-
sent can be presumed. 
 Other provisions, however, should require a manifesta-
tion of actual assent by the user. These provisions would 
be those that seek to use information provided by the user, 
such as personal identifying information, or purport to 
wrest away from the user certain rights that it would oth-
erwise have. In essence, what website privacy policies 
and ‘wrap agreements do is give websites a license to use 
customer information. Contract law should recognize that 
when a user inputs or uploads content, the user is granting 
the website an implied limited license to use that content 
solely for the stated purpose – i.e. to process a credit card 
transaction or to register as a site member. If the website 
wants to use the content for other purposes, such as sell-
ing the information to marketers, it must obtain a broader 
license. The practical problem is that because the licen-
sees, and not the licensors, draft the license, they tend to 
draft these licenses in very broad terms which favor the 
licensee. 
 The law must recognize that the impracticability of re-
quiring individually negotiated agreements in mass con-

sumer transactions cuts both ways. While there may be 
legitimate business reasons for utilizing ‘wrap agree-
ments, the user should not be the only party to bear the 
burden of a contracting form that primarily benefits the 
website. Because the user/licensor is the party granting 
the website a license to use its personal information, the 
online agreement should be structured to require the user 
to actively assent to indicate the nature and scope of that 
license. The interaction between the user and the website 
would stop until the user has manifested assent to the type 
of information that the website would like to exploit and 
the ways in which the website would like to exploit it. 
The more uses that the website wants for the information, 
the more it has to “bargain” for them, by requiring a cor-
responding click. I propose that a click be required after 
each line that contains a type of information or a type of 
use, i.e. the “scope” of the license granted by the user to 
the website. Consequently, websites could no longer hide 
their privacy policies and terms of use in interior pages 
that require multiple clicks to access.  
 The business risk for the website, of course, is that the 
more clicks a user faces, the greater the likelihood that the 
user will abandon the interaction; the fewer clicks, the 
greater the user appreciation. But that is precisely why 
these additional clicks should be required – ease of use 
would then correlate with relinquishment of rights or in-
formation. Companies that greedily seek more uses for 
customer data would be at a competitive disadvantage 
from those companies who use customer data for more 
narrowly defined purposes. The result is an interaction 
that resembles an actual “bargained for exchange”, where 
the website must balance the uses with the risk of user 
abandonment and the user has greater ability to “craft” a 
license that reflects his or her intent in entering into the 
contract. 

 
 
 
 
 
 
 

 

112




