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Abstract

Designing new watermarking models for the authen-
tication of transmitted images over wireless multime-
dia sensor networks is an essential need. Indeed, wire-
less networks require considering several constraints
including execution time, robustness, and fault toler-
ance against different attacks. Computational intelli-
gence and knowledge discovery approaches, such as
rough set and Formal Concept Analysis (FCA), make it
possible to efficiently exploit the host image character-
istics to identify interesting locations for watermark em-
bedding. In this paper a robust watermarking approach
based on FCA is proposed. It derives relationships be-
tween the image’s blocks described through a set of tex-
ture features, and uses these relationships to identify
the more interesting blocks for watermark embedding.
The experiment’s result proves the efficiency of the pro-
posed technique in terms of imperceptibility and robust-
ness against different attacks.

Introduction

The emergence of many applications that transmit digi-
tal images over wireless multimedia sensor networks re-
quires maintaining the security and authentication. The en-
vironmental monitoring, remote sensing images, and med-
ical image analysis (Sudhir 2015) are widely used appli-
cations based on transmitting images across wireless net-
works securely. The characteristics of targeted image can be
used to infer a meaningful knowledge from the explicit im-
age information (Sawant 2010). The color representations,
the texture/smooth nature, and the structure of image’s sur-
face/background are important characteristics of the digital
images. The Formal Concept Analysis (FCA) is a funda-
mental technique in the field of knowledge discovery and
image mining (Priss 2006). It has a significant role in dif-
ferent applications including e-healthcare system (AlShaikh
et al. 2016), software engineering (Tilley 2005) and linguis-
tic (Priss 2005). Few applications in the watermarking field
were recently proposed (AlShaikh et al. 2016; Quist-Aphetsi
et al. 2015). In this paper, the FCA theory is used to mine the
texture features of targeted images. The DC, skewness, kur-
tosis, and entropy are four descriptive texture features that
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may be analyzed by FCA to find a meaningful knowledge,
which helps in determining highly textured blocks of tar-
geted image. These blocks are preferable for a robust em-
bedding of the watermark, since human’s eye is less sensi-
tive to modifications in textured regions (imperceptibility).
Four metrics are considered to evaluate the performance of
the proposed model with respect to the constraints of wire-
less networks: the perceptual quality of embedded image
through Peak Signal-to-Noise Ratio (PSNR) and Structural
SIMilarity (SSIM), the robustness of embedded watermark
through Bit Error Rate (BER) and Correlation Coefficient
(CC). The rest of this paper is organized as follows: the re-
lated work is presented in section 2. Section 3 presents a
background of FCA and texture analysis of digital images.
Section 4 presents the system model and section 5 deals with
the experiments result. The paper ends by a conclusion in
section 6.

Related Work

This section explores some of the suggested watermarking
models based on image mining, computational intelligence
and knowledge discovery techniques, in order to provide im-
age authentication. Most of them used the image texture
analysis features as main input to the different techniques
of mining and knowledge discovery.

The authors in (Quist-Aphetsi et al. 2015) proposed a
digital image watermarking approach in the spatial domain
based on image features built from FCA. The first step of
the watermarking approach is the extraction of image fea-
tures using FCA. For the application of the FCA process,
the arithmetic mean, the standard deviation, and the entropy
of the image are used. The concepts resulting from the ap-
plication of the FCA process are used to generate the wa-
termark. A change in a pixel value results in a change in
the concepts generated from the image using the FCA. The
proposed watermarking approach was combined with a ci-
phering approach based on pixel displacements. The con-
cepts generated using FCA are maintained throughout the
process. This makes it possible to authenticate images from
their ciphered version, using the FCA concepts.

In (AlShaikh et al. 2016) the authors proposed a water-
marking approach in the spatial domain based on FCA, in
order to improve the robustness of medical images. After
isolating the zeros at the edge of the original image, four
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12×12 sub-matrices are first extracted at the four corners of
the rest of the image. Each sub-matrix is then converted into
a matrix of size 144×8 resulting from the conversion of each
pixel value of the sub-matrix into its 8-bits representation.
The formal concepts are then built from the binary repre-
sentation of the sub-matrices, the extents been row numbers
and the intent been column numbers. The watermark is built
from information extracted from the header of the DICOM
(Digital medical imaging and communication in medicine)
image. It is inserted at the locations obtained from the appli-
cation of the FCA process previously described. The exper-
imental results show the extraction of the embedded water-
mark image with high quality, low payload, and low com-
putational complexity from the attacked watermarked image
after some attack scenarios.

Recently, the authors in (Ghadi et al. 2016) proposed a
semi-blind associative watermarking model to achieve the
image authentication based on texture analysis and frequent
patterns mining. The proposed model mines four textured
features (DC coefficient, skewness, kurtosis, and entropy) to
extract most frequent pattern. The extracted pattern is used
to identify more textured blocks for embedding watermark.
The experiments result proved the efficiency of the model in
terms of BER, CC, and PSNR against different attacks. The
advantage of this approach comes from the fact that embed-
ding a watermark in highly textured regions would be less
sensitive to the attacker’s eye (preserve the perceptual qual-
ity of host image) and then will maintain good robustness
against different attacks.

Background

Principle of FCA

FCA is a technique used to investigate and analyze image
characteristics, in order to find meaningful and comprehen-
sive knowledge (Poelmans et al. 2010). It was developed
in the field of data mining, knowledge representation, and
knowledge discovery in databases (Alqadah and Bhatnagar
2011). FCA manipulates a data matrix, which combines set
of objects and set of attributes, to find the set of all objects
that share a common subset of attributes and the set of all
attributes that are shared by one of the objects.
FCA theory relies on different notions. The basic notion in
FCA is a formal context defined as a triple β=(G,M,I), where
G is a set of formal objects, M is a set of formal attributes,
and I is a binary relation called incidence such as I ⊆ G×M.
The notation gIm stands for (g,m)∈I, which is read as: the
object g has the attribute m (Poelmans et al. 2010). A pair
(X,Y) is a formal concept (FC) of (G,M,I) if and only if: X
⊆ G (X is a subset of objects of G), Y ⊆ M (Y is a subset of
attributes of M), X’=Y (X’ is the set of attributes in M such
that all objects in X have all attributes in X’), and X=Y’ (Y’
is the set of objects in G such that all attributes in Y fall un-
der all objects in Y’). X and Y are respectively called the
Extent and the Intent of the FC.

Texture analysis of digital images

In the literature, there are four descriptive features used com-
monly to define the texture property of image. These fea-

tures include the DC coefficient, skewness, kurtosis, and en-
tropy. All of these features are presented in (Ghadi et al.
2016) along with the algorithm used to discriminate between
textured and smooth blocks.

The DC feature expresses the average information of the
overall magnitude of the image, and it is used as a fine prop-
erty to define the energy of a given image. High-energy im-
age is more textured than low-energy image (Ghadi et al.
2016).

The skewness feature measures the degree of asymmetry
distribution of gray-level intensities around the mean and is
used to indicate the texture/smooth nature of image. The im-
age is textured if it is dense towards the white (i.e. in the
negative skewness) or it is dense towards the black (i.e. in
the positive skewness), while the normal distribution does
not express any knowledge regarding the texture or smooth
nature (Das 2015).

The kurtosis feature measures the flatness of gray-level in-
tensities around the mean and expresses the texture/smooth
nature of the image. If the image has low gray-level inten-
sities (i.e. it is dense toward the black), then the distribu-
tion of the gray-level intensities is flat around the mean,
this means that the image has low kurtosis value and it is
textured. While, if the image has high gray-level intensities
(i.e. it is dense toward the white), then the distribution of
gray-level intensities is peaky around the mean, this means
that the image has high kurtosis value and the information
content would be significantly low (i.e. smooth image) (Das
2015).

The entropy feature measures the uniformity of the distri-
bution of gray-level intensities of the overall image, and in-
dicates the magnitude of image’s information. High entropy
value means that the gray-level intensities are distributed
randomly along the image and the image combines disper-
sant pixels’ values, this indicates that the image has much
information and it’s close to be textured. While, low entropy
value means that the distribution of gray-level intensities is
uniform along the image and the image combines similar
pixels’ values, this indicates that the image has not much
information and it’s close to be smooth (Umbaugh 2011).

System Model

The proposed model suggests a robust watermarking scheme
based on FCA. The FCA is used to deduce the texture fea-
tures of targeted image (based on DC, skewness, kurtosis
and entropy), and then to discover a meaningful knowledge
that helps to identify highly textured blocks for embedding
the watermark. The idea of embedding watermark in highly
textured regions is correlated with HVS principles, where
the attacker’s eyes become less sensitive to any change in
highly textured regions rather than smooth regions (Yang
and Yin 2013). This in fact may lead to preserve perceptual
image quality and to achieve high robustness.The pseudo-
code of the proposed model is presented in algorithm 1.

According to algorithm 1, the proposed model operates
mainly through six steps that are illustrated in the following
subsections.
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Algorithm 1 The pseudo-code of the proposed model
1: Preliminary: defining the set x={x1, x2,..., xn} as tex-

ture features
2: Input: host image I sized M×N and watermark image

w sized L×L
3: building the Transactions matrix and Boolean matrix
4: applying FCA to extract the set of formal concepts
5: computing the frequency of each object in formal con-

cepts, as well as computing the mean and the median of
all frequencies to assign maximum one as a threshold T

6: identifying a set of highly textured blocks based on T
7: embedding watermark (I,w)
8: extracting watermark (Iwa,w)

Building the transactions and Boolean matrices

In this step, the targeted image is partitioning into L×L
non-overlapping blocks and the values of the texture fea-
tures for every block are computed to build the transactions
matrix. Subsequently, the transactions matrix is transformed
into a Boolean matrix based on the thresholds (DCmean,
skewnessmean, KurtosisT1, KurtosisT2, and entropymean).
Figure 1 presents the structure of this step.

Figure 1: The structure of transactions and Boolean matri-
ces.

Applying FCA to extract the formal concepts

In this step, FCA processes the Boolean matrix to extract
the set of formal concepts. The resulting formal concepts
present the relationships between the objects (blocks) and
the attributes (texture features). Figure 2 shows the structure
of formal concepts for a given Boolean matrix in (a), which
consists of five objects and four attributes. (b) presents the
11 resulting concepts and (c) presents one of the 11 formal
concepts that combines the set of objects {3, 5} as Extent
and the set of attributes {DC, Entropy} as Intent.

Computing the frequency of each object in the
formal concepts

The frequency of each object through all formal concepts
is computed, then the mean and the median values of these
frequencies are computed. The maximum between the mean
and median defines the threshold T.

Figure 2: The structure of formal concepts.

Identifying a set of highly textured blocks based on
threshold T

Any object (block) whose frequency is greater than the
threshold T is considered highly textured. An object whose
frequency is high in all formal concepts has a high ratio of
attributes falling under it.

Watermark Embedding Process

All blocks identified as highly textured are considered in the
embedding process. The embedding process is achieved by
applying the linear interpolation technique. This technique
gives the ability to maintain the invisibility of watermark
in the targeted image by using a proper interpolation fac-
tor t. The range of interpolation factor is ]0-1[, where using
high interpolation factor t in the embedding equation ensures
good level of invisibility. Algorithm (2) illustrates the water-
mark embedding process.

Algorithm 2 The pseudo-code of embedding watermark
1: Input: host image I, watermark image w, and interpola-

tion factor t
2: for each blocki ⊆ the set of highly textured blocks,

blocki ∈ I: block size=watermark size do
3: blockiw = (1/t)w+t×blocki : t=0.98 (1)
4: end loop
5: Output: watermarked image (Iw)

Watermark extraction process

The resulting watermarked image Iw, which holds the water-
mark data, is subject to channel errors and attacks due to the
transmission across a public network. The extraction process
in the receiver side is achieved to verify the authenticity of
transmitted images. Algorithm (3) below, presents the wa-
termark extraction process using the inverse form of linear
interpolation technique. It uses the same interpolation factor
as that used in the embedding process.

Experiments Result

This section presents the experiments result of the proposed
system against different attacks. The experiments were con-
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Algorithm 3 The pseudo-code of extraction watermark
1: Input: attacked watermarked image Iwa, the watermark

image w, and interpolation factor t
2: for each blocki ⊆ the set of highly textured blocks,

blocki ∈ Iwa: block size=watermark size do
3: wa = (1/t)w-((1-t)/t)×blocki : t=0.98 (2)
4: end loop
5: Output: attacked watermarks(wa)

ducted on four 8-bits grayscale images (Lena, Barbara, Boat,
and Cameraman) sized 512×512 pixels, and using water-
mark image sized 64×64. Initially, the targeted image is par-
titioned into 64×64 non-overlapping blocks, and the texture
features for each block are analyzed to build the Boolean
matrix. The Boolean matrix is used as input of Concept Ex-
plorer (ConExp) tool v1.3 (Yevtushenko et al. 2000), which
provides basic functionality needed to extract the set of for-
mal concepts. The high frequency objects (blocks), which
frequently appear with most formal concepts, express the
most textured blocks within the targeted image. These tex-
tured blocks are used as input for the watermark embed-
ding process. The performance of the proposed watermark-
ing system is evaluated in terms of perceptual quality and
the robustness against different attacks. The PSNR, SSIM
metrics are used to measure the perceptual quality of water-
marked image with respect to the original image, while CC
and BER metrics are used to measure the similarity and sta-
bilization between the original watermark and the extracted
watermark.

Perceptual quality analysis

The perceptual quality of embedded watermark in the host
images is illustrated in figure 3. The mentioned PSNR and
SSIM are computed without any image processing attack
on watermarked images.Figure 3 shows that the PSNR for
Lena, Barbara and Boat images reaches 44 dB, while for
Cameraman image it is equal to 45.5 dB. On the other
hand, the SSIM for Cameramen and Barbara image reaches
0.97 comparing with 0.93 for Lena and Boat images. The
highly quality of embedded Cameraman image over other
processed images comes from the lower number of blocks
considered in watermark embedding, where the number of
concerned blocks in Cameraman image is 18 blocks compar-
ing with 30, 28, and 32 for Lena, Barbara, and Boat images
respectively.

To ensure the efficiency of the proposed model in terms
of perceptual quality, figure 4 presents PSNR comparison
for Lena image between the proposed model and other mod-
els in (Lang et al. 2014, Han et al. 2016, kumar et al. 2016,
Parah et al. 2016 and Ghadi et al. 2016). Some of these mod-
els such in (Lang et al. 2014, Han et al. 2016, kumar et al.
2016 and Parah et al. 2016) use the transformed coefficients
to embed watermark, while other model such in (Ghadi et
al. 2016) use the spatial domain.

Figure 4 shows that the achieved PSNR of the proposed
model reaches 44 dB and outperforms the PSNR of other

Figure 3: PSNR and SSIM of embedded images with respect
to the original images.

Figure 4: PSNR comparison for Lena image.

models in (Lang et al. 2014, Han et al. 2016 and Parah
et al. 2016), where the PSNR ranged 40-41 dB. This re-
sult confirms the significance of texture features in defin-
ing more interesting blocks for watermark embedding with
least degradation in perceptual quality of host image. On the
other hand, the PSNR of the proposed model is lower than
the PSNR of other models in (kumar et al. 2016 and Ghadi et
al. 2016), where the PSNR is ranged 52-54 dB. This shortfall
in the proposed model can be explained by the vital role of
predefined metric (minimum support) in defining more ap-
propriate blocks for watermark embedding in (Ghadi et al.
2016) model, as well by maintaining the indiscernible prop-
erties on the perceptual quality of host image in (kumar et
al. 2016).

Robustness of watermarking system

To evaluate the robustness of the proposed system against
different attacks. The embedded images are tested against
common image-processing attacks including rotation, crop-
ping, translation, JPEG compression, Gaussian noise, and
median filtering. The presentation of these attacks is avail-
able in (Ghadi et al. 2017). These attacks are applied on em-
bedded images using the StirMark tool v.4 (Petitcolas et al.
1998) and the Matlab R2016a. The experiments result for
the four embedded images are convergent, therefore we only
present the experiments result of Lena image.
Figure 5 presents the robustness of Lena image against dif-
ferent attacks in terms of CC and BER, which are computed
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between the extracted watermark wa and the original water-
mark w.

Figure 5: The robustness results for Lena image against ge-
ometric and non-geometric attacks.

From the mentioned results in figure 5, we can show that
the CC in all cases equals 1, while the BER against non-
geometric attacks such as (Gaussian noise, median filter-
ing, and JPEG compression) is equal 0.09 and it is ranged
0.10-0.11 against geometric attacks such as (rotation, crop-
ping, and translation). These results are expected due to the
negative effect of geometric attacks on the watermarked im-
age comparing with slight effect of non-geometric attacks.
Moreover, the robustness of the proposed system against hy-
brid attacks is also tested. Figure 6 presents the robustness
results for Lena image against two hybrid attacks.
The results in figure 6 ensure the robustness of the proposed

Figure 6: The robustness results for Lena image against hy-
brid attacks.

model against hybrid attacks, where the BER ranges 0.10-
0.11 and the CC equals 1. Additionally, the results show that

the robustness against hybrid geometric attacks is less than
the robustness against non-geometric hybrid attacks.
To evaluate the performance of the proposed model, it has
been compared with other watermarking models in terms of
robustness. Figure 7 and figure 8 present BER comparison
for Lena image after 5 degree rotation, 10% cropping from
the center, Gaussian noise and median filtering between the
proposed model and other models presented in (kumar et al.
2016, Parah et al. 2016 and Ghadi et al. 2016).

Figure 7: BER comparison for Lena image after 5 degree
rotation and after 10% cropping from the center.

Figure 8: BER comparison for Lena image after Gaussian
noise and median filtering.

From figure 7, we can show that the proposed model
present an interesting BER against cropping attack compar-
ing with (Parah et al. 2016), but it has a higher BER against
rotation attack comparing with (Parah et al. 2016 and Ghadi
et al. 2016). Subsequently, figure 8 shows that the achieved
BER in this model is similar to the achieved BER in (kumar
et al. 2016 and Parah et al. 2016) against Gaussian noise
and median attacks, but it has a higher BER comparing with
(Ghadi et al. 2016).

Capacity of watermarking system

To assess the capability of proposed watermarking system to
accept large watermarks, we conduct a comparison between
the performance of embedding 64×64 watermark and em-
bedding 128×128 watermark under different attacks. This
comparison is conducted on 512×512 (Barbara) image. The
experiments result under different attacks is presented in fig-
ure 9.
The mentioned result in figure 9 shows that the CC ratio
in all cases equals 1, while the BER with embedding 64×64
watermark is better than embedding 128×128 watermark by
2-3%. This can be explained by the amount of pixels that
could be affected due to the attack on large size image.
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Figure 9: The robustness results of Barbara image against
different attacks after embedding with 64×64 and 128×128
watermarks.

Time complexity

The execution time of the proposed model on processed im-
ages ranges 27-30 seconds. With note that all executions
were achieved on Toshiba Satellite E45t-A Laptop/Intel core
i5 2.3 GHz, 6.0 GB RAM. This time is reasonable and
proves the efficiency of watermarking model to achieve im-
age authentication across wireless networks.

Conclusion

This paper suggested a robust watermarking scheme to au-
thenticate images across wireless networks based on FCA
and texture analysis. FCA is used to find a meaningful
knowledge that helps to embed the watermark efficiently,
such as to obtain a robust watermarking. The formal con-
cepts resulting from the application of the FCA method are
exploited to extract highly textured blocks in the targeted
image that are convenient with HVS and more preferable to
embed the watermark robustly. The experiments result pre-
sented interesting ratios of imperceptibility and robustness
against different attacks. The PSNR reached 45.5 dB, the
BER ranged 0.9-0.11%, and the CC reached 1.
Future work include performance evaluation of the proposed
model through real experiments on e-healthcare networks.
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