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Abstract

This paper deals with the sign up issue in social net-
works populated with Web services. These social net-
works can be used for example, to ease the discovery
of Web services. Based on Web services’ functionali-
ties three social networks are built: competition, sub-
stitution, and collaboration. In competition and sub-
stitution social networks, Web services offer homoge-
neous functionalities. In the collaboration social net-
work, Web services that offer heterogeneous function-
alities. In this latter type, Web services can be put to-
gether to develop composite services. Prior to joining
a social network, a Web service through a third-party,
named social Web service, should evaluate the pros and
cons of being member in this network. A set of quality
criteria for assessing these pros and cons are proposed.
These criteria are, but not limited to, privacy, trust, fair-
ness, and traceability. Policies for managing the sign up
are, also, provided in this paper. The adoption and effi-
ciency of these policies are monitored and assessed with
respect to the values that these criteria take. In response
to this sign up’s outcomes, these policies are fine-tuned.

1 Introduction

Web services (I¥ Ss) are recognized for their capacity in de-
veloping loosely-coupled, cross-organization inter-operable
applications. To sustain this recognition over other dis-
tributed computing technologies like CORBA, pending is-
sues such as efficient discovery and better semantic match-
ing that continue to hinder W'Ss acceptance need to be
addressed. In a previous work (Maamar et al. 2011a),
we embraced Social Networks (SNs) principles to put
forward new solutions to address these issues and hence,
boost the operation of WSs. The result is Social Web
Services (SW S’s) that can, for instance establish contacts
with peers and count on privileged ones to help satisfy
users’ needs, e.g., recommending to expand their composi-
tions with additional W' Ss. Based on WSs’ functionalities
three S N's are built (Maamar et al. 2011a): competition and
substitution S N's are populated with W .Ss that offer homo-
geneous functionalities and collaboration SN is populated
with W'S’s that offer heterogeneous functionalities. In this
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latter type, WS's can be put together to develop composite
services. A brief overview of SNs development is given
later.

In this paper we continue the efforts put into SW .S devel-
opment by examining criteria that can influence the sign up
decision of a W S'in a certain SIN. After signing up, a SW S
would like to avoid unfortunate events (e.g., attacks from
competing peers) that could negatively impact its operation
or to maximize its exposure to the external community. For
this purpose we define four criteria namely privacy, trust,
fairness, and traceability that allow a WS to assess the at-
tractiveness of a SN in terms of safety and utility. These
criteria characterize the quality of a SN. To assess these
criteria we study different policies adopted in existing social
networking online sites like Facebook for reducing the risks
of exposure of their members. We define similar policies to
cater for the particular needs, requirements, and characteris-
tics of W Ss.

Section 2 gives a brief overview of SNs and dis-
cusses SNs development. Section 3 addresses how SW S's
select which SN's to sign up in, which policies are required
for managing this sign up, how these policies are fine-tuned
in response to this sign up’s outcomes, and how these poli-
cies are illustrated. Prior to concluding some related works
are provided in Section 4.

2 Background
2.1 Social Web services brief overview

Our research work on STV Ss looks into the overlap between
social computing (Web 2.0, (Kwak et al. 2010)) and service-
oriented computing (W S’s). Current research either consid-
ers W Ss as services for user-centric SNs or develops WS-
centric SN's.

In the user-centric S N's, we identify different approaches.
Xie et al. propose a composition framework that relies on
social based recommendations of semantic W .Ss (Xie, Du,
and Zhang 2008). Wu et al. rank W.Ss using run-time
non-functional properties and invocation requests (Wu et
al. 2009). Ranking takes into account the popularity of a
WS, considered as a social element and analyzed by users.
Maaradji et al. propose an event-driven social composer to
assist users take actions in response to events such as select-
ing a given WS’ (Maaradji et al. 2010). Lastly, Nam Ko et al.



discuss the way the social Web (exemplified by the well-
known networking sites such as Facebook) contributes to
create social applications without having to build social net-
works (Nam Ko et al. August 2010).

In the W S-centric SNs, we mention our previous works
in (Maamar et al. 2011b) and (Maamar et al. 2011c).
In the first reference we introduce a method for engineer-
ing SW.Ss. This engineering requires identifying relation-
ships between W S's, mapping these relationships onto S Vs,
building SNs of SWS’s, and setting the social behaviors of
SWSs. In the second reference we weave the principle of
SNsinto WS discovery. SNs differ in the way they enable
developers to describe situations in which W' S's engage in,
for instance collaboration and recommendation. We empha-
size that W Ss should not be treated as stand-alone compo-
nents that respond to user queries, only. On the contrary,
W Ss permanently face competition and collaboration situa-
tions during selection and composition, respectively.

2.2 Turning Web services into social

Developing S Ns of S S's require six steps that range from
identifying the components of a social network to work-
ing out the means that allow to navigate through this net-
work (Maamar et al. 2011a). As stated earlier, there are
three types of SINs: collaboration, substitution, and com-
petition. The analysis of the last two in term of selection
criteria is given in (Maamar, Faci, and Loo 2012). In this
paper, we focus on the collaboration SN.

Step 1 - Identification of a social network’s components

A SN’s components refer to nodes and edges that respec-
tively, correspond to W S's and interactions between W Ss.
A collaboration edge means that a WS that is part of an on-
going composition recommends to a service engineer to in-
clude extra peers in that composition. The service engineer
either accepts or rejects the recommendation.

Step 2 - Matching analysis of Web services

To establish the collaboration relationship between W S’,
their respective functionalities are matched. These func-
tionalities describe a W.S’s profile in terms of preconditions
and effects. W.S; and WS} are potential collaborators (i.e.,
complementary) when WS;’s preconditions match W.S;’s
effects. We adopt Min et al.’s approach to establish the De-
gree of Complementary (DC) between two W .Ss (Min et al.
2009).

Step 3 - Management of the social network

The completion of this step requires a special type of
node, which we denote by Web service root. It is defined
with respect to two stages defining the life-cycle of a SNV.

e Building stage: Any W.S that will join a SN can be
treated as a root. So, the selection is random. The rest
of SW Ss in the SN will be connected to this root.

e Exploitation stage: When a SN is built, and for a certain
composition, any component W S in this composition can
be a root. The objective is to look for its potential collab-
orators.

When a SN is built for first time SW.Ss are grouped into
two clusters known as no-complementary and complemen-
tary. This happens according to the DC that a SW.S has
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with the SW.S root: when 0 < DC' < 0.49 for example,
the SW S is placed in the no-complementarity cluster, oth-
erwise the SWS' is placed in the complementarity cluster
(e.g.,0.5 < DC < 1). Itis noted that a cluster might already
be populated with other SW.Ss. This placement process
continues as long as SWSs are made available and agree
to be part of a SN. While the clustering is in progress, the
connection of the SW S's together in the SN is in progress
as well, which leads to extending the SN.

Step 4 - Initial evaluation of edge weights

The initial value of the Weight of an Edge (W E) between
SWS; and SWS;, where SW.S; is the SW S root, corre-
sponds to the complementary degree between them.

Step 5 - Navigation through the social network

Appropriate means are required to help a STW.S navigate
through a SN. Each S S root is an entry point to a SN.
Looking for collaborators in a SN requires factors such as
previous experiences and user needs.

Step 6 - Ongoing evaluation of edge weights

The ongoing evaluation reflects the role of the collabo-
ration SN in discovering collaborator WSs. This happens
by updating the edge weights each time a collaborative peer
is discovered using this SN. Updating these weights can
be based on reward-based price formulas (Yu et al. 2004)
(Equation 1).

WE5:(SWS;,SWS;) =WE,(SWS,;, SWS;)+
|SWS; selection st
|SWS; collaborations st

X ( —WEt(SWS“SWSj))

(D

where « is a constant between 0 and 1, d¢ represents the
update period, |SWS; selection,| is the number of times
that SWS; and SW.S; were engaged in collaboration fol-
lowing the use of SW.S;’s collaboration SN at time t, and
|SW'S; collaboration,| is the number of times that SWW'S;
was engaged in collaborations at time t.

3 Should Web services sign up into the
collaboration social network?

3.1 Selection criteria

To support the sign-up decision we consider privacy, trust,
fairness, and traceability criteria that T/ Ss should take into
account on top of the functionality criterion (other criteria
can be used as well). We assume that an authority compo-
nent (S Ngq¢r) manages the SN that connects new SW.Ss
to existing members in the network, assesses the weights of
edges in the network, enforces the management policies of
the network, etc. Policies are discussed in the next section.

By being part of a collaboration SN, a SW.S knows the
peers that it likes to work with in case compositions are to
be built.

1. Privacy. A SWJS needs to ensure that appropriate
means in this network permit to secure its private de-
tails (e.g., non-functional properties (QoS)) since some
of these details can be revealed by some un-trustworthy



members in the network. This puts the SWS in a vul-
nerable position when these details are revealed to other
(competing) peers by these members. We measure the
privacy level of a collaboration SN (Privacyc,;) by:

| focussed Revelationsgw s, |

Privacyco = min (1 )
i€[1,n]

(2)

where | focussed Revelations| represents the total num-
ber of revelations that SW.S, was subject to and
| Revelations| is the total number of revelations affecting

the SN.

2. Trust. A SWS needs to make sure that the peers it rec-
ommends for appending into ongoing compositions be-
have and operate as expected. We measure the trust level
of a collaboration SN (Trustc,;) by:

| Revelations|

success ful Recsw s,

) 3

Trustc, = min

i€[l,n] Recsws,

where success ful Rec represents the number of recom-
mendations that SWS; made for other peers that accepted
and behaved as expected and Rec is the total number of
recommendations by SWS;.

3. Fairness. Since SW Ss are complementary, fairness is
not relevant.

4. Traceability. It permits to keep track of the SW S's” oper-
ations and interactions so that the SN, can hold them
accountable for these operations’ and interactions’ out-
comes in case of conflicts (e.g., exchanging contradict-
ing details) or irregularities (e.g., flooding the network
with unnecessary details). The SNyn can, also, ana-
lyze these outcomes to verify the quality of SWSs’ self-
details. This would increase the confidence level of the
S'Nyuen in the SW Ss in the network as well as the trust
among these S Ss. Traceability process runs according
to a certain frequency and for a certain duration over op-
erations (op) and/or interactions (int). We measure the
traceability level of a collaboration SN (Tracec,;) by:

1
TTaceCol = 5 * (601} * fre(IOp + Bint * f’re(hnt) xd (4)

where 8 € {0,1}, Bop + Bint = 1, and freq and d are
frequency and duration parameters, respectively. Trace-
ability value can be ranked as low, average or high with
respect to some min and max values. For instance high
traceability means that a STW.S can rely on the SNyqn
to generate an accurate trace of the operations that were
executed. When the SN, detects irregularities, trace-
ability permits for instance to pin down the responsible
SW Ss.

3.2 Management policies

In Section 3.1 we mentioned briefly the role of a SNyy:n
in enforcing the implementation of this network’s manage-
ment policies. This enforcement requires making the S S's
aware of the policies so they can first, avail of the network’s
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benefits and second, comply with the policies to avoid vi-
olations and hence, penalties (Section 3.3). In this section
we propose some policies per criterion for the collaboration
SN.

Privacy (privacyCol). It aims at protecting the SWS's
from the collaborator peers that attempt to collect their de-
tails in order to share them with unauthorized peers. The
following policies propose ways of achieving this aim.

1. Pyrivacycol,i: a SWS should label its details
(e.g., with whom it collaborates heavily) as either pri-
vate, protected, or public.

2. PprivacyCol,2: @ SW.S should only share the details
that the collaborator peer needs before this peer is ap-
pended into a composition.

3. PprivacyCol,3: @ SWS is penalized by the social net-
work’s S N,.+» When it reveals details to non-members
of this SN.

Trust (trustCol). It aims at ensuring that the STV .Ss have
full confidence in the peers they recommend to append
into ongoing compositions. The following policies pro-
pose ways of achieving this aim.

1. Pirystcol,1: a(collaborator) SW.S should take partin a
composition as agreed upon between the recommend-
ing peer, this SW .S, and the SN yp,.

2. Pirustcol,2: @ (collaborator) SWS should operate
properly as expected by the recommending peer and
SN, auth-

Fairness (fairnessCol). As fairness is not relevant to a
collaboration SNV, policies are not required.

Traceability (traceCol). It aims at tracking the SWSs’
operations for quality assurance purposes. The following
policies propose ways of achieving this aim.

1. Pirgcecor,1: @ SWS will be probed regularly by the
S Ngutn as part of the monitoring operations that this
component performs.

2. Pirgcecol,2: a SWS will be informed by the SNy
about any necessary action that it has to take in re-
sponse to this probing.

3.3 Linking criteria to policies

The purpose of linking criteria for S N's selection to policies
for S N's management is to monitor and assess the adoption
and efficiency of these policies with respect to the values
that these criteria take (Equations 1—3). Indeed a low value
for a certain criterion in a certain network can indicate the
inappropriateness of other policies or the lack of compliance
with some policies. Corrective actions are deemed appropri-
ate such as reviewing some existing policies or developing
new ones. In the following, we discuss the links between the
aforementioned criteria and policies per type of criterion:

1. Privacy criterion is associated with three policies that
refer to labeling SWSs’ collaboration details, shar-
ing these details between recommending and recom-
mended (collaborator) SW.Ss, and penalizing recom-
mended (collaborator) SWSs. A poor privacy level



(i.e., Privacycy; close to zero) raises issues like the ap-
propriateness of these details for not disturbing the com-
position progress as stated in Ppyjyacycor,2 and the effi-
ciency of the means that prevent revealing these details
as stated in Pp,.jyqcycot,3. To improve the privacy level
corrective actions consist of identifying the necessary de-
tails to share and guaranteeing that recommended peers
are trustworthy.

2. Trust criterion is associated with two policies that refer
to confirming the participation of recommended SW S's
in compositions and guaranteeing the proper function-
ing of these recommended SW'Ss. A poor trust level
(i.e., Trustco close to zero) raises concerns about the
confidence that the recommending ST Ss have in the rec-
ommended peers as stated in Pj,.,co1,1. To improve this
level corrective actions consist of checking that recom-
mended peers are trustworthy. We define two additional
policies for penalizing the collaborators as follows:

® Pirystcol,3: a (collaborator) SWS is penalized by the
S Ngutn, when it deviates from its expected functioning.

® Pirystcol,at a (collaborator) SWS is penalized by the
S Ngutn, When it does not take part in a composition as
expected.

3. Fairness criterion is not related to any policy.

4. Traceability criterion is associated with two policies
that refer to probing and advising SWSs by the SN’s
S Ngutn. A poor traceability level (i.e., Tracec,; close to
zero) raises concerns about the quality of the monitoring
means that this SNy, uses as stated in Pirgcecol,1 s
well as the willingness of these SW S's in implementing
the advices of this SNy, as stated in Pirqcecor,2. TO
improve the traceability level corrective actions consist of
improving the monitoring means and warning the SWSs.
We define two additional policies for punishing and pro-
moting ST S’s, respectively, as follows:

® Piracecol,3: @ SWS is penalized by the SN, When
the corrective actions (or advices) it recommends are
not implemented by this SW'S.

® Piracecola: a SW S is rewarded by the SNy, When
the corrective actions (or advices) it recommends are
implemented by this SWS.

3.4 Illustration

The previous parts of the paper worked out three main el-
ements that are, how SW Ss use criteria to select which
SN's they can sign up in (Section 3.1), how SW S's need to
comply with the policies that manage these networks (Sec-
tion 3.2), and how the assessment of these criteria permits
reviewing these policies (Section 3.3). In the following we
illustrate how all these elements are put into action a collabo-
ration SN. We, also, adopt some techniques discussed thor-
oughly in the related-work section to address issues raised
during this network use.

e Privacy is mainly assessed through the capacity of the
collaboration SN to resist to attacks on SW.Ss’ non-
public details. Gao et al. discuss privacy breach attacks
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in the specific context of online social networks of per-
sons (Gao et al. 2011). Breaches due to befriending users
apply perfectly to SN's of SW Ss. Indeed some malicious
peers acting as friends require non-public details from a
SWS. These peers may have some financial interests
when revealing these details to other members of the SN.
Gao et al. suggest to increase users’ alertness concerning
their acceptance of friend requests as a defense to these
attacks, which seems to be appropriate for protecting non-
public details of ST Ss.

e Trust is mainly assessed through the capacity of the col-
laboration SN to recommend trustworthy ST .Ss. An un-
trustworthy SW S can alternatively increase and decrease
confidence that other peers have in it, while keeping a
reasonable reputation. Improvement measures could be
(1) to inform members about this kind of oscillatory be-
havior or (2) to decrease the trust level of this untrustwor-
thy SWS.

e Fairness criterion is not related to any policy.

e Traceability is mainly assessed through the capacity of the
collaboration SN to provide accurate traces of all the op-
erations and interactions that occur in this network. Inac-
curate traces might lead into poor decisions made by the
SW Ss. Improvement measures could be (1) to increase
the monitoring frequency and duration of the peers that
are suspected to be the source of irregularities or (2) to
apply probabilistic models for more accurate traces.

4 Related work

Characterizing S Ns can be achieved through a new criteria-
based model for assisting W S's decide whether or not they
sign up in a SN. Similar models exist in other fields of
research. They use Quality of Service (QoS) built upon
non-functional properties. The literature review we carried
out did not reveal explicit works on quality of S N's but rather
aspects related to quality SN, software quality assessment
using SNs, and relationship between quality of SNs and
investment decisions.

In (Perego, Carminati, and Ferrari 2009) Perego et al. dis-
cuss the quality SN as part of a collaborative environment
for personalizing Web access. The authors use social tag-
ging to evaluate the quality of Web resources based on users’
preferences and opinions. They examine safety and trust-
worthiness aspects of a SN. According to Perego et al.,
“...the Web as a whole is still considered, by many, as a
source of unreliable and untrustworthy information, thus
preventing the exploitation of its full potentialities”. The
quality SV provides end-users the possibility of associating
labels with Web resources as well as using rates to express
their dis/agreement on existing labels. The authors evalu-
ate the members reachable through the networks but not the
networks themselves.

In (Zuluaga 2010) Zuluaga analyzes the impact of the
quality of SN on the educational decision making process.
Though this work does not really fit into our vision of qual-
ity, it is worth mentioning that Zuluaga uses the schooling
level and labor position of the members in a SN to estab-
lish the quality of the network. It was noted that the higher



the quality of the network, the higher the probability of in-
vesting in education will be. However, the authors do not
consider the policies that regulate the SN and their impact
on the quality of the SN.

In (Tonchev and Tonchev 2010) Tonchev and Tonchev
look at SN's, e.g., Facebook and Twitter, from a quality per-
spective, which is in inline with our quality model. They in-
sist that the popularity of SN's can sustain business growth
subject to maintain a good QoS. They address the notion
of quality as applied to a SV and the way to evaluate this
quality. The proposed set of criteria mainly includes confor-
mance to specifications, access control and privacy. How-
ever, these criteria are not strictly formalized, through math-
ematical formulas for instance.

In (Dasgupta and Dasgupta 2010) Dasgupta and Dasgupta
emphasize on the barriers that users have to overcome when
they simultaneously sign up on different SNs. This leads
to duplicate information, loss of privacy, and redundant in-
formation flow. Today’s SNV-based applications are almost
the same in terms of features provided to users. To alleviate
these negative consequences, Dasgupta and Dasgupta pro-
pose the Social Network as a Service (SNaaS) model con-
sidered as a kind of single counter offering specialized ser-
vices such as blogging, mentoring, and community manage-
ment. These services give access to specific SN-based ap-
plications, e.g., LinkedIn that concentrates on corporate SN
aspects. However, users decide to sign up to specific SN's
based only on functionality but not quality criteria.

5 Conclusion

This paper deals with the quality of social networks used
to connect social Web services together. These social net-
works aim to improve the efficiency of Web service discov-
ery. Prior to signing up in these networks, quality criteria
were proposed such as privacy, trust, fairness, and traceabil-
ity. These criteria can help Web services select the most
appropriate social networks. We defined each criterion by
emphasizing the intrinsic features of the collaboration social
networks. Besides these criteria, we defined policies that
guarantee the proper management of the social networks.
Upon signing up in a social network, social Web services
have to fully comply with these policies. The paper, also,
discussed how the selection criteria of social networks and
policies for their management are connected. The objec-
tive was to adjust the existing policies or call for new policy
definition in some cases. Future work is to develop a proof-
of-concept tool with several functionalities like simulate at-
tacks and enforce policies per type of criterion.
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