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Abstract

In recent years, sharing of security information among or-
ganizations has been proposed as a method for improving
the state of cybersecurity. However, despite its benefits, this
disclosure entails additional costs for the reporting entity. In
this paper, we take a game theoretic approach to understand-
ing firms’ incentives for participating in information sharing
agreements given such costs. We present a repeated game
formulation of security information sharing games. Our ap-
proach proposes the use of inter-temporal incentives (i.e.,
conditioning future cooperation on the history of past interac-
tions) to support firms’ cooperation on information sharing.

Background and Motivation

Improving the ability of analyzing cyber-incidents, and en-
suring that the results are shared among organizations and
authorities in a timely manner, has received increased atten-
tion in the recent years by governments and policy makers,
as it can lead to a better protection of the national infrastruc-
ture against potential cyber-attacks, allow organizations to
invest in the most effective preventive and protective mea-
sures, and protect consumer rights.

In the US, improving information sharing is listed as one
of President Obama’s administration’s priorities on cyber-
security. Currently, most of the existing laws require orga-
nizations to only report to an authority, with a few other
also mandating notification of the affected individuals (e.g.,
HIPAA); see (Laube and Bohme 2015) for a summary of
prominent existing laws. However, most recently, President
Obama signed Executive Order 13691 on “Promoting Pri-
vate Sector Cybersecurity Information Sharing”, encourag-
ing companies to share cybersecurity information with one
another, in addition to the federal government. Motivated by
these initiatives, in this paper, we are interested in informa-
tion sharing agreements among firms. Examples of existing
information sharing organizations or initiatives of this type
include: Information Sharing and Analysis Centers (ISACs),
Information Sharing and Analysis Organizations (ISAOs),
and the United States Computer Emergency Readiness Team
(US-CERT). Currently, joining and reporting in all these in-
formation sharing organizations is voluntary.
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Problem motivation Despite the introduction of informa-
tion sharing laws and agreements, both anecdotal and empir-
ical evidence point out that security breaches remain vastly
under-reported. These observed disincentives can be primar-
ily explained by analyzing the associated economic impacts.
(Campbell et al. 2003; Cavusoglu, Mishra, and Raghunathan
2004) conduct event-study analyses of market reaction to
breach disclosures, both demonstrating a drop in market val-
ues following the announcement of a breach. Additionally,
breach disclosure may lead to a loss of customer confidence
and competitive advantage, as well as bureaucratic burdens.

On the other hand, firms do benefit from having access to
other firms’ security information, as they can prevent similar
attacks and invest in the best security measures by leverag-
ing other firms’ experience. As a result, an outcome in which
firms fully disclose their security information is beneficial
to all participants. Given these potential disclosure benefits
and costs, and the evidence of under-reporting of security
information, it is clear that we need a better understanding
of firms’ incentives for participating in information sharing
organizations, as well as the economic incentives that could
lead to voluntary cooperation by firms.

A game-theoretic approach We present a game-theoretic
study of information sharing agreements among firms, in
order to better understand firms’ (dis)incentives for fully
and honestly disclosing security breaches and existing flaws,
given their potential disclosure benefits and costs. We first
show that in a one stage information sharing game among
rational firms, the disclosure cost acts as a deterrent, leading
to a lack of shared information. Existing research has pro-
posed audits and sanctions (e.g. by the government), or addi-
tional economic incentives (e.g. taxes and rewards) as reme-
dies for encouraging disclosure, see e.g. (Gordon, Loeb, and
Lucyshyn 2003; Laube and Bohme 2015).

In this work, we present a different approach for providing
such incentives. We propose the study of a repeated game
framework, therefore allowing for firms’ future disclosure
decisions to be dependent on the history of their interactions
with other firms in the agreement. We first illustrate how
cooperation can be incentivized with positive probability in
a two-stage information sharing game. We then introduce
infinitely repeated games, and briefly discuss potential ap-
proaches for sustaining cooperative equilibria.
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Table 1: Info. sharing game Table 2: Partnerships

The information sharing game

Consider two firms who have agreed to share their secu-
rity information through an information sharing agreement.
Nevertheless, each firm has a choice as to whether (fully and
honestly) disclose her information. We denote the decision
of firmi by r; € {0, 1}, indicating (partially) concealing and
(fully) disclosing, respectively. A choice of r; = 1 results in
disclosure costs L > 0 for firm i. We assume this choice
benefits the other firm j by helping her improve her state
of security, yielding an information gain G > 0 for firm j.
Assume G > L. The payoff matrix of the information shar-
ing game among the firms is given in Table 1. This game
is therefore an instance of the prisoner’s dilemma: the only
Nash equilibrium of the one stage game is for neither firm
to disclose her security information. However, a repeated
game formulation can leverage firms’ interest in maintain-
ing a good reputation in the future to sustain cooperation
among participants.

A two stage game First, consider a two-stage interaction
among the firms, with first and second stage payoffs given by
Tables 1 and 2, respectively. The second stage game captures
decisions on a subsequent business partnership, with G (B)
denoting a high (low) profit partnership, where h > ¢ > 0.

To condition future behavior on past actions, we assume
each firm can only imperfectly assess the honesty and com-
prehensiveness of the other’s report. In particular, following
the first stage, firm ¢ forms a belief b; about firm j’s report,
by monitoring firm j’s externally observed security posture.
We let b; = 1 indicate a belief of full disclosure, and b; = 0
otherwise. We assume the belief b; of firm ¢ is imperfect,
private, and independent of firm j’s belief b; about firm i.
Formally, we assume the distribution:

€, for b; = O,rj =1

. 1—e, forb;=1,r;=1
milbilri) =4 g, forb; = 0,7; = 0
l1—a, forb;=1,7,=0

with € € (0,1/2) modeling missed detection by firm j, and
a € (0, 1) as the accuracy of firm i’s monitoring technology.

Pure strategy and mixed equilibria Ideally, we would
like to identify a pure strategy equilibrium that supports
(ri,r;) = (1,1) in the first period, by conditioning the sec-
ond stage partnership on the first stage decisions. Neverthe-
less, it can be shown that (Mailath and Samuelson 2006),
as firm ¢’s belief about firm j’s action in the second period
is independent of ¢’s observed signal, it is not sequentially
rational for firm ¢ to consider her signal in the second pe-
riod. Therefore, with pure strategies, inter-temporal incen-
tives can not be used to coordinate on (r;,r;) = (1, 1).

We next consider an alternative strategy profile in which
firms randomize their actions in the first period. Formally,
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suppose in the first period, firm ¢ plays r; = 1 with prob-
ability 5, and r; = 0 otherwise. In the second period, this
firm will play H if and only if she has played ; = 1 in
the first period, and she has a belief b; = 1 about firm j.
It is possible to solve the equilibrium conditions to find a
B8 > 0 as a function of the monitoring parameters « and .
Therefore, inter-temporal incentives lead to full disclosure
(r; = 1,r; = 1) emerging with positive probability.

The infinitely repeated game Next, consider the stage
game of Table 1 repeated infinitely. A longer history of play
can allow for more elaborate strategies; e.g., non-disclosure
periods that start after a certain number of suspected de-
viations, or that last only for a certain number of rounds.
Therefore, one may expect the possibility of supporting co-
operation with similar (or better) results, compared to the
two-stage game, by considering longer lasting interactions.
(Compte 2002) shows a negative result in this game
when trigger strategies are used: even if firms’ signals about
others’ actions are highly informative, full cooperation on
information disclosure can not be supported. There ex-
ist, however, alternative approaches that may help support
(some) cooperation, including: allowing firms to communi-
cate (cheap talk) (Compte 1998), availability of public ac-
tions (e.g., announcing sanctions) in addition to (private)
disclosure decisions (Park 2011), or almost public monitor-
ing, i.e., independent private monitoring with signals that are
sufficiently correlated (Mailath and Samuelson 2006). A de-
tailed analysis of these approaches, and their implications on
the role of authorities as facilitators of public monitoring or
communication, is the main direction of future work.
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