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Abstract

Assessing the quality of sensor data available on the
Web is essential in order to identify reliable information
for decision-making. This paper discusses how prove-
nance of sensor observations and previous quality rat-
ings can influence quality assessment decisions.

Introduction

The Web has evolved from a collection of hyperlinked docu-
ments to a complex ecosystem of interconnected documents,
services and devices. Due to the inherent open nature of the
Web, data can be published by anyone or any ‘thing’. As a
result of this, there is enormous variation in the quality of
information'. An appropriate mechanism to assess the qual-
ity of Web content is essential if users (or their agents) are
to identify reliable information for use in decision-making.

There are a number of different Information Quality (IQ)
assessment frameworks; many of which depict IQ as a multi-
dimensional construct. Bizer and Cygniak (2009) describe
nine dimensions which include accuracy, completeness and
timeliness. Lee et at (2002) limit their quality assessment
approach to four quadrants: soundness, dependability, use-
fulness and usability but further decompose these into sub-
criteria similar to those of Bizer.

The concept of the “Web of Data’ has recently emerged
(Bizer, Heath, and Berners-Lee 2009). While this incarna-
tion of the Web is still prone to issues of Information Qual-
ity, the associated rich metadata representations (which in-
clude links to other entities) should facilitate IQ assessment.
Documenting data provenance can further enhance this rep-
resentation by detailing the processes and entities that were
involved in data derivation; both of which may have had an
impact on data quality. Miles et al (2006) have identified
the documentation of data provenance as an essential step to
support users to better understand, trust, reproduce and val-
idate the data available on the Web. With a suitably detailed
representation of both the data and its provenance it should
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then be possible to reason about its quality (Hartig and Zhao
2009).

Given the vast scope of the Web, we have chosen to inves-
tigate the provenance and IQ issues associated with the Web
of Linked Sensor Data (Page et al. 2009). We have iden-
tified the W3C Semantic Sensor Network Incubator Group
(SSNXG) ontology? as an appropriate starting point for this
work as it emerged after an extensive survey of existing sen-
sor ontologies. We also require a generic model of prove-
nance in order to support the diverse ecosystem of sensor
platforms and data. We have investigated a number of ex-
isting models for representing provenance information but
found many of these to be tailored to specific domains
(e.g. workflows or databases); we have therefore selected
the Open Provenance Model (Kwasnikowska, Moreau, and
Van den Bussche 2010) as it provides a technology-agnostic
model for describing the relationships between agents, pro-
cesses and data

To better illustrate the issues described above we have de-
veloped the following scenario. A user is planning a vacation
but is unsure whether or not to pack an umbrella. In order to
make such a decision their agent accesses a weather sensor
deployed at the location they will be travelling to. The sensor
publishes data regarding temperature, atmospheric pressure,
rainfall and wind speed. All of these factors could influence
the decision. However, the user has never used this sensor
before and is unsure of the quality of the sensor’s observa-
tions: How precise are the sensor’s observations? Does the
sensor consistently produce accurate observations? Are the
sensor observations up-to-date?

From this and a number of similar use cases we have iden-
tified a number of research questions relevant to the issues
of 1Q assessment introduced in this paper. Firstly, is if pos-
sible to reason about quality in the Web of Linked Sensor
Data? Secondly, can the outcomes of quality assessment be
represented in the Web of Linked Sensor Data? Thirdly, can
sensor data provenance be used to facilitate quality assess-
ment? Finally, can the provenance of past quality assess-
ment activities extend the provenance graph to facilitate fu-
ture quality assessment decisions?

2www.w3.0rg/2005/Incubator/ssn/
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Provenance and Linked Sensor Data

In order to characterise quality assessment in the Web of
Linked Sensor data we need to extract information, such as
measurement range, frequency, latency, precision, etc. from
the sensor metadata. Moreover, we require a language to
specify how quality should be assessed. SWRL? provides
an initial mechanism to define such logic in the form of
rules which output quality assessment metadata based on an
OWL ontology which describes qualitative and quantitative
1Q values. However, the measurement of quality is subjec-
tive as it relates to the ability of the information to satisfy
the user’s intent characterised as a combination of goals and
constraints (Pignotti et al. 2010). Consider the user whose
goal is to decide whether to pack an umbrella. An example
of a constraint might be that they will only use sensors with
precision rated at £3°C and observations created within the
last 24 hours.

While assessing sensor precision, we can discount sens-
ing devices rated outside of the range defined by the user.
Moreover, as the observation is published as linked data we
can enhance our assessment by considering other linked en-
tities. For example, if the sensor is deployed in Aberdeen
(Scotland) we can compare the temperature reported by the
sensor with the average temperature in Aberdeen published
in another linked data source. A temperature observation of
25°C in February should be given a low quality score.

To determine another quality attribute, consistency, we
must examine whether or not the sensor’s observations are
of a regularly occurring, dependable nature. To accomplish
this, we require the sensor’s provenance record which details
a number of previous observations. If the observation can be
considered an outlier relative to previous observations then
this can be used as an indicator of quality.

We argue that completed quality assessments and their re-
sults should also be incorporated into the provenance graph
to facilitate future assessments. For instance, if a previous
quality assessment was performed by a trusted agent with in-
tent similar to our own then the result of that assessment may
be re-used. Figure 1 presents a conceptual view of our model
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of quality assessment. The Sensor Provenance (lower layer)
characterises sensors, sensing processes and their proper-
ties while the Quality Assessment Provenance (upper layer)
characterises the assessment process, assessment outcomes,
controlling agent and their associated intent.

To explore the issues of IQ and provenance within the
Web of Linked Sensor Data we have developed an infras-
tructure of sensing devices. These devices are based on the
Arduino electronics prototyping platform and feature sen-
sors that measure physical phenomena such as temperature,
motion, light and vibration. The data transmitted by these
devices are stored and made available as Linked Sensor
Data*. Using this platform we are investigating our approach
to IQ assessment through the development of an IQ reason-
ing apparatus driven by sensor metadata and provenance.
We plan to evaluate our approach by identifying a number
of case studies with which to assess the suitability of our
framework. We also intend to investigate the role of pol-
icy languages such as OWL-POLAR(Sensoy et al. 2010) or
AIR? in capturing the constraints associated with the quality
assessment process.
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